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Campus

Branch
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7280

7205

(AOS8) 2K AP / 32K Clients
(AOS10) 8K Devices (AP) / 32K Clients
100 Gbps, 80 Gbps (Encrypted)

(AOS8) 256 AP / 8K Clients
(AOS10) 1K Devices (AP) / 8K Clients
12 Gbps, 5 Gbps (Encrypted)

9240

9114 (AOS10 Only)

(AOS8) 2K AP / 32K Clients
(AOS10) In Development
40 Gbps, 35 Gbps (Encrypted)

9240 w/ Silver Capacity License
(AOS8) 1K AP / 24K Clients
(AOS10) In Development

30 Gbps, 30 Gbps (Encrypted)

9240 Base Model

(AOS8) 512 AP / 16K Clients

(AOS10) 4K Devices (AP) / 32K Clients
20 Gbps, 20 Gbps (Encrypted)

(AOS10) 4K Devices (AP) / 10K Clients
20 Gbps, 20 Gbps (Encrypted)

(AOS8) 64 AP / 4K Clients
(AOS10) 256 Devices (AP) / 4K Clients
8 Gbps, 2.6 Gbps (Encrypted)

(AOS8) 32 AP / 2K Clients
(AOS10) 128 Devices (AP) / 2K Clients
8 Gbps, 2 .6Gbps (Encrypted)

9012

9004 / 9004-LTE

(AOS8) 32 AP / 2K Clients
(AOS10) 256 Devices (AP) / 2K Clients
4 Gbps, 3 Gbps (Encrypted)

(AQS8) 32 AP / 2K Clients

*Not applicable to 9004-LTE

(AOS10) 128 Devices (AP) / 2K Clients
4 Gbps, 3 Gbps (Encrypted)

3rd Generation of Controllers

4th Generation of Gateways
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POWERFUL FEATURES
Al Network Al Client Application
Search Insights Assist Insights Insights
BASERET., WE L e — EfERIoTIO 7 74Y) Y BEHbShi=77Y)
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Q bad clients

tate:

BREFRO—ENKRTR

We found the following resu

Clients

Status: FAILED

Status: FAILED
@ 78:8c:b5:11:ad:a1

Status: FAILED
@ 78:8c:b5:9¢:51:f3

Failure Reason Status: FAILED

Assoc Flood
@ 78:8c:b5:9c:3c:1a @ simran

MAC Name
78:8c:b5:9c:51:... 78:8c:b5:9¢:51:...
1P Address Site

- AnyCorp Cam...
Client Type Host Name
WIRELESS -
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os
Windows 8/10|
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Event;
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A—=2% (%) - 8 1 HA

Y -
T L
: 3
R S T O N A N TS T W SO S S R S R Y
ot gt o g vy N N R A S M A . S A P P
D S S S A

FIEARAY b >° a—-zx7 >°

3 14

EN&D FEEO—S Y (%)

D54F 2 FOMEFREZMAPIZE TR

B JIREHRMND
RB7f-L\EB 7 #ER

=2 Q 9 (=] 0
#u AlATYA b £ tyvay 7a7740L

LAN-Demo > Floor 1

L o e
e b

Confidential | Authorized

22



Al SearchC1—HY—ID

I 7317¥rER | C
F=Fr2 OVERLAY
\3
l — —Ij= | D —G @ § 231 ssiD SwiTcH z;',‘:
zIs 35> > (=) @
'I/'IIZAU
o~ TR SR e iz e EE S A
q williamjones 5 4 'IEE$& ; ﬁ§
2547k Fyho—y s
We found the following results:
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RA+E 954 FohPAT AP Ol AP O—/LEID 4T 954 F v HERE
5)C-207 Wireless Any-Corp-Secure-5C RADIUS B802.11ac, 802.11r, 802.11v
IPFELA MAC 7 K LA F—t2zfO-N ALy FO-I 2347y MRAEE
H 10.128.49.156 b4:4b:d6:23:a1:67 authenticated - 433 Mbps
c"ents SO-/KLI=%pRk  O—HILIPVG P FLRE YA F = POt RRA % D LED
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Name:WIIIIamjones@ar... 5547w khFTY s54FYRT U= | | . 10.67.10.32
Computer Windows i .
- - - e k23D
(o] W||||amjone5@arubm 2517wk 08 FEMHER Yes 0
Windows Aug 21, 2023, 14:33:21
SA—H— B
MAC IP Address EEE Registration AUNEEEENT=1
b4:4b:d6:23:a... 10.128.49.156 PR
. 00 ©0 e0
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CONNECTED Any Corp
Client Type Host Name
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0s wE ATk B Eyvay Zazr<iL 1am
Windows ®1 @0 ©0
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O—=>7 (%) & 1 AW
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Classified  Generic

CLIENT TYPES

60 50.4%

WINDOWS 8/10

3 2.5%

RASPBERRY PI

1 0.8%

ARUBA SWITCH

E—

‘ g
2347 7AT 71N

|

26 21.8%

USER EXPERIENCE INSIGH...

2 1.7%

APPLE TV

18,

1 0.8%

LINUX DEVICE

2 1.7%

APPLE |I0S DEVICE

WINDOWS

—-—
2 1.7%

WEBCAM

®
L
5 4.2%

AXIS NETWORK CAMERA

2 1.7%

MACOS

BN L THIRYE

OPpolycont
5 4.2%

POLYCOM IP PHONE/CO...

android
1 0.8%

ANDROID

D547 TATFAIL
#EE

HTTP User Agent, DHCP

Fingerprint, MAC OUI Z{# L $%

2 47 2 b BEIRICH

Al

HIR L= 1B ETICBIEDT

7 & A H|1H [T ae

Confidential | Authorized

25



Aruba CentralDZTP(F O 4 v F 70O

YA LEBEWN:

HEBEDODYT I —TEHE

BLPNFRR

—
Gateway [F--:-- <)

AP

~

@ﬁ J)E—FTETE
L -2

Eoa=>49

ERIIZETE

R2YEIT—OD
B AH 5

Aruba Central

[ YA kA )
(YA rB w

(Yo bkc )

T\ R % GrouplZ

i i 28T BN

-

=027 %
¥ 511+ TOK

1 088 o5

J

Confidential | Authorized I 26



El JF 4132y F7—H9 00— )LR—XT 5t X

§~ |
s L N
S

N | |

N | -
NN T t:

N — —
N | \ -
ey | |

~ |

St |

FOEREDYI—RE I\ i\
JAakaJLEHIRE BEY—5  EHP— Y

------------------------------------------------------- o | ESTEE0lE S
ZEEABOEELEHE 2y T:y-t- _.?.QP_B_T ___________________ : RoleZ @9 5

M = ‘0)5!3%%
ZR/MRICEDHHIEN :

TED

= Segmentation

oTHEIPTEHRTHIET
D imK (@A H A HE




Arubad) 1 —H—0O—)L

User Role & [ |
orr & - N . drisnrssisnsgaaany /| 111NN
c RV D= EFaAVTADIUTILERFEY y T

e VLAN,QoS, L— k1 Sy b, MTU,PoET 5 A+ 1) 7 1,STP e
7T£__- F'EggEE: | fi B
e Aruba ﬂlﬂ% /:20¢ jg[ _t#z-‘t_ el switch Port 2

Auth Method: 802.1X

Aruba AP_E[Z30V> TULVAL/E, UserRole Z{&> TIVFE FT Eeet ol par Rols Asalned Roe: Secure_1x

E Network Uplink - Multiple Roles Username: drew.wyskida
' DS_IOT_SW D DS_USER_SW  Device Type: Computer

C ﬁ * § Tunneled: No
U S e r RO | e 0) l % 5£ g Zz:::i_sl)l(freg - Guest_BYOD Permissions: Corporate User

-
1 Infrastructure

p— - o . - n . g AppleTV - VOIP_Phone
° E%]\EIE t Ez;‘]\ﬂ' ‘:EO < ﬁﬁ(zero TI’USTE"] fd:% Z ': :E) JE L‘, é) [™| Network_Camera ["™] Headless

—

D Quarantine ﬁ Disabled
e User Role[Xim RMFREES NS EBIMICEAIND - |
aaa authentication port-access dotlx authenticator
° Ej]ﬂ(]ff (j-—Gf-d: < . %%%‘::E)ﬁﬁﬂ-ﬁg radius server-group ClearPass

enable

*l] ITYS aaa authentication port-access mac-auth

radius server-group ClearPass
c O—LBEICESNERY S — %8 T
« L YFTIFACL, L—F ) Sy QoS EET Y 2R E— e s Ho
MSERIRETE e
® *%EE/_R_ I‘—G‘itﬂt < ﬁ#ﬁ*':%ﬂﬁr H-%) aaa iziiiitication port-access mac-auth

enable
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A—JLODE

735 : Aruba ClearPass

Enhi? O BITE? Wwo? EZT? a EDEIIZ?
_ClearPass - 1—4—D - 0STE CESOBE - EfRAP - B A
(RBEEY—/V) - AD1E$R  ERRAR S — - #ARS .« fEESW/IR—k TLS,PEAP,
\ * efc... * efc... * efc... * efc... MAC,etc... J
A Y
®o— BRARTAVTEXRAMGIRRZHRFIL., RS —(B—)L) ZiE H
A—H—%£ A g
5 o Zi5{E < &H1> <A—)JL:rd_pc>
TN—7 - FASEER 7\\;';—7(): BHFEER & imR=Windows 1. BARIPAY—/\—~DBIE(LEFT]
o 2. 1N DAV~ DBISTEE
@ BIHEER 5. 2 D DSBS AT
#iEE S > <A—)L:rd_byod >
\ 4 HL—F =RA%E & #k-ios 1 ARSI ADEIEHED
: 2. ZDHDBIEIE T
KN
&« \ J

O @ IRz < @ O—)LICEDET7 /Rl

(T

Sy

E—

YR —H Ty

>

Q—>@

8

@

@ Intranet
@
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:L—'If— H—) bo)ﬁ . 75 5f® : Cloud Auth X Cloud Auth # ClearPass

v’ Aruba Central £ T3 BRADIUSH —/\+RS—IT DY
v’ 802.1X(EAP-TLS)EMACEREIEI =5 fis
v 802.1XMDERFEY — A IEAzure ADEGoogle Workspacel Z X it
v ImROTAE 3=2% (Onboard) #8E+ 12 &t (App or Web)
v' MACEREE [ CentrallSMACT FL A% B 8% (CSVTA 7R—hA], &R K5/5MAC)
v ) —XBEF D EEILX 2 TAP Foundation|ZTEEN D

Q

Aruba Central R{-\DIUS .
+ Policy Engine
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A—H—A—)LDEAFED: Cloud Auth 802.1XD 7 O —
- 00

11— ORIIERERT
(BHEIER) £ HER

&

WebZJ 50 H M Q
Eﬂq?jgf}jﬁ ~ Azure Active Directory
Ol REEREES OAuth2.0 Go
. gle Workspace
\I_

i R 0D \
Onboard A—YDREEFERIC
REEE K Accept &L f-RoleZ R E
gEE N,

N —

A=)l QRA—k, I —
Wi-FidD Captive PortalZi & T
Onboard URLZFILEZ % —
i 0 N AP OA\
A DWi-Fin RoleN—Z D7t Al Tt
TXaTETIER N~z 55 Al
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Smart Building

E—

IP
=]
-

OO0 0 00

OO0 00

Role-based Security Policies

- Media Smart
Sensor Building

OO0 0 O

75353 : Aruba Central NetConductor

Role to Role TN R!) o — %)

Aruba Central

0O00 00

00000

OO0 0 00

Assign Permissions

Assign permissions for source role CorpPC

DESTINATION ROLES (7)

Name Allow Source to Destination Allow Destination to Source
BYOD Guest

BYOD Laptop v v

CorpPC (self) v v

Phone v v

Printer v v
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[ =27 1Aruba Central NetConductor & (& ?

Aruba Central NetConductor (ACN) [&. Aruba CentrallZH B9 5 BEt 7—970—T. Aruba CXAAYF T EXUVITA VL RT
Sk T+ —L EIZEVPN-VXLANZ 77UV DEBREZERIEL. /40T A0 T7—23 R o—FwmBILET S

Config snip

evpn
arp-suppression
vlian 10
rd auto
route-target exg
route-target img
redistribute hos
vlan 12
rd auto
route-target exg
route-target img
redistribute hos

interface vxlan 1
source 1p 192.168.2.
no shutdown
vni 10

vlan 10
vni 12
clan 12
vni 10010
vrf overlay nety
routing

interface vlan 10
vrf attach overlay 1
ip mtu 9198
ip address 10.1.10.:

Q

router bgp 65001

B ISAZ A

bgp router-id 192.168.2.5
neighbor fabl peer-group

neighbor
neighbor
neighbor

fabl
fabl
fabl

remote
fall—c
update

neighbor 192.168.2.:
neighbor 192.168.2.:
address-family 12vp:
neighbor 192.16¢
neighbor 192.16¢
extended
neighbor 192.16¢
neighbor 192.16¢
extended
exit-address-family

vrf overlay network
address-family
redistribute
redistribute
exit-address-far
address-family
redistribute
exit-address-far

active-gateway ip Mac coevvivveveevveon
active-gateway ip 10.1.10.1

interface vlan 12

vrf attach overlay network

ip mtu 9198

ip add&sncidleomi]a]ézm}tﬁ%

mac

active-gateway 1

active-gateway ip 10.1.12.1

Config snip

gbp role (
gbp role !
gbp role 1
class gbp-

1 mate ‘b e’

2 mate Name Fabric Add Devic
class gbp-
2 matc
3 matc
class gbp-
2 matc
4 mate
class gbp- 6300F-4 10.11.0001
1 matc
2 matc

& | Edit Fabric

o

Devices (5)

Name 1= | Firmware Version

8360-1 10.10.0002
8400-1 10.10.0002

port-acce: 8400-2 10.10.0002
10 cl:
20 cl:
30 cl

port-acce
10 class gbp-ip EmployeelO ALLOW
20 class gbp-ipv6 EmployeelO ALLOW

30 class gbp-mac EmployeelO ALLOW

gl&egOH&F g)(?:rB%e:rO?nd HPE £41052@/88/%1an-group vlangroup

associate-vlan 31-34
port-access lldp-group lldptest

P [ 2 YRR T J T L£IA-AD ~ere~ o~~~

MAC Address

883a30-ae73c0
b4939ba-543bcd
104f58-6c6900

104f58-6cea00

©)

Add Overlay Network

Serial Nunj

SGIBKNTO

SGOOKRRO

SG17K2G0

SG17K2G0

Q ©

1 item(s) selected

Assign selected device to

Edge
(] Border
[] stub
LJRR

Apply

Stub Tunnels to Gateway

Check ACN Documentation

@ ®

summary

ADS
Gateaway

External Network

Border '

-.%¥ié
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HPEI 1
GreenlLake

a @ B & 3 0 @ B k B
By T B F N9

Q Q @ A
sge © v m
Profiles Roles & Policies Namved Objects
¢ Role-based Policies
Kame Rules Device Function Site Sratu
Employee Policy
Source Destination Service/Application Action Description

Central NetConductor Fabric Wizard

BHLGCLZEFALLGWT, OSPFERIBAL-7 o3 —L A -3 ybD—9%
VXLAND A —/\—L A Ry —O QR AT EE,

IEBD XY INARYNT—HERINA- ) —DDT—RE2—2 vk
D — ORI xS

E—

RBEGEX ) T4 RO —DER

Global Policy ManagerZ #| L T. BRR 1T 71\ ADRole&Policyl| 2L HGBPD
EEH AEE

BEHIETHBALTW=ACLLEEDF BINTE
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ArubalZFAIDHTDHEEN O EEF TZIRIRTES

12%1k (5
EXE £ v AFIAY v
- | US(FYhEA-IVIPEBBETRRLELL i - Wi-Fi
e 1= HRER

N FEoO—zv%

I3A4F7 2 RBEWIEAP ZROFShEEA

EA5Nn5EHR
PREEH —/\—HE W

A—=X>%7 (%)-&&1HA

2AGHz FOERZE TS s, SCGHz FH+HRICh/IN—EhTwa
Enable 802.11k for SSID: Any-Corp-Secure-SC( 2 more )

Check if 802.11k is enabled for SSID:( 5 more)

2

7(87.5%) 8D 31 P> hcHE. 8 &5t

CEMERLET

RADI |, check if 802.11k is enabled for SSID:

» Check if 802.11v is enabled for SSID:
+ Check if 802.11r is enabled for SSID:

cDSATF Y MCBIIO WLAN K51/ 0B 5T L 2BRBLET

B,

CISAF UMD EAP/WIFI O F oy 7 LGEEORREZEREL T SN ="
I I COTAT Y DR IRESREER D AP IKEREI N TWS I EERELEY &
5 v’ .} \\\\ \\\ \Q\ ® \\ NN P & < & & _?\\-(,\ w\“:/ _\)\\‘1—-7 ?\\-f V\j’ 7)\:‘:;'3 ?\:: ‘yh V\a ) \\_\a\.\ ?\.f b@,\% ‘\er.& 7;”\;;,\"
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et DREFHE v 3EEEL 18, LA, 14 A x 30 A

fiEREINT=
A—XA4H5—RX

EERY

Al YA Ma0ZFBRAS5AI—RT—R
v Foundationth TR 1) T 3 U TKIAD
A—RH5—REHR—
VRFIV®L 2R

[Tl —EBD AL YA FDH
VU4 FADEHDOR—XZ1M4 >
VETHERICEKBISAR—RS/4 >

FIHORAEIL 5 Y F A
AVTIY KTREFAERTT 5
BED®BS AP FLIET 5TV FEHL
(B TRARBEEHS

[ELy:

\/?&%}L777 I2YRT—=H LD 63
T—RADEFR—XFM4 Y
VEHDESBRY FT—IO DML DHETD
E 7 Lh#g

SEfE D

ArubaD5EH :
RIBEDRE & K.

HRERA Y FETEIERETR

figt v ) 21— 3 Uik, HEDKEREE TIHEFEL K
XERNTEABRDIZENZ LY,

if::usméhé*ﬁz:ﬁ%loo)ﬂo

15E

AI7O232:<20DA—AR5—R
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it DCloudEIRY 1) 21— 3 VIZAIOPSIZENTWA EEDONTTH, . .

fhtt cloudV ) 21— 3>

fbtt cloud V) 2 — 3 >

%&Z&%C;?Za AT 2 MEEIZ 2.4 GHz v A A

{ELSNR v FHRETS—H V-Hhn\Ly OR—ILEEH

HIHMRDFERENZ LY YAV FEREE7YZ— & YAV

802.1X FREE D KEME M F LY v AYX—FLEWMETZS—F |V

SHEE DX —RHBD KK v LR - BEERBY 73 BREE R B L\ R - BEERRY 72 RREE R BR
= DHCP [EE v AY—FrLEWMETZZ—F v

= B TR BRE AT T D RER v AY—bhLZEWNMETZS—F LV

X ITT74 T R—FIILDESE v AYAY- YAV

ARPIEE AYAY-4 AYAY-4 v

DNSO [ 78 v AY—FLELME7ZS— b v

Mac F2&lE D K B v LMV - BE R 72 EREE R R LMV Z - BEERAY 72 RRRE R X
Wi-Fi [CHEBEBEZ BN 47 b v YAV YAV

ALy OR—ILDRH v ARV v

O—= VT8N v YAV AYAY-

O—I VU JRBOEENAKE v ARV YAV
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BROE! FSTILa— MENRESE

Live Events Remote Console

REMOTE CONSOLE
Console session for the device: TKO-AP-655 und o
LIVE EVENTS 1 Qe
Y OCCURRED ON ¥ DEVICE NAME Y DEVICE TYPE Y cATEGORY 1= Y DESCRIPTION ISR 6538
Aug 19, 2023, 18:25:17:825 | AP-303H-LIVING AP Client Onboarding Event | Client Onboarding Event
Aug 19, 2023, 18:25:16:515 | AP-303H-LIVING AP Client ARP Respanse ARP respanse with sender [P 192.168.30.1 and sender MAC Lol
(c) Copyright 2023 Hewlett Pac prise Development LP.
Aug 19, 2023, 18:25:16:509 | AP-303H-LIVING AP Client ARP Request ARP request with sender IP 192.168.30.19 and sender MAC " 3-08 5:09 (build B7€91) by jenkins
FIPS Mode
Aug 19, 2023, 18:25:16:501 | AP-303H-LIVING Ap Client ARP Response ARP response with sender [P 192.168.30.1 and sender MAC
AP uptime is 2 days 42 minutes 31 seconds
Aug 19, 2023, 18:25:16:494 | AP-303H-LIVING AP Client ARP Request ARP request with sender IP 192.168.30.19 and sender MAC v Time and Cause: AP rebooted Thu Aug 17 08:40: System cmd at uptime 18D 23E 32M 425: Image Upgrade Suc
cessful
Aug 19,2023, 18:25:16:487 | AP-303H-LIVING AP Client DNS Failure DNS failure to _dns.resolver.arpa detected for client f6:94:d
Aug 19,2023, 18:25:14:017 | AP-303H-LIVING AP Client Radius Accounting S Radius Accounting start initiated from client f6:94:dd:5b:84:
Aug 19,2023, 18:25:13:986 | AP-303H-LIVING AP Client DHCP Acknowledgeq DHCP acknowledgement received from DHCP server 192.1€
Aug 19,2023, 18:25:13:976 | AP-303H-LIVING AP Client DHCP Request DHCP request to DHCP Server 192.168.30.1 from client f6:9.
Aug 19,2023, 18:25:12:968 | AP-303H-LIVING AP Client DHCP Offer DHCP offer from Server IP 192.168.30.1 to client f6:94:dd:5t
Aug 19, 2023, 18:25:12:966 | AP-303H-LIVING AP Client DHCP Discover DHCP Discover from Client Mac f6:94:dd:5b:84:c0 associates [2023 Aug 19 06:22:03 PM] Ssh session started

e« AP Y —)LICCentralFHAT7Z VX

e YUTFILZAALDARN FAY ECentralh 5 FESR
o SSHEBREBLKFARIEET., FSTIa—TFTa2d., T1\vY
BRICERTE%

« BEDmMRDSL Y T —VHFEGMAEGTE, )7 ILE A LIZFHH
TGO 2 HRT 52 & TREBEICELY HT L

APCLI7V X Ly (RYAY-3 RYAY-4

AP TR FY—IL [y [y [y

v Ping v Ping v Ping

v Traceroute v Traceroute v Traceroute
v HTTP v LEDRR v ARP

v Speed v ARP
v TCP v Speed

SA4TFxy bYR— [T AYAY-4 AYAY-
k VTIACT VS ZT7EDSATF vy b xBERY FEFYY TS




Aruba-AP# show ap debug cloud-server

IAP mgmt mode

cloud config recved

state diff

Device Cert status

Cert Verify

Domain Name Verify

CoP Mode Enabled

First Primary CoP Server
Second Primary CoP Server
Backup CoP Server

Device info send
Aruba-AP#

Aruba-AP# ping google.com
Press 'q' to abort.

:athena-mgmt
:TRUE
:disable
:SUCCESS
:enable
:enable
:FALSE
:None
:None
:None
:SUCCESS

PING 142.250.76.142 (142.250.76.142): 56 data bytes
64 bytes from 142.250.76.142: icmp_seq=0 ttl=57 time=3.5 ms

finrt

Cloudé DEHMAUINTHA—HILTRAT—2 X ZHEZEAHE

OVY—ILT7 O EANE DT, APHCloud|ZHEHE
TEHWEEDRART—F RAEETCLEDTXRR
LEDHEREIZE T =M., HF VIZEM CTHRENRE
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AR MIZEHEEFTY TLavhBETY
mBEht= V2185, 100U EDTA TLEXY  xX17HEOTATL x 30EDT 1 T L
BEHRETHER TFx
FyTIUby— | V10 25, 40 FA T L v EfE 50 74 T L x i1 5 HEDH
7o—Fh [FLy: BF A —JL & Webhook @40 [FLy: BF A —JL & Webhook @40 [FLN: EF A —JL & Webhook 1@ %0
VIO EDT7S— k24T VERICKBLEZ9 A7 MIRHTHAI—F i Xx50DT7 53—k 247
VORI A RATREILEKRE LEWME X HAB XA R TELHVWEKXRE
x30 FBEDT7 7 — k
XAABIA X TEHWVWEKRE
 fthtt (21X, © X k. RAPIDS, %2 1)
Aruba Centrall¥. CPU /X 70% Z##E A 1= T4 OV TSATUR LR— M EDR/

BEICERENDERET I — FHEES W iz, # R+, RAPIDS, %2 1) BRI LR— rA B Y EE A,

573 E DM UVERE A ETARE F4AVTSATUR LiR— FEEDH
ERGZ LR—EDHY FEAS
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% hi> 5K & Wi-Fi B REDN [ EEIMIIC 2 E 75 Aruba

Aruba H{ET—HIT
n—s v HE TLF v 2 R A SRS Cee

fibtt

O sEn—-zv¥ O 7O—FvAMTILFErAL
Opportunistic Key Caching (OKC): 7O0-FXv b7 105 i) v

802.11r: DTIM Ff8: 1g-ax v ° EKE"J ﬁ*&ﬁgs Eﬁfﬁ%%bﬁﬂﬁgﬁlﬁ E 7§§‘i t
. VILFF ¥ A MRERBL: O AJ gf-d: L\O) -ti\ Fnﬁ%§ﬂ-*ﬁ1t L/ T: fﬁo)ﬂm%
5 & A HE

sz FAF 3y TUFF v R~ Bil{L (DMO): ()

RRM H1 L2 b IE: DMO F v RILERRO L =Ll 90 %

g0zt Probe, Auth Request R {E
O—HLZA—-7EROLEWME =L FH 9

Manual g

ClientMatch, B T 98X B A et

@ BS54 7 R EIE MBEREOMWE deauth EiRfE:

L]
RUKRFPYSTE—K: 5GHz % 5% v WMM (Wireless QoS)
IFPYALT T PRAE—N: FIALTIEA ¥ © WLRTNFATT
DES DSCP 7w B4

ClientMatch: c

Iy 2T Z0 K WMM ¥ 7 0 %
ClientMatch O FHEREE: 3 #»

NARITA— bk WMM ¥ 7: 0 %
ClientMatch DR A /=Ty F I 60 %

EFA WM &1 7 0 %
ClientMatch @ L & LM: 123 5 WMM 317 o %

« 2y IV DEEFERDI-HDDRER. HENEE
. 1E.|-7b\ E >7= E# [ 7:5: A ED 7:5: 6 D X Aruba Confidential | Authorized | 42
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Overlay Tunnel
KIEHL S : AP + Gateway
4 A\ 4

——  AubalFKBEICEAE L. REUEAB S —VnER

Ed



A fRIEIC 2D DHRRHNRBE

2y MI)—OH/A A—HT /N1 R

o NWHEESDIRAE o NWOEHM
o UREROEHIKR « T DEHE

cS T4 v DEE « WHER~TF7TIHEDORE
) eTC... i eTC...

1—H (T/INMMR) IRMATORRIE - BEHRDERE -
A—HHREATEREITOI=HIC,

s RICEFADT7 71 AN TRIXOIF L

- IR DHWAROSDIEEENVAIEFHE RIZFEE LT LY

s A—HIHERHAEICNW - HE—XRIZEHRIN B EIFRE S LVE=6H
HEREECIRDEE L L

Confidential | Authorized I L4



Aruba UXI (User Experience Insight) TRYN I —97 XA

Aruba UXIZ o H—MIGRE LTHRY FT—D(2EHEL. Ry FT—0DEGEECT7 T ) r—a oADEENRR
ExE=ZRYHLTLR—FLET,

Aruba UXIz>H— ..
OWi-Fil 3 #i /O\ @Y T—UF vy " QF7 T)~DBEFTY
Vs N . . — .
+ S ET 7= A= —/\— BlE? 920D E v aR—
SSIDANJEETES? DA TED? LI PREY — N\~ OBBIL? 759F
Aruba UXI Agent for = o= B 4~ IS HRTF7TY~ADERE(L? FTRZA1E
Ardrod HEAHTBIE £ 55 DHCPASDNSIE R REARL V2 LTt Li—T g5
(Wi-FiE = [ELTETIE#R
7v7a—k)
/= Wi-Fi 6EXT G D Y —Hh F &5
,,{ Aruba User Experience Insight G6E sensor
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Performance is OK e There’s an issue
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MEOREZH#HR, RRZYR—

B |nternal service is unavailable

Analysis

INTERFACE SECONDS STATUS MESSAGE TASK

Aol

Ethernet is connected and up Imterface status

Ethernet OK
Detailed DHCP lease information DHCP lease + /7? — |~ r7 T ,f OK
ERDS

Ethernet

No response from host Host, ICMFP Ping
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ArubaOSs 10 (A0S10)

Aruba Instant AP (O > bk
A—>—LXAP)

Mobility Conductor,
Mobility Controller & 3
vhrA—5—AR—X

AP

TSUFRUAY K
ITVRT—broxA

E—

IAP, a2 kO—5—, SD-Brach®OSE#i&L7T-
A=ID7ARARL—T42 TR T L

INSTANT eee

ARUBAOS -0

8.X

SD-BRANCH

A
"4

GATEWAY

ArubaOS 10
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AOS10: Aruba Centrall K A5FTILWN7—F TV F ¥

AL ANDO FO—S

HXE%IE
J7—LOIT7ER
E=AYDY

efc...

AirMatch
ClientMatch

Key Management
efc...

& EEZ"Aruba Central’lZ#84TL 1= L L ArubaOs

Mobility Controller
ArubaOS 8
N\
’,lmm-_---------—..’.| Qv ka—S5—pt
APZ & T8 /il il
Instant AP
(Virtual Controller)

InstantOS 8

8

Aruba Central

APREDREI FO—5—M
APZ & 18/l {iEl

ArubaOSs 10

Aruba Centralht
AP /GatewayZ & E /i {iH]
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Mobility Controller
ArubaOS 8 BRAEEHFELZS
APDIERFFIC(F
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Instant AP
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(Virtual Controller) InstantOS 8 BAEEYAETES
APDIE R FFIC(F
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#9100AP/%92,00095 47 >+

ArubaOS 10 APIES38ED
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Mobility Controller
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