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aaa authentication port-access dot1x authenticator
    radius server-group ClearPass
    enable

aaa authentication port-access mac-auth
    radius server-group ClearPass
    enable

interface 1/1/1-1/1/48
    aaa authentication port-access dot1x authenticator
        max-eapol-requests 1
        max-retries 1
        enable
    aaa authentication port-access mac-auth
        enable
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Config snip 

evpn
arp-suppression

    vlan 10
        rd auto
        route-target export auto
        route-target import auto

redistribute host-route
    vlan 12
        rd auto
        route-target export auto
        route-target import auto

redistribute host-route

interface vxlan 1
    source ip 192.168.2.15
    no shutdown

vni 10
        vlan 10
    vni 12
        clan 12
    vni 10010

vrf overlay_network
        routing
interface vlan 10
    vrf attach overlay_network
    ip mtu 9198

ip address 10.1.10.1/24
    active-gateway ip mac 00:00:00:00:00:01
    active-gateway ip 10.1.10.1
interface vlan 12
    vrf attach overlay_network

ip mtu 9198
    ip address 10.1.12.1/24
    active-gateway ip mac 00:00:00:00:00:01
    active-gateway ip 10.1.12.1

Config snip

router bgp 65001
    bgp router-id 192.168.2.5
    neighbor fab1 peer-group
    neighbor fab1 remote-as 65001
    neighbor fab1 fall-over

neighbor fab1 update-source loopback 0
    neighbor 192.168.2.1 peer-group fab1
    neighbor 192.168.2.2 peer-group fab1
    address-family l2vpn evpn
        neighbor 192.168.2.1 activate

neighbor 192.168.2.1 send-community 
extended
        neighbor 192.168.2.2 activate
        neighbor 192.168.2.2 send-community 
extended

exit-address-family
!
    vrf overlay_network
        address-family ipv4 unicast
            redistribute connected

redistribute local loopback
        exit-address-family
        address-family ipv6 unicast
            redistribute connected
        exit-address-family

Config snip

gbp role Contractor12 300
gbp role Employee10 100
gbp role Employee12 200
class gbp-ip Contractor12_ALLOW
    1 match any Employee10 Contractor12
    2 match any Employee12 Contractor12
class gbp-ip Employee10_ALLOW
    2 match any Contractor12 Employee10
    3 match any Employee12 Employee10
class gbp-ip Employee12_ALLOW
    2 match any Contractor12 Employee12
    4 match any Employee10 Employee12
class gbp-mac Contractor12_ALLOW
    1 match Employee10 Contractor12 any
    2 match Employee12 Contractor12 any

port-access gbp Contractor12_r2r_policy
    10 class gbp-ip Contractor12_ALLOW
    20 class gbp-ipv6 Contractor12_ALLOW
    30 class gbp-mac Contractor12_ALLOW
port-access gbp Employee10_r2r_policy
    10 class gbp-ip Employee10_ALLOW
    20 class gbp-ipv6 Employee10_ALLOW
    30 class gbp-mac Employee10_ALLOW

port-access vlan-group vlangroup
    associate-vlan 31-34
port-access lldp-group lldptest
     seq 10 match sysname 7fdb42 sys-desc 
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Next Generation Aruba Central

Aruba Centralの進化
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