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Campus
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7280

(AOS8) 2K AP / 32K Clients
(AOS10) 8K Devices (AP) / 32K Clients
100 Gbps, 80 Gbps (Encrypted)

(AOS8) 256 AP / 8K Clients
(AOS10) 1K Devices (AP) / 8K Clients
12 Gbps, 5 Gbps (Encrypted)

9240

9114 (AOS10 Only)

(AOS8) 2K AP / 32K Clients
(AOS10) In Development
40 Gbps, 35 Gbps (Encrypted)

9240 w/ Silver Capacity License
(AOS8) 1K AP / 24K Clients
(AOS10) In Development

30 Gbps, 30 Gbps (Encrypted)

9240 Base Model

(AOS8) 512 AP / 16K Clients

(AOS10) 4K Devices (AP) / 32K Clients
20 Gbps, 20 Gbps (Encrypted)

(AOS10) 4K Devices (AP) / 10K Clients
20 Gbps, 20 Gbps (Encrypted)

7010

(AOS8) 64 AP / 4K Clients
(AOS10) 256 Devices (AP) / 4K Clients
8 Gbps, 2.6 Gbps (Encrypted)

(AOS8) 32 AP / 2K Clients
(AOS10) 128 Devices (AP) / 2K Clients

8 Gbps, 2 .6Gbps (Encrypted)

9012

9004 / 9004-LTE

(AOS8) 32 AP / 2K Clients
(AOS10) 256 Devices (AP) / 2K Clients
4 Gbps, 3 Gbps (Encrypted)

(AOS8) 32 AP / 2K Clients
*Not applicable to 9004-LTE
(AOS10) 128 Devices (AP) / 2K Clients

4 Gbps, 3 Gbps (Encrypted)

3rd Generation of Controllers

4th Generation of Gateways
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] ﬁ N I § Tunneled: No
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Smart Building

E—

IP
)

OO0 0 00

OO0 00

Aruba Central

Role-based Security Policies

inters Media Smart
Sensor Building

OO0 0 O

Role to Role TD R & — %,

OO0 00

00000

Assign Permissions

7% @3) : Aruba Central NetConductor

Assign permissions for source role CorpPC
DESTINATION ROLES (7)
Name Allow Source to Destination Allow Destination to Source
BYOD Guest
BYOD Laptop Vi vV
CorpPC (self) v v
Phone v v
Printer v v
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_ &% ]Aruba Central NetConductor & [& ?

Aruba Central NetConductor (ACN) [X. Aruba Central[ZE &9 5 HEME T —-70—T, Aruba CXAAYFU T ELVTA VL X
TS5 TA—L EIZEVPN-VXLANZ 77U D BRZERIEL. x40 T A T—23 RO —F#RERLET,

Config snip

evpn
arp-suppression
vlian 10
rd auto
route-target exj
route-target img
redistribute hos
vlian 12
rd auto
route-target exj
route-target img
redistribute hos

interface vxlan 1
source ip 192.168.2.
no shutdown
vni 10

vlan 10
vni 12
clan 12
vni 10010
vrf overlay_nety
routing

interface vlan 10
vrf attach overlay_t
ip mtu 9198
ip address 10.1.10.:

Con¥igisnip

router bgp 65001

bgp router-id 192.168.2.5
neighbor fabl peer-group

neighbor fabl remote
neighbor fabl fall-c
neighbor fabl update
neighbor 192.168.2.:
neighbor 192.168.2.:
address-family 12vpr
neighbor 192.16¢
neighbor 192.16¢

extended
neighbor 192.16¢
neighbor 192 .16¢

extended
exit-address-family

1

vrf overlay_network
address-family |
redistribute
redistribute
exit-address-far
address-family |
redistribute
exit-address-far

active-gateway Ip Méw coococccoaco-un
active-gateway ip 10.1.10.1

interface vlan 12

vrf attach overlay_network

ip mtu 9198

Config snip

gbp role (
gbp role i
gbp role i
class gbp-
1 matc e’
2 matc
class gbp-
2 matc
3 mat
class gbp-
2 matc
4 matc
class gbp-
1 mat
2 matc

& | Edit Fabric

Devices (5)

Name 1= | Firmware Version

port-acces
10 cle
20 cl
30 cl
port-acces
10 class gbp-1p EmployeelU_ALLOW

Name Fabric Add

20 class gbp-ipv6 EmployeelO_ALLOW

30 class gbp-mac EmployeelO_ALLOW

ip address. 10.1 _1/24.
active-bg’éifla“lv%‘}'a}i%m%éoé'&?&o'?ﬁ& B@g%:rﬁnd HPE poetaaceessyvian-group vlangroup
active-gateway ip 10.1.12.1

associate-vlan 31-34
port-access Ildp-group lldptest

e 1N madt+r~rh cviecernamaoa 7FAKRAD cvie Aace~

MAC Address

Check ACN Documentation

@ ®

Add Overlay Network Stub Tunnels to Gateway Summary

AOS
Gateway

“ } | External Network

Serial Nun 1 item(s) selected

Assign selected device to .
Edge , E2NED
] Border i oswb
] Sstub *_“ B
SG17K2G0| [ ]RR - RR
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1 ArubaCentral Ne.

?????

Q Q @ A/
g © v n
Prefiles Roles & Policies Named Objects
¢ Role-based Policies
Name Rules Device Function Site Status
Employee Policy
Source Destination Service/Application Action Description

Central NetConductor Fabric Wizard
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SR DX v INARYRNT—HERINA- =D DT —E2 o A—2yk
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E—

RBEEX L) T4 RIS —DER

Global Policy ManagerZzFIFL T, %R 7T /XA XMRole&PolicyZ & HGBP
DEFEH AIEE

o

BEFIETHALTUWACLEEDFIANTE
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%Egggt£§£7747>hmiL24&u v A L

{ELYSNR v FHEET7S— b VAL Oh— LR
HIHIEDOFEAENZ LY L\VZ FHREET7TZ— b+ AYAY-S

802.1X EREE D KEAF L) v ARX—hkLEWMETZS—F |V

SHEEQF—RD KK v LVNVR - BEBRBY AR SR EE R B LVONVZ - BEBRRY AR EREE R B
= DHCP &= v ARX—hkLEWMETZS—F |V

= ELBEEM T DR v AY—FLEWMEZS—F |LWZ

Xy TT4T R—EILDOEE v YAV AYAY-S
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DNSODFERE v ARX—hkLEWMETZS—F |V

Mac BEE D 2k BX v LVVZ - BEEREO 72 SRR R X LV\OVZ - BEERAO 72 SRR R
Wi-Fi ICRHEE5Z BN 147V k v AYAY-S AYAY-S
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HEOQOE!' FSTI)ILYa— BE

Live Events

Remote Console

REMOTE CONSOLE

i= Console session for the device: TKO-AP-655 £D No Session Found

LIVE EVENTS

&

Y occurreo on = Y DEVICE NAME Y oevice Type Y catecory 1= Y DESCRIPTION

Aug 19,2023, 18:25:17:825 | AP-303H-LIVING AP Client Onboarding Client Onboarding Event
Aug 19, 2023, 18:25:16:515 AP-303H-LIVING AP Client ARP Response ARP response with sender IP 192,168,3C

Aug 19,2023, 18:25:16:509 | AP-303H-LIVING AP Client ARP Request ARP request with sender IP 192.168.30.19 and sender MAC

Aug 19, 2023, 18:25:16:501 | AP-303H-LIVING AP Client ARP Response ARP response with sender IP 192,168,30.1 and sender MAC

Aug 19,2023, 18:25:16:494 | AP-303H-LIVING AP Client ARP Request ARP request with sender IP 192.168.30.19 and sender MAC em cmd at uptime 18D 23H 32M
Aug 19, 2023 487 | AP-303H.LIVING AP Client DNS Failure DN failure to _dns.resolver.arpa detected for client 16:94:d

Aug 19, 2023, 18:25:14:017 AP-303H-LIVING AP Client Radius Accounting § Radius ounting start initiated from client f6:94:dd:5b:84:

Aug 19, 2023, 18:25:13:986 | AP-303H.LIVING AP Client DHCP Acknowledge¢ DHCP acknowledgement received from DHCP server 192.1€

Aug 19,2023, 18:25:13:976 | AP-303H-LIVING AP Client DHCP Request DHCP request to DHCP Server 192.168.30.1 from client f6:9

Aug 19, 2023, 18:25:12:968 | AP-303H-LIVING AP Client DHCP Offer DHCP offer from Server IP 192.168.30.1 to client f6:94:dd:5t

Aug 19, 2023, 18:25:12:966 | AP-303H-LIVING AP Client DHCP Discover DHCP Discover from Client Mac f6:94:dd:5b:84:c0 associate: {2023 Aug 19 06:22:03 PM) Ssh session started

« APODO VY —)lLIZCentralfATT VX
cSTNYaA—Ta2T. TNYT

« YTFILAALDAR kO %Centralh 5 FEER

o SSHE#EE < FIAREET.,
BFIZERATE S

« BEQRKDO® Y FT— 0 BGMELE, YT LS A LI
AEEN S £ERT 5 L CREERICRAY BT

APCLI7O R =4 A AIAY-4 AIAY-4

&Ly

AP TR Y—)L

SATF¥ry by
R—Fk

(=4 A

v Ping

vV Traceroute
V HTTP

v Speed

Vv TCP

=4 A

VIACTVSZT7EDSATFvy b

=4

v Ping

V Traceroute
vV LEDE R
Vv ARP

v Speed

AIAY-4

v Ping
vV Traceroute
vV ARP

AIAY-4

xBERY hEFry bT D




Aruba-AP# show ap debug cloud-server

IAP mgmt mode

cloud config recved

state diff

Device Cert status

Cert Verify

Domain Name Verify

CoP Mode Enabled

First Primary CoP Server
Second Primary CoP Server
Backup CoP Server

Device info send
Aruba-AP#

Aruba-AP# ping google.com
Press 'q' to abort.

:athena-mgmt
: TRUE
:disable
:SUCCESS
:enable
:enable
:FALSE
:None
:None
:None
:SUCCESS

PING 142.250.76.142 (142.250.76.142): 56 data bytes

64 bytes from 142.250.76.142:

icmp_seq=0 ttl=57 time=3.5 ms

finxt

Cloudé DEHGMNAYINTHLA—AHILTARAT—RRAEZEZEARE
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© sEO-zvy O 7O0-KFvZMILFHELRE
Opportunistic Key Caching (OKC): TO-KFrAb710L%: i) Y
- . % . BAMLHLE, RETENTRLGERAFL
A1 L A 2 /. ry Paras
© AEZLDT, BEZEARIE LIZROMIER
L F4F+ 2y I LFF v R BB (DMO): () % Hy é — & 75\ ¥E
RRM H1 LYk IE: DMO F ¢ XILERRO L = Wl 0 %
Bz Probe, Auth Request R {E
O=-AL70-TEROLE Wl an B o

anual o

ClientMatch, B fF9EX BRI et e

SNRIRED WA deauth EiX(R:
© 7317 v 8@

KO KRF Y IE—K: - v WMM (Wireless QoS)
IFPIALT T PRRAE—K: F7ANKRPIER V¥ © WiF PLFAT(F
7 DSCP R EVY

ClientMatch: Q

Ky P2T392KEWMM &2 7: 0 %
ClientMatch @&t 3ERIFE: 3 »

RAFIZ74—FWMM 227 0 %
ClientMatch DRA /= v F - 60 %

EFAWMM 17 0 %
ClientMatch @ U Z U\ili: 123 BNWMM & x 7: 0o %
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Mobility Controller

DXE%}E

J7— LI T7ER

F-AYY Instant AP
etc... (Virtual Controller)
ClientMatch

Key Management
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