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QrUbO Central Q Q
% Central Li... ] B
Fo—I ARk
B3 AnyCorp BO Toky...
FI—h | 0OUTAHL  cATY— s RAF— =
== 2848 2573 66 209 1]
v
B9 #=
B =012 > BERIANSUEFSEREIUYS
0o 95172~ b oy e e e
PTG —32 Fo>—bhEBC  (2848) =
@ EaU=s ¥ 240 = pFdu . =AE .V A
Jul 18,2024, 14:52:48 2 |Psec SA ST critical All IPSec SAs down for device BO-NRT-GTWY-01 with serial CNNSKLCOSD at 2024-07-18 05:52:48 UTC
e Jul 18,2024, 14:25:58 SLA DPS EHBER critical SLA DPS Compliance Violations for Customer : 3e782ad7adec4fac9bdef5c98f2609d, Device Hostname : CNNSKLCO8X, Palicy : Traffic, Uplink : 102, Probe Ip: 192.168.254.2, Threshal..
i Jul 18, 2024, 14:25:57 SLA DPS EHGER critical SLA DPS Compliance Violations for Customer : 3e782ad7adec4facSbdefo5c98f2609d, Device Hostname : CNNSKLCO8D, Policy : Traffic, Uplink : 101, Probe Ip: 192.168.254.2, Thresho...
0 P —EBEUrAvk Jul 18, 2024, 14:25:57 SLA DPS #ELER critical SLA DPS Compliance Violations for Customer : 3e782ad7adec4facSbdefe5c98f2609d, Device Hostname : CNNSKLCO8D, Policy : Traffic, Uplink : 102, Probe Ip: 192.168.254.2, Thresho..,
= N Jul 18,2024, 14:03:13 SLA DPS EHLET critical SLA DPS Compliance Violations for Customer : 3e782ad7adecafac9bdefe5c98f2609d, Device Hostname : CNNSKLCO8X, Policy : Traffic, Uplink : 102, Probe Ip: 54.151.18.20, Threshold..
M sl Jul 18, 2024,13:32:19 DR minor More than 30% of Authentication attempts made in the last 30 minutes were delayed more than 1000ms at site AnyCorp BO Tokyo (MRT)
& vl Jul 18, 2024,12:3219 EENEEEH minor More than 30% of Authentication attempts made in the last 30 minutes were delayed more than 1000ms at site AnyCorp BO Tokyo (NRT)
W Lfi—t Jul 18, 2024, 11:3215 DR minor Mere than 30% of Authentication attempts made in the last 30 minutes were delayed mare than 1000ms at site AnyCorp BO Tokyo (MRT)
_ Jul 18,2024, 11:0217 DR minor More than 30% of Authentication attempts made in the last 30 minutes were delayed more than 1000ms at site AnyCorp BO Tokyo (MRT)
o2 Jul 18, 2024, 11:00:33 SLA DPS ERLER critical SLA DPS Compliance Violations for Customer : 32782ad7adecafacobdefe5c08f2609d, Device Hostname : CNNSKLCO8D, Policy : Traffic, Uplink : 102, Probe 1p: 13.52,136.140, Thresho...
8 Dy—hozy Jul 18, 2024, 10:3218 DR minor More than 30% of Authentication attempts made in the last 30 minutes were delayed more than 1000ms at site AnyCorp BO Tokyo (NRT)
Jul 18, 2024, 09:02:24 Er T —E major More than 5% of Authentication attempts made in the last 30 minutes have failed at site AnyCorp BO Tokyo (NRT)
Jul 18, 2024, 08:12:53 SLA DPS HEHLER critical SLA DPS Campliance Violations for Customer : 3e782ad7adec4facobdefG5c98f2609d, Device Hostmame : CNINSKLCO8X, Policy : Traffic, Uplink : 101, Probe Ip: 54.151.18.20, Threshold..
Jul 18, 2024, 07:56:43 SLA DPS EHLER critical SLA DPS Compliance Violations for Customer : 3e782ad7adec4facobdef65c98f2609d, Device Hostname : CNINSKLCO8D, Policy : Traffic, Uplink : 101, Probe Ip: 13.52.136.140, Thresho...
Jul 18, 2024, 08:32:22 Eaella s g - ue) miner More than 30% of Authentication atempts made in the last 30 minutes were delayed more than 1000ms at site AnyCorp BO Tokyo (NRT)
Jul 18,2024, 05:22:07 SLA DPS EHER critical SLA DPS Compliance Violations for Customer : 3e782ad7adecafacobdef5c98f2609d, Device Hostname : CNNSKLCO8X, Palicy : Traffic, Uplink : 102, Probe Ip: 192.168.254.6, Thrashal..
Jul 18, 2024, 05:22:07 SLA DPS EHLERT critical SLA DPS Compliance Violations for Customer : 3e782ad7adecdfacobdefe5c98f2609d, Device Hostname : CNINSKLCOBD, Policy : Traffic, Uplink : 102, Probe Ip: 192.168.254.6, Thresho...
Jul 18, 2024, 05:22:07 SLA DPS MELER critical SLA DPS Compliance Violations for Customer : 38782ad7adecafacSbdef65c98f2609d, Device Hostname : CNNSKLCO8D, Policy : Traffic, Uplink : 101, Probe Ip: 192.168.254.6, Thresho...
Jul 18, 2024, 05:22:07 SLA DPS EHLER critical SLA DPS Compliance Violations for Customer : 3e782ad7adec4facobdef65c98f2600d, Device Hostame : CWNSKLCO8X, Policy @ Traffic, Uplink : 101, Probe Ip: 192.168.254.6, Threshaol..
Jul 18, 2024, 04:30:59 SLA DPS EHbER critical SLA DPS Compliance Violations for Customer : 3e782ad7adecdfacbdef65c98f2609d, Device Hostname : CNINSKLCO8X, Policy : Traffic, Uplink : 102, Probe Ip: 192.168.254.6, Threshal..
deal b Take . s ¥ e a1 a8 Sl Do m—: Pt | ol M Ve Y ol ? 1} i L R i e 9 | L e O e L PR MUNE 7 W o Y1t e B2 P T-rw‘é PN o PR o K o TN SN PR [ L 8 T4 s SR SO |
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0o 5547 > | Jul 18, 2024, 14:37:50 CLIENT 802.11 De-authentication from Client CMNCY|SROZF De-authentication sent from client 20:4c:03:42:31:23 associated to BSSID c8:b5:ad:bf:08:72 on channel 161 o...
Jul 18, 2024, 14:37:49 GATEWAY Central Management CNMSKLCOBD Central management connection is DOWN for device BO-NRT-GTWY-01 with serial CNNSKLCOSD
= FIUT—Z 3 Jul 18, 2024, 14:37:49 GATEWAY Central Management CNMSKLCOBD Central management connection is DOWN for device BO-NRT-GTWY-01 with serial CNNSKLCOBD
@ tFrauFg Jul 18, 2024, 14:37:29 CLIENT Client Association Success CMNCY|SROZF Client 20:4¢:03:35:e2:cd associated successfully to SSID AnyCorp-PSK on channel 161 of AP hostname BO-NR...
2 52k Jul 18, 2024, 14:36:51 ACCESS POINT Security CMNCY|SROZF User 10.128.192.117 with MAC 20:4c:03:35:e2:cd was authenticated and the role assigned was AnyCorp-PSK
> | Jul 18, 2024, 14:35:55 CLIENT 802.11 De-authentication frem Client CMNCY|SROZF De-authentication sent from client 20:4c:03:35:e2:cd assodiated to BSSID c8:b5:ad:bf:08:72 on channel 161 o...
i Jul 18, 2024, 14:33.47 ACCESS POINT Security CMNCY|SROZF User 10.128.192.117 with MAC 20:4c:03:35:e2:cd was authenticated and the role assigned was AnyCorp-PSK
0 PS—EBEUIA>H » | Jul 18, 2024, 14:32:52 CLIENT Client Onboarding Success CNCY|SROZF Onboarding success for dient 20:4c:03:35:e2:cd and time taken for Onboarding success is: 5707.6 ms
0 ST > | Jul 18,2024, 14:32:48 CLIENT Client DHCP Acknowledged CMNCY|SROZF DHCP acknowledgement received from DHCP server 10.128.192.1 for client 20:4c:03:35:e2:cd associated to ...
> | Jul 18,2024, 14:32:38 CLIENT 802.11 De-authentication from Client CMNCY|SROZF De-authentication sent from client 20:4c:03:35:e2:cd associated to BSSID c8:b5:ad:bf:08:72 on channel 161 o...
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75— hHiRE
FHEEBIEHE . A—LBHMETICLLAHETY

QI Fu7IL—FORR K
@ Jo—uL o
BHOY
A F > ALy FiRk—hk Rx L—h Q
NTE L fr7crc [ Default recipients | ¥
=L 1: [} LTEET,
ZBIR: percentage v 4 F $ -
B JUFAL AT — RAF— v W& ¥ A1y F CPU A #
R B % % % 1 %
+ I,'z-: wFat— bk Rx L—F = I
BRI 5 4 M o - ———
FIARTAWIA T3
=7 o v - P o s 4
NI % 324 v
+
Hoaq ke Ho %R v
no-reply@arubanetworks.com
FINA R: % AO:1D:48:56:74:A0 - 2021/04/16 (&) 23:28
$8%: Miyamoto, Satoshi
) Receive rate for Interface 1 on Switch HP-2530-8 has been above 1 % for about 5 minutes since 2021-04-16 14:23:00 UTC.
FOMDTAINIA T3V 2 i
EE L5-3
A9—T 1R 1
BHATav:
v BFA—-) TI7AINDREEF(0) ZFOMDREE satoshi.miyamoto@hpe.com
Webhook

CPU ARG E—BHNGERBMNETICENTEET



API —G List Events (=0

REQUEST URL

|
com/monitoring/
CATEGORY List Events RESPONSE SAMPLE
Monitoring v €D /monitoring/v2/events

ACCESS TOKEN
Get a list of events.Possible error_codes for the error responses are
63GVZiSIBIWgQV1LE04IzNn T EY

+ 0001 - General Error.

RESPONSE SCHEMA

+ 0002 - Validation Error. Out of Range value for & query parameter.
API REFERENCE

= 0003 - Validation Error. Unsupported gquery combination
Network

AP + 0004 - Validation Error. Invalid value for a query parameter
Swarm

Client Parameters

VPN

MobilityController group
Gateway string Filter by group name
Label

Site

Switch swarm_id
Events string  Filter by Swarm ID. Field supported for AP dients only

(Deprecated) List Events

base url: api version: 1.0.0

label

string | Filter by Label name

from_timest---

integer

Need information from this timestamp. Timestamp is epoch in seconds. Default is current

2k

zed
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LiR— DM

arubaQ central a Q New Central@

EE: masayukiy... m| -
Lk=h -

@ Jo—/UL

b bl me | L1 1
L= ke ET I VIETRDET I LR - TR
BE &=
HSAF ot (Y IFARTIF v EFaUFcAYTFAP YA

B 712

o 5547wk | Lo

2 5k DT HERE FrETr IFT

TSR Y Fw bt PO IISAPLR RAPIDS

B Frus—<s

@ tFauFs i - @ {E,} = m e
8wy hOI—H—E2 St o= WL 2T 52 b U R RE RAWFFRNE T 4TSI U LTSI PR
0 FI-kEdrra b Q

YA

EEF Rl AN BT

L &
W A=k ) e Q Q

B2 WAN O o772 WAN B3 22Ul — MERY

ucc

Fo ) WAN R WAN Web 125 =Y iE
@ FIuUhYDT
B9

@ JrF_ADTT

t oEm
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w
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f

|

Report Name:
Report Type: Clien

Date Run: May 29 2023, 10:55 |

Summary

CLIENTS

UNIQUE CLIENTS
AVG. BANDWIDTH

SESSIONS

TOTAL
AVG. DURATION

TOP 100 SITES BY POOR WLAN HEALTH (2.4 GHz)

TOP 100 SITES BY POOR WLAN HEALTH (5 GHz)

evices D B S

TRAFFIC

TOTAL
IN
ouTt

PER SESSION
IN
ouTt

PER CLIENT
IN
ouTt

[ ]
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DUSA47 FOBER

ML R AN TIRSR

ROBERRDOIDE LI

ALZZTAADIED. AR NENFE

LTV ENDOMND

I omE

B /2

0 55472 b

2 52k

® 7Jus—23>

Q tFauUF~«

& Ry hD—UH—EX
Q 75— hBLUAART b
EBERLIL

Q| Y-l

W LA-~

12 8h

® 7T7UhsOs

¥ 91 &

Nerima

mi

E—

Client Timeaut

di:chie58fcf52

192 168_12.7

df:che5:8fcf52

Lol

HOME WIRELESS
46 chei8fcfa2 fipple iPhone
&0 . ]

Y—F /D505 47> bDI—HEOPMACY

| "

Hanamigawa

Narashino

1229
B
-

Wura

723N SHlERET D
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77

17 2 b OEHR RO

QrupQ central

EEE: masayukiy...

& [ 46:c6:e5:8fcf:52

uE
B 77usr—=3z

O tFEaUTs

Q ST~

o

Ay

[ Y-

D547 e

F—HNRZ

46:c6:05:8f .52

192.168.12.7

240b:11:8e21:2a00:5..

SmartDevice

Apple iPhone

Al HA b

Q 46:06:e5:Bfcf52

@ E i3

A TyEa FaIrAi
c
Wireless

1.‘6:(_'6:95.‘3\‘:(_‘5:52
FeEG::‘IOfB;Sa-J?:b
Apple

Jul B 2024, 15:43

AES

Fa53% -

r/’_“‘\\
> (@)
b

ma
116 (20 MHz) 5 GHz

302 11ac, B0Z.11v

LED B

New Central @ Bl o)
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arubq centa

EZE: masayuki.y...

‘ € [0 46:c6:e5:8f:cf:52

.
| 0

B 7Ius—23>
Q tFauF+

SATART

o D

AR
X WL

Q 46:c6:e5:Bf-cf52

B 0) Al Insight() 3R 7~

SEHEEN SIS IV ERA TS | o
T (dKey Exchange Error £723%. APD/\—>3> 7w 5)8A
ADIN==3 > TPV ITEZITOCETHENHSND EEZIBND.

=] 9 B8 =
BnE Al 281 | Tya FOozF-
A2~ (1)
BokE R Y aFdu L5
ASAPFTWIREF I U Ty F—RI S | 8- WiF 0% MIZ—
| HEREIR Is5—
FALFI-25A7 CHEFRELTRSISA P FPERCES SN TUSHESIERRELET. ERCHERSNTOEVSSE. MEFRELEISA P REAPERELTIEZN 2

T5— (%) - B 1 8

;@

551D

ERED

Jul 18
Failures: 1 (20%)
Total: 5

&0
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DUSA47 FOBER

ML R AN TIRSR

ROBERRDOIDE LI

ALZZTAADIED. AR NENFE

LTV ENDOMND

I omE

B /2

0 55472 b

2 52k

® 7Jus—23>

Q tFauUF~«

& Ry hD—UH—EX
Q 75— hBLUAART b
EBERLIL

Q| Y-l

W LA-~

12 8h

® 7T7UhsOs

¥ 91 &

Nerima

mi

E—

Client Timeaut

di:chie58fcf52

192 168_12.7

df:che5:8fcf52

Lol

HOME WIRELESS
46 chei8fcfa2 fipple iPhone
&0 . ]

Y—F /D505 47> bDI—HEOPMACY

| "

Hanamigawa

Narashino

1229
B
-

Wura

723N SHlERET D
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T4 7 2 FOEFKTE DO

JbQ centra O 46:c6:e5:8fcf52 X New Central @ f® 2
EEE: masayukiy... = Q @ B L o
® Al A H1 L] § i h o B JoIZrA T&H
& [ 46:c6:e5:8fcf:52
D347 c FPoaz -
F—8Ja
"nE
B 77usr—=3z > >
O EFaUFs
SATAN
Q A
ISAF 2k Fu hI—2 frEe]
SRV _ :
£ 1 sSID 116 (20 MHz) SGHz
45:c6:85:8fcF.52 Wireless home-wlan RADIUS 802 112, BOZ.11v
192168127 46:e6:e5 852 -
240b:11:Be21:2400:5.. feB0-10f3:5a07-0156 < LED %53
SmartDevice Apple &
Apple iPhone Jul 23, 2024, 15:43:00 -
o AES
60 o2 0
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@S54 T2 FEDAIInsightDFEEE

Q Q New Central @ @2
o = g 0 2
FyroToRsm o waEsR = SN AT DNSIS—HZEULTLWBZENDOHMNSD -
e ) ©
=kE | M Y n7au v ——
> - -
HS51FTONSTIS—HS8FEELELLE | #BE-WiA A EEFB| AT AT b, 200(23.83%) £BELizUA TR . 877 USTR D&
e T5—
DNS AT R T T IC58 T AA 2 & DNS B =) (DR 7 — &) AEFAS LT EE N 188 0%
Bt o BNEELERA CORENSETSREE. IS FY MIUSTA REEELTWSEREEREL TUEE

» 10%

I5— - &iff 3 KR

HEBBIEN S, DNSH—/ \DISEAE 72
& WC ERERITES -

15:00 -
Fai.lures: o] &
14:00 1 5:::10 16:00
H41 - e —H— v <’Q FOCAMRT 2 2 @ DS54 F > @
M 19216812,
ZEHD 2EHD ZEHD
I5- /
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@ “ Wi-Fi Connectivity

|
IL‘; O : i
DNSDIHEDHBNZ EHNDOMND
Q
) = d Q
v MO—oRe WAN B2t o= WILFI 185 A ASHA V
IART AEE(T T EE S DHCP DNS
99% FETh
| |
BETIZNUIYR A Al YA b - FRTOIRES
= VA = = DIAF 2 FOWI-FiEF2 T+ BT T HSFERELFLE
%Ej ;Jl:‘{ﬂ /\ '\fl:)jj;ﬁ\‘%gﬁ ast O)jD tZ(j: Clients had siznificant number cf‘;\r)'_i-Fi Security Key-Exchanze failures
3 p— R - — —
IR £ 2547 FNEONSTS—HSBRELELE
[ D547 FTONSTS—HEHRELFELE
peig

DHCP

DMS
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(_53%1) EEZNRBETTULAEOUXINDFE T (Dashboard)

HPEC—
GreenLake

DNSDL ZK ZAE ., BHEG ki &
WSEHDNS

ONGOING = 1

DNS(CRI@EN S D Z EMT <Hnd
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(B%E2) BEENRNEZTTLWAEOUXINERT (DNS)

Y/ Filters 4 Edit

TIME RANGE

From: 2024-07-1217:43 o 2024-07-12 18:43

Timezone: Asia - Tokyo

DNSDL RARZ ZANIER TR, e LT
AR

STATUS DNS Lookup Time

1 High DNS lockup time 1 sensor & 1 network
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(&%E3) X0

Al Insight DINE

HEBHEE
T A 2 & DNS H—) —DROT—4 /) I AEFAE L T UEEL
CORELER T 3BEE. 4572 MIUST A MEEEL TV SERERAEL TLEEW

DHCPH—/\—THECf 9 ADNS IPFE &

DHCPH—/\—R7F [HhEHRTE]
HLEEERTE =TT

| — 2 AT 48 BaR3

TIF7 27 —a v OLANEIPTEL 2
\ . . ® “(192.168.12.1]
FIAIET — DA DR O BELEPFELZ

O SEHILL

O I7 27 —aOLANBIPPEL =
(192.168.12.1)
JEELIZIPPEL 2

DNSH — 73— D@ Al F5A7U— (1111 |

EHvE - | |

O BRILZSL

O FEFEAOWNS T —/ 3 —T L 2
73l)

WINSHF — /3 — D B 40 O #8ELEPFELR
@ SEEHILTIL
@ BFEBOFATA
(7l

A DA O EELIE A2 Confidential | Authorized
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(B%F4) FNEROFHER

TIME RANGE

From: 2024-07-12 16:42

Timezone: Asia - Tokyo

RELEEREFLT-
BAZY

STATUS ‘ DNS Lookup Time

4 High DMS lookup time 1 sensor & 1 network

Y Filters [& Edit

2024-07-12 19:42

REZEZLS-
BAZY

4

ZEH|
131ms ~ 450ms CHEFE

4

THEE
17ms ~ 33ms CHEFZ
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SR (C X L T DAl Insight

< =] 9 Q 9
Fw b2 WAN 243 = Wi-Fi i85 Al A Uiely
Y1 (8/18) @
AR £ ] Y B wie v x
> - | USATFvhTLIGE IS -HSEBEELELE 125 - WiFi 1 BER B 25 7> I (100% 7 1), 50760 TS5— (100% / 50768)
> - | 5P TONSOBECSSHERETLE 1B - WiFi 18 R BT IO 7 2 v, 752 2HFOEHTE FIHEE (ms)
> & | LS/ FrHEO-IARCERETEBLELE 125 - WiFi 40 (85.11%) EDE T T2 MMIEEE. 47 &5 0T1 7 ML 19815 (25.94%) #00—Z 0SB,
> BS54 P P WA 2 U F— R TS—HEHRELELE 185 - Wi-Fi 85 BEEEH(I IS5 P b (32.37% / 263). 7884 TS— (14.31%/ 55076)
> OS5 T HTHRRDOED DNS BEEELEUE 145 - Wi-Fi 312808 (5.16%) #FOULT A MEEE. 6061491 USTR bDESt
> G541 T2 FTOHCPH—) (—iSEICHEs #HRE LUELE 1B - Wi-Fi T EERB e 254 72 (15.75% / 44), 10461 TS— (26.8% / 39027)
> OZ4 T FTMAGEEILS—HEHFEE LELE 125 - WiFi SEEFRIE AT M (1.18% /7 423), 6 TS5— (496%/121)
> OS5 T N TAPRIOO—= > OS8R LELR B - WiFi 1(2.13%) BOA5A T2 NCBAE, 47 BEH5- 7> Nl 3541 (4.71%) HOO— =T H5E%.
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FHEMEBEIZX L TODAIInsight

|
o = 3 Q
Fw OB WAN 244% HE Wi-Fi £ Al -T2

A1k (3/18)

AT | 39 v Mg
> PHERMA Y NCEEF v EEEES S TEE L mEas
> PLUAAA Y MNi24 GHABEREOS. EREOREF S L mEas
> FLUARA > NS GHEBIEREOEL EREOHEF ST E LR mEns

B

o
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A] FATEIZ%F L T Al Insight

[7OERRAR]

- = 9 Q o)
Fw hO—E WAN B2t HE Wi-Fi I8 Al | 7R
A1k (2/18) ©
AR B Y SRt poe. v x 2
> - Al Driven Power Save Config Recommendation for Access Points (2024-07-14) B[ - AT ARA No Recommendation This Week, New Schedules Are Evaluated Every Week
> Fat At > F TR hoEREOBEEN S0 ELE DI - FAERMA 1(5.26%) EDFEAMA > BB, 19 FATAMNA > D&, 1 Hiddh.
[RA1vF]
e =] ) Q o)
Fy hI—oEet WAN 4% BE Wi-Fi &% Al A 8o 1wR
191 (3/18) ©
AR L Y St - Ay F v x =
> AOS ZA wFDi— 75w THESIT Uiz - v F 2(25%) BDAA wFICBAE, 8 A wFEE
> AQSZA - wF TPower-over-EthernetDRSEEH S T FFE Lz A - ATvF 1(12.5%) BOAA wF B, 8 A wFEst. 1 Bofi— MoEEE, 24 &5t — M.
> AQS-OKAA wFTh— ISwITHETEELE AR - 2w 2(22.22%) BOAA wFICEE, 9 A4 wFES
A\Y
(5 —+DzA])
(o] = | Q <
Fw o —ES WAN 4% BE Wi-Fi i Al -T2 1A
11~ (2118) (2]
=kE | W Y A b v x| mE
> - HF—bIT- b DR ICEB L E L AFEE-S— oA L e S b
> F—ITA DAEJEREOEEHEETLE oA - o — oo 1(6.67%) BEFF(T S — oz, 158 — o1
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Aruba UXI (User Experience Insight) &l ?

Aruba UXIlE, 55 9RRR T4 SNt R o aR—RE, Fo A MERBS LIt 4 — TS
TOET, ChblE, BEHEOUE—MEMELLTREELET . UXE Y —FTUR1—F—ELT
BEHORYNI—IISRESN., BESLOARESET V7T CBAL, ERMES5YRKRR
F 425 DU v A R—REN LTIV DBRAN DRMA ST+ — T R ERELES




GreenLakel|ZUXINFE %

HPEC— Aruba Cafe Japan ~ K—L H—ER FIAR
GreenLake

H=EA

Y—ERZRBEELOCEELET,

T4 H—ER J1H—ER
FIRAREG Y —ERA Y RAI YV AERTRULET,
H—EROY T2

oY Fuay
US West
balntrg
Aruba Central : Aruba Central Internal
FyhT—2 (em ) *yvhT—2
HPE Sustainability Insight Center 28 User Experience Insight
BEEHNF A - Fyho—7

d s o @ 48

US West

< H—EZhyOY

User Experience Insight

N
BE e
=

User Experience Insight (UXD (. RY R P = DANLAET FUT—23vONT+—I U AERIL. &
YTRAOA—F—I 7 AN IV ACHRESISMER ~Z Ty FAYTTETFIIILLI A
Ya1—3 2 TF, W, FrUNR TIVF, FOWThORBICHEENTSHD. VE—
B, 2y kT—=T0277F FOFrPFFUT— 3 (ERERM. Office 365. WebF FUT—2 3w mNT #
=W VA, EHE, DEEEFELET.

XGLCPD Y —E RIZIBMT BE90DayDH T RHOY T au M FINTEET,



HPE Aruba UXI Agent for Android

_— HPE Aruba UXI Agent for Androidl& . AndroidOSIZ*f it L1=im R £ TUXIt>

HPE Anubi Natworking UXI Agent ol H—¢LTCEMET AENTESL 7TV —2a0TT , T—V DAV R

—3 —JLIEGoogle PlayR 7 E LUV Aruba iR—h R—2 )L WA HO—KT
L EF9,

Phone: Samsung Galaxy 52

HPE Aruba UXI Agent for androidld. 21—+ —0 Androidiiii 3K £ THE#TAYIZ
oo 7 TALERTL. 7IVr—23y RV =B LVIHERD/INT+—I R
RS- [CRET T —2FWNETHET. TUOFAILIVARR) IV RZFAET ST
YT T I—CzU T, WEIN =T — R FEREREUXIT v 2 R—K
[CRTREINFET,

BMARE Bla4 {f & (Fidk)

S2D97AAE HPE Aruba User Experience Insight Agent 1 year Cloud Subscription E-License 51,000M
S2D98AAE HPE Aruba User Experience Insight Agent 3 year Cloud Subscription E-License 129,000H
S2D99AAE HPE Aruba User Experience Insight Agent 5 year Cloud Subscription E-License 175,000

*Android 8LL EICA 2 AM—JLA]EETY, | 83



UXIEELL X TR

UXI UXI UXI Android

Sensor Android Agent for
Agent Zebra

Synthetic application testing from device: Packet loss, latency, jitter, gateway
reachability, AP scan, DNS lookup, ping, HTTP GET.

Wi-Fi Stats: Signal (RSSI), Tx and Rx bitrate, BSSID, Band and Wi-Fi environment.

Roaming analysis including successful and failed roams via the Zebra Wireless Insights.

Limited: roaming,
location, pcap

Passive application analysis from real voice calls (SIP) via Zebra Wireless Insights.

Limited

Planned

O
—1 O BmEYR—rLTL A8 @ FkUFR—+FE

Triage details.

Packet capture
Access to persistent device identifiers (PID).

WLAN Vendor Agnostic.

Indoor location issue tracking with 802.11mc floor map of location and where the issue
occurred.

Device Insights: I[P address, gateway, Primary/Secondary DNS.
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B FLAIIDSEBRERERICOV I TEENENODRE

Centra

EEE: masayuki. F
Ef L)L

>

Jo-—/uL

EERAL
Y ®=z8 IF | YIrFPELA

BE &=
=@ F)rA

0 53517k

& FAk

B 77us—=3>

&

FTFaUrr
& Ry D02

142

0 FI—bEIUARL

| ¥ BBk Jul 9,2024, 15:41 165.225.110.142
k Jul 9,2024, 1541 165.225.110.142

3 vl

[ LA—b

165.225.110.142

165.225.110.142

Jul 9,2024,15.40 165.225.110.142

& FIUASOY

142

165.225.110.142

8 Jr—ADxF

142 denylist

24,15:39 165.225.110.142

1538 autt
Jul 9, 2024, 15:37 165.225.110.142
Jut 9, 2024, 1537 exXIT
Jui9, 2024, 1535 165.225.110.142

142

165.225.110.142

15:30 142
Jul 9,2024,15:17 165.225.110.142
Jul 9,2024,15:16 165.225.110.142 masayuki y

Configuration Updated
New Central @ o @s

[=1
[fe]
=]
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P2747 2 FOEGRRZVTILE A LTHERT S (GolLive)

€ [0 cc:f7:35:ch:13:e4
uuuuuuuu
"mE
® 7FUs—=32
Q@ tFaur-r

0 TATAS
0 A~

A Wl

¥Aruba Central DEEER T19ET=H . GoLive TIZU T ILZA LD A IL—T VI /SNREZFEER O] BE



9347 2 DR T OERXDHEE

QrUbQ Central

EEE: masayuki.y...

€ [0 B4:c7:ea:25:86:8e

]

B8 &=

B FTus—33
Q tFauFs

Ea g

0 STV
Q ARk

A Wl

al
SATARZ

MAC Address

[ FSTNZI1—-F+ I OEIE ]

(5

ATARY

INoy v TFv—Z283CLTHELT LT, 802.11
Ty bOFvITFv—=5FD>0— RHEJEE

0o

Q New Central @

-1 THYE
Zalz

LIVE EVENTS

Y mem

Jul 23, 2024, 18:51:28:452

Jul 23, 2024, 18:51:27:

Jul 23, 2024, 18:31:22.721
Jul 23, 2024, 18:51:22:708
Jul 23, 2024, 18:51:22:633
Jul 23, 2024, 18:31:22:007
Jul 23, 2024, 18:51:19:398
Jul 23, 2024, 18:51:19:390
Jul 23, 2024, 18:51:19:387
Jul 23, 2024, 18:51:19:376

Jul 23, 2024, 18:51:19:367

IF

V DEVICE NAME
ADSB_AP215_2
ADSB_AP215 2
ADSB_AP215_2
ADSB_AP215_2
ADSB_AP215 2
ADSB_AP215_2
ADSB_AP215_2
ADSB_AP215 2
ADS8_AP215_2
ADSB_AP215_2

ADSB_AP215_2

Y opevice Tvee
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP

AP

Y snxdu =
Client DN5 Failure
Client DN5 Failure
Client DHCP Acknowledged
Client DHCP Request

Client DHCP Offer

Client DHCP Discover

Client 802.11 Association Key Exchange

Client 802.11 Association Key Exchange

Client 802.11 Association Key Exchange

Client 802.11 Association Key Exchange

Client 802.11 Association Success

o
Y zm

DINS failure to sbi-om.astro.aws.kddi.com detected for client 84:c7:ea:25:86:8e associated to BSSID ac:a3:1e:db:98:30 of AP hostname AQSB_AP215_2, Reason
DNS failure to sbi-om.astro.aws.kddi.com detected for client 84:c7:ea:25:86:8e associated to BSSID ac:a3:1e:db:98:30 of AP hostname ADSB_APZ15 2, Reason:
DHCP acknowledgement received from DHCP server 192.168.12.1 for dient B4.c7:-ea:25:86:8e (192.168.12.3) associated to B55ID aca3:1e:db:38:30 on channe
DHCP request to DHCP Server 192.168.12.1 from client 84:c7:ea:25:86:8e associated to BSSID aca3:1e:db:98:30 on channel 116E of AP hostname AOSE_APZ1!

DHCP offer from Server IP 192.168.12.1 to client B4:c7:ea:25:86:Be associated to BSSID ac:a3:1e:db:98:30 of AP hostname AQSB_AP215 2

DHCP Discover from Client Mac 84.c7:ea:25:86:8e associated to BSS5ID aca3:1e:db:98:30 of AP hostname AOSE_AP215_2

Client exchanged key WPAZ_KEY4 with BSSID ac:a3:1e:db:98:30 on channel 116E of AP hostname AOSE_AP215_2 Result: Handshake Success

Client exchanged key WPAZ_KEY3 with BSSID ac:a3:1e:db:98:30 on channel 116E of AP hostname ADSE_AP215_2

Client exchanged key WPA2_KEY2 with BSSID ac:a3:1e:db:98:30 on channel 116E of AP hostname AOS8_AP215_2 Result: Handshake Success

Client exchanged key WPAZ_KEY1 with BS5ID ac:a3:1e:db:98:30 on channel 116E of AP hostname AQSE_AP215_2

802.11 Association success to client 84:c7:ea:25:86:8e from BSSID ac:a3:1e:db:98:30 on channel 116E of AP hostname AOS8_AP215_ 2
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A4+ = v PCAP

— AR NEHEICTY =W OIPCAPHIC 7 I WFR
aruba cenal a SNTVBREDIFEARY NEOFVY TFv—T7 1)L %
EZ: Aruba Cafe... ?-E—h 4-*[3]‘”« EEEEE.I-IE‘ET“?O

2 so—uL
> BELGIANSUSIEGIREEIUVS
e
88 E= A (39419/73815) >
- Y m&R 1= | Y FRrA94T > AR AT ZUPIL Y mm S Ew s poap ~ %
e Jul 23, 2024, 19:01:24 CLIENT Client DHCP Timeout CNJNKPP20D DHCP request from client 5032-37.ea03:64 timed out @
0 95172 > | jul 23, 2024, 19:00:21 CLIENT Client DHCP Timeout CNJNKPP2OD DHCP request from dlient d4:dccd:f3:45:78 timed out =
o &Ri“ ¥ | jul 23, 2024, 18:59:17 CLIENT Client DHCP Timeout CNJMKPPZOD DHCP request from client 50:32:37.ea:03:64 timed out '@
> | Jul 23,2024, 185812 CLIENT Client DHCP Timeout CNJNKPP20D DHCP request from dient d4:dccd:f3:45:78 timed out '@
@ ?7')?’7}’3} ¥ | jul 23, 2024, 18:57:09 CLIENT Client DHCP Timeout CNJMKPPZOD DHCP request from client 50:32:37 ea:03:64 timed out @
e PFa Uz > | Jul 23, 2024, 18:56:04 CLIENT Client DHCP Timeout CHJNKPP20D DHCP request from dient d4:dccd:f3:45:78 timed out '@
& Sw hO—AH—EZ > | jul 23, 2024, 18:55:00 CLIENT Client DHCP Timeout CHJNKPP20D DHCP request from dlient 50:32:37-ea:03:64 timed out '@
> | jul 23, 2024, 18:53:57 CLIENT Client DHCP Timeout CHJNKPP20OD DHCP request from dignt d4:dccd:f3:45:78 tmed out '@
ok > | jul 23, 2024, 18:52:57 CLIENT Client DHCP Timeout CHJNKPP20D DHCP request from client 50:32:37-ea:03:64 timed out @
0 PI—hBEGr~> b > | jul 23,2024, 18:51:49 CLIENT Client DHCP Timeout CHJNKPP20D DHCP request from dlient d4:dced:F3:4578 timed aut =
EERLAIL > | jul 23, 2024, 18:50:44 CLIENT Client DHCP Timeout CNJMKPP20D DHCP request from dlient 50:32:37:ea:03:64 timed out @
i > | jul 23, 2024, 18:49:41 CLIENT Client DHCP Timeout CHJMKPPZOD DHCP request from dient d4:dccd:f3:45:78 timed out '@
A Y-l > | Jul 23, 2024, 18:4: CLIENT Client DHCP Timeout CNJMKPP20D DHCP request from dient 50:32:37:ea:03:64 timed out @
II! Lfi—b > | Jul 23, 2024, 18:47:35 CLIENT Client DHCP Timeout CNJNKPP20D DHCP request from dient d4:dccd:f3:45:78 timed out '@
Fo > | Jul 23, 2024, 18:46:27 CLIENT Client DHCP Timeout CNJMKPP20D DHCP request from dlient 50:32:37:ea:03:64 timed out '%
@ FFUHEOA > | Jul 23, 2024, 18:45:28 CLIENT Client DHCP Timeout CHJNKPP20D DHCP request from dient d4-dccd:f3:45778 timed out @
> | Jul 23,2024, 18:44:18 CLIENT Client DHCP Timeout CHJNKPP20OD DHCP request from client 50:32:37:ea:03:64 timed out '@
> | Jul 23,2024, 18:43: 21 CLIENT Client DHCP Timeout CNJNKPP20D DHCP request from dient dd:dccd f3:45:78 timed out @
@ DF—hEI T > | jul 23, 2024, 18:4210 CLIENT Client DHCP Timeout CNJMKPPZOD DHCP request from client 50:32:37.ea:03:64 timed out '@
b @Em > | Jul 23,2024, 18:41:12 CLIENT Client DHCP Timeout CNJNKPP20D DHCP request from dient d4:dccd:f3:45:78 timed out '@
> | Jul 23, 2024, 18:40:01 CLIENT Client DHCP Timeout CNJWKPP20D DHCP request from dlient 50:32:37:ea:03:64 timed out '@
> | Jul 23, 2024, 18:39:03 CLIENT Client DHCP Timeout CNJNKPP20D DHCP request from dient d4:dccd:f3:45:78 timed out '@
¥ | jul 23, 2024, 18:37:55 CLIENT Client DHCP Timeout CHJNKPP20D DHCP request from dlient 50:32:37-ea:03:64 timed out '@
> | jul 23, 2024, 18:36:54 CLIENT Client DHCP Timeout CHJNKPP20OD DHCP request from dignt d4:dccd:f3:45:78 tmed out '@
> | jul 23, 2024, 18:35:45 CLIENT Client DHCP Timeout CHJNKPP20D DHCP request from client 50:32:37-ea:03:64 timed out @
> | Jul 23, 2024, 18:34:46 CLIENT Client DHCP Timeout CHJNKPP20D DHCP request from dient d4:dccd:f3:45:78 timed out % )
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U] ¥ auth ® AV FOER
Airgroup aaa test-server AS1_#guest#_username show ap bss-table

. & >
System aaa test-server AS2_#guest#_username .. show ap debug autl
- < MR
ARM show ap machine-authcache

< TATHIRR

Datapath show auth-survivability cached-info
Logs T

Central

BEICEHNZEEN TED

HOME_OFFICE

»> 204c03 97 f3 03 :83:d2:50:84 9 41
-> 20:4¢:03:97:f3:03 cc: dO 83: dZ 50:84/CPPM 240 263 192.168.19.4

<- 20 4c 03 97 f3 03 cc: d0:8

-> 20 4c 03 97 f3 03 cc:d0:8 'd2' 4 10
-> 20:4c:03:97:f3:03 cc:d0:83:d2: 50 84/CPPM 241 268 192.168.19.4

<- 20:4c:03:97:f3:03 cc:d0:83:d2:50:84/CPPM 241 -
<- 20:4c:03:97:f3:03 cc: 883d2 5084

j session completed ===

50 84/CPPM 240 -

wpa2 psk aes

> 20:4¢:03:97:f3:03 cc:d0:83:d2:50:92

. > ) SSHERI U EWBSFTOST RD
yE—ravy—i | FyS R RAS
= FRAAQaVY =LY >N —) LTO‘EZD‘\EJE‘E‘,

admin@HOME_OFFICE [12:

JE— M2y S 3 > ORED
I@sﬁ—mmz--jfﬁ-; - 1 ® &\I J(IEEFNCRFSND

dbclient:
Host 'localhost' key accepted unconditionally.
(ssh-rsa fingerprint md5 ad:b5:d5:1f:df:4a:83:58:03:ce:35:a3:d3:9f:2f:de)

hooting session.

HOME OFFICE# show version

Aruba Operating System Software.
ArubaOS (MODEL: 505H), Version 8.9.0.0
Website: http://www.arubanetworks.com

show tech-support and show tech-support supplemental are the two most useful outputs to collect for any kind of troubles
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ot 4 a
Reason Failures Events Profile Events
ralays ara n place - "
& EVENTS o NEGATIVE « POSITIVE NEUTRAL
i 10K 5609 403 4366
v

Failures - Last 1 Week

> CLICK HERE FOR ADVANCED FILTERING

Site 30 Server ’0_ Access Point )o Client 30

Events (10378)
3 2 4 5

57 Occurred On 1= | Event Type <7 Description
impacted impacted impacted impacted l | |
Jan 6, 2023, 11:59:28 © Client DHCP Timeout DHCP request from client 88;e7:12:19:6a;fa timed out
Jan'6, 2023, 11:58:26 O Client DHCP Timeout DHCP request from client 88:e7:12:19:6a:fa timed out
> | Jan 6, 2023, 11:57:50 O 802.11 De-authentication to Client De-authentication sent to client 88:e7:12:19:6a:fa from BSSID D0:4e:35:¢9:c7:e0 on channel 1 of AP hostname SJCBR1-ACT-AP1. .
WLANs  Access Pomty | Radios  Interfaces | Seewrity | VPN | Services IoT | Configuration fudit Jan 6, 2023, 11:57:10 O Client DHCP Timeout DHCP request from client 88:e7:12:19:6a:fa timed out
—" b 5 ] ® =)
P oy Network Check Device Check Commands Console
Access rules
NETWORK CHECK
" v | @ ¢ type & tess, set parameters
Role Based Network Based Unrestricted CLIENTS &
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2 0 64 2 21 o 0
—
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What is ORCA? ) . \
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e Troubleshooting knowledge
o« Alert [ICHTHaRZ2HTEA
« Aruba N B LU Bt DIFEIRR
e BEEENTI=FST LD 2—4—
o Alert metadata
e Monitoring State & Stats
« BXTE
« XYNT—DTRE
¢ T—AEDHL. ROMBIATVIZRT
o IP Helper EXTEMN R H7=5720LV? > IP Helper R €
o Speed / Duplex "8 &? > BE3H S
e Port T5— - Cable Test DEjifi
« Association Failure = Max Client Threshold D) E[RZ# £ (T3
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GenAl Powered Root-cause & Recommendation

Q Aruba Central New Central -:i
Critical @ ]
@ Major
- - M
_, AP Association Threshold inoe e
(=] 10 15 30 45 LOOPM 15 50 45 2:00PM 15 30 45 3:00PM
Exceeded o -

Information about the alert.

Summary Root Causes m Recommendation

Wireless Association Limit configured for the

SSID has been met = Association failed due to the SSID reaching its = Update AP 'Max Client Threshold'

maximum client threshold limit. + SSID: Afron-NI-Test-ASSOC-02

First Occurred

* Sfeps:
MarcluBi 2024, 2:551 P Log into Aruba Central » Select Group > Choose
Site Last Occurred Devices > Select Config > Select SSID > Edit the
March 8, 2024 2:55 PM desired SSID profile > Set the Max clients
Afron-NISitel threshold under Advanced options > Save.
' Events ”
= MNetwork
g © Good Occurred Category Source Event
AP Association 1 device Today at 2:54 PM  Connectivity 00:0e:1a:00:00:11  Client Onboarding Failure - Authentication/Association
Threshold... Today at 2:54 PM  Connectivity ~00:0e:1a:00:00:11  Client 802.11 Association Reject
Wireless Assaclation Today at 2:54 PM  Connectivity 00:0e:1a:00:00:12  Client 802.11 Association Reject
’ Limit configured for
the 551D has been met Clients Today at 2:54 PM  Connectivity 00:0e:1a:00:00:12  Client Onboarding Failure - Authentication/Association
* Today at 2:54 PM  Connectivity 00:0e:1a:00:00:13  Client 802.11 Association Reject
3 473 more
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