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EASAFDRAI : Never Trust, Always Verify
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Users

® Daniel Parelskin
@ HPE Demo
—

All Full Time Emplo..

HPE Demo
Darren Tidwell
Dan Parelskin
Axis IDP Users

All Full Time Emplo.

Will Butler
Joseph Bennett
Darren Tidwell

Daniel Parelskin

PeEEE PEEE®OE

AWSSolutionArchit..

And 2 more..

@ HPEDemo
@) Darren Tidwell
@ Axis IDP Users

@ Al Full Time Emplo

(B) tuman Becoureas

(B)_Coptractors

Context

-
- rag

W Russia

(Z) North Korea

2% Windows Baseline

2% Mac Baseline

J,E- Windows Baseline
2% Mac Baseline

2% i0S Device Posture

J,\L Windows 10 + patch.

J,&- Crowdstrike Enabled

Destinations

Any Application

& DropBox - Managed
¢ Box Managed
@ Phishing and Other ..
@ Pornography and A.
@ Malware Sites

And 5 more...

O Salesforce

a;] All Employee Apps
& vor

@ SSL Exclusion Cate.

@ HPE Public Domains

& Monitored Rasourc.

aj All Employee Apps

& 5SLExclusion Cate.

Lﬂj HR Apps

‘:j Contractor Apps

i Apply Changes ~

Action

€ slock

o Block

Allow

l:, Allow

\’;! Allow

l':{ir Allow

::p Allow

Profiles

Default Profiles

Client SSL Inspecti

And 6 Default Profiles

Default Profiles

Client SSL Inspecti
@ Malware and Pl {log)

And 5 Default Profiles

B9 BYOD Policy
And 6 Default Profiles

Default Profiles

Contractors RDP Pr.

>~ BYOD / Contractor ..

B Contractors Web A
& Contractors SSHRa

@ Contractor Git Profi.

@ john.smith@hpe.com e «
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AppExpress Summary @ "CS%"CL\%)b\~ LyD f‘%ﬁﬁ?ﬂﬂﬁ%"@'ﬁ’

Excellent vs-1uu U00a BH-YZ rair vy-s5 DES-CITOIT <05 [l
22 Rows Search

Appliance Application... Target Qo... User QoE v Current Transport Path Applicatio... Status Ping QoE
Kennesaw3-... apple Good Excellent 100 ThirdParty_AXIS1_EdgeConnectSSE-Prim User Optimal Excellent 100
Kennesaw3-... axissecurity Good Excellent 100 to_VIRGINIA-Megaport_DEFAULT ! User Optimal Good 92
Kennesaw3-... box Good Excellent 100 ThirdParty_AXIS1_EdgeConnectSSE-Prim ‘ User Optimal Excellent 100
Kennesaw3-... dropbox Good Excellent 100 ThirdParty_Zscaler_INETA_Primary_Z1 g User Optimal Excellent 99
Kennesaw3-... office365e... Excellent Excellent 100 to_EAST2-AWS_DEFAULT ‘\ User Optimal Excellent 100
Kennesaw3-... salesforce Good Excellent 100 ThirdParty_AXIS1_EdgeConnectSSE-Prim ‘ User Optimal Excellent 100

Kennesaw3-... sharepoint... Excellent Excellent 100 Passthrough_INETA_DEFAULT ’ User Optimal Excellent 100

Kennesaw3-... slack Good Excellent 100 - ThirdParty_AXIS1_EdgeConnectSSE-Prim A User Optimal Excellent 100

Kennesaw3-... statscollect...  Excellent Excellent 100 to_EAST2-AWS_DEFAULT ) User Optimal Excellent 100
Kennesaw3-... syslog-ng.f...  Excellent Excellent 100 to_VIRGINIA-Megaport_REALTIME A User Optimal Excellent 93
Kennesaw3-... youtube Good Excellent 100 Passthrough_INETA_RECREATIONAL A User Optimal Excellent 93
Kennesaw3-... zoom Excellent Excellent 100 to_EAST2-AWS_REALTIME ‘ User Optimal Excellent 96
Kennesaw3-... office365c... Excellent Excellent 100 Passthrough_INETA_DEFAULT User Optimal Excellent 100

Kennesaw3-... 8x8 Excellent Waiting for user traffic to_EAST2-AWS_REALTIME . Ping Optimal Excellent 100

Kennesaw3-... alexa Excellent Waiting for user traffic to_NORCAL1-AWS_REALTIME g User Suboptimal Fair 83 I

11
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Application Definition

Type
Port Number

Name
Notes

Confidence

Disabled

AppExpress

Use Cloud Portal Config
Ping Type

Ping Hostname

User Experience
Thresholds

Blizzard

World of warcraft

(1 - 100)
=
Off  Mongtor only
8
TCP v 1119

us actual battie net

sotied NI | Fristoted

ms 90 ms

] B

Appliance

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Kennesaw3-Po...

Application
apple
axissecurity
box
dropbox

salesforce

sharepointon...

slack

statscollector

syslog-ng.fiv...

youtube

zoom

office365co...

alexa

office365exc...

8x8

User QoE v
Excellent 100
Excellent 100
Excellent 100
Excellent 100
Excellent 100
Excellent 100
Excellent 100
Excellent 100
Excellent 100
Excellent 100
Excellent 100
Excellent 100
Excellent 100

Waiting for user traffic

Waiting for user traffic

Current Transport Path
ThirdParty_AXIS1_EdgeConnectSSE-Primary_INETB,
to_VIRGINIA-Megaport_DEFAULT
ThirdParty_AXIS1_EdgeConnectSSE-Primary_INETA
ThirdParty_Zscaler_INETA_Primary_Z1
ThirdParty_AXIS1_EdgeConnectSSE-Primary_INETA
Passthrough_INETA_DEFAULT
ThirdParty_AXIS1_EdgeConnectSSE-Prim
to_EAST2-AWS_DEFAULT
to_VIRGINIA-Megaport_REALTIME
Passthrough_INETA_RECREATIONAL
to_EAST2-AWS_REALTIME
Passthrough_INETA_DEFAULT
Passthrough_INETA_REALTIME
to_EAST2-AWS_DEFAULT

to_DESMOINES-Azure_REALTIME

Application Monitoring
BERXMROT T r—avEE&R
FHEL N ILDREEIETE

Optimized Routing Performance Reporting

BRORBEAHDEE. FYLAKY LARVADREBEEMREGMICERLT
AD RUWEEREER 7T r—arEIcFHaE—R1t

| 12
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SERVER

« LANAMSHERIZTVERT HBIEZETA
9547 > MAlEdgeConnectM i Y —/N\—[Z 7 I ALI=ROL AR
AZEHAILTHE., BRFERIE/NRTERT S

LAN \ . %BFH?@E@E?%FHE]E—%IZLTﬁ?TT

4’ ~

X : R
" Application Performance @
Network to Server Client Network Delay [ Server Network Delay
> Delay (SND)
27 Rows Search
21ms
< | Application Transport Application Performance (Server/Network/Total, ms) -

facebook Backhaul 248 . 23 271
blizzard Backhaul | 87 87.1

1 blizzard Passthrough | 80.1

| office365exchange Passthrough | 60 60.2

A J i alexa Backhaul | 54 55
\ Network to Client
PR— Delay (CND) office365common Backhaul | 47 48
LAN
| . 2ms office365exchange Backhaul
\ apple ThirdParty
box ThirdParty
pra———
CLIENT
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