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Microsoft and AMD
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New AMD processors based VMs

Better price/performance versus Dav4 and Eav4 VMs. Options without
local disk storage for lower-cost entry points.

AMDQD m

Dasv5 - Series Easv5 — Series
General purpose workloads Memory intensive workloads
Up to 384 GiB of RAM Up to 672 GiBs of RAM

From 2 to 96 vCPUs featuring 34 Generation AMD EPYC™ 7763v (Milan) processor
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Expanding Azure Confidential Computing with new
AMD-based confidential VMs

By @ Eden Cohen

Published Nov 22 2021 11:24 AM o 1,666 Views

Announcing the public preview of Azure confidential VMs powered by AMD

EPYC™ processors

Today we are announcing the public preview of Azure DCasv5/ECasv5 confidential virtual machines (VMs) powered by 3rd Gen AMD
EPYC™ processors with SEV-SNP.

These new VMs offer an easy way to deploy confidential workloads without requiring changes to existing applications or code. They are
enabled on the same hardware configuration as general-purpose virtual machines and offer performance characteristics enabling
customers to run general-purpose workloads while achieving their desired confidentiality and performance requirements. AMD recently

published various benchmarks of these Azure confidential VMs.

Azure confidential VMs powered by AMD EPYC processors with SEV-SNP (microsoft.com)



https://techcommunity.microsoft.com/t5/azure-confidential-computing/expanding-azure-confidential-computing-with-new-amd-based/ba-p/2993530
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Secured-core Server
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» HVCI(Hypervisor protected code integrity)
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Secured-core Servers validation guide for
Windows Server 2022 and Azure Stack HCI
OS builds

May 2021
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Home > Hardware

Servers

Software

| Go Home Software Hardware SVVP

Business Management

Business Solutions
Communications Internet & Collaboration
Engineering

Enterprise Solutions

Financial Applications

Infrastructure Solutions

Security

Vertical Applications

Other

Hardware

ProLiant DL325 Gen10 Plus v2
by Hewlett Packard Enterprise Company
Certified

Compatible with the following versions of Microsoft Windows

Certified for Windows
] Windows Server 2022 x64 o SeoBH S Sarver

« Software-Defined Data Center (SDDC) Premium

= Certified for Windows
Windows Server 2019 x64

+ Hardware Assurance
« Software-Defined Data Center (SDDC) Premium

Audio

Bus Controllers and Ports

Cameras Video Capture and Streaming
Graphics

Input Devices

Modems

Monitors

Networking

Printers

Scanners

Security and File System Software
Servers

Storage

Windows Server Compatible Hardware

Certified for Windows
Windows Server 2016 x64 S B psears
« Software-Defined Data Center (SDDC) Premium

View submission details for a compatible operating system:

'Windows Server 2022 x64 v| Go

Baseboard manufacturer HPE

Baseboard product name ProLiant DL325 Gen10 Plus v2
Firmware manufacturer HPE

Firmware release date 08/09/2021

Firmware type UEFI

Firmware version HPE - 1

Processor socket count 1

System sleep states S5

Tested memory size during certification
Tested memory speed during certification

Tested processor name during certification

1012 GB (1086350901248 bytes)
3200 MHz
AMD EPYC 72F3 8-Core Processor

https://www.windowsservercatalog.com/
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Transport Layer Security (TLS)
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RSA key transport: Doesn't provide forward secrecy
« CBC mode ciphers: BEAST and Lucky 13 attacks
« RC4 stream cipher: Not secure for use in HTTPS
 Arbitrary Diffie-Hellman groups: CVE-2016-0701
» Export ciphers: FREAK and LogJam attacks
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This shares the folder you select on the network using the SMB protocol.

« SMB H%%'ft% gﬁ'ﬂﬁ © rolder “public” is shared

MNetwork path

« Man in the middle Iﬁ%b‘g{%gﬁ \\W52022-01\public

Local path

D:\public

Share permissions

AES-256 —

Mame Permission
Everyone Full control X
~ o) ~ . v Eva - 'S Offline files @
o IVEI-9ERER. BB TRAMOES/HTRIVI-F -

Manual e
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~ Advanced Settings

Edit Cancel

Windows Admin Centerz% & EE
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Time (in seconds)
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W Compression Off B Compression On
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« SQL Server: Better together with Windows Server 2022

Capability Windows Server 2012/ R2 ~ Windows Server 2016/2019 Windows Server 2022

RAXEY-HK-h =N 4TB BN 24TB A 48 TB

BABRESOLYHH BN 320 LP AN 512 LP A 2048 LP
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Better Container Platform  Increased App More Kubernetes
SIS 5D MRS & compatibility Integration
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https://cloud.watch.impress.co.jp/docs/topic/special/1346532.html
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AMD EPYC x HPE ProLiant DL385 Gen10
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AMD EPYC x HPE ProLiant DL325 Gen10
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https://www.hpe.com/jp/ja/customer-case-studies/servers-proliant-jeet.html
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