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PAUAVRREEERRLET,

3. SECUREMASTER/EAMEDRBIEEN B LIREEfE R
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IDF B/ A4 (1dP) Y—EXTO/N/4(SP) EETOraL
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4. SECUREMASTER/EAM & D& # 4 i%
4.1 IdP:HP IceWall SSO+HP IceWall Federation, SP: SECUREMASTER/EAM

1dPZHP IceWall SSO + HP IceWall Federation, SPAZSECUREMASTER/EAM+SECUREMASTER/Z =T L
—avkl, SAML20CERELEEFITLET,

(FFEESICONTEM-FEEXITLET )

(FFE4 [FSECUREMASTERL EHT 5 ETDEERTY )

« SECUREMASTER/Zx 7L —3a>IENEC WebOTX Application Server~{ > Ah—)Lg B L%
RELTULSIO. TomeatEFI AT SERIEBRET7IINFTDOUTDOXFINEST RTEBRLTZS
LY,

/opt/WebOTX/domains/domain1/applications/j2ee—-modules
—/usr/share/tomcat6/webapps
/opt/WebOTX/domains/domain1/logs
—/usr/share/tomcat6/logs

o TRTOY—N—[FELLRFZDRESNTOILENHBYET

411 R
SHEHERL-BRIEIUTOREYTY,

1. IdP:HP IceWall SSO+HP IceWall Federation
*7RA R4 (idp.iwfed.hp.com

VIhIIT 4 N—3y

.
%



RedHat Enterprise Linux (OS) ES 6.2

HP IceWall SSO 747 —4 (dfw) Ver10.0
HP IceWall SSO FBFEEY 1—JL(certd) Ver100
HP IceWall Federation Ver30
XSPEDEHETILHP IceWall Federation AgentBHEES 1 —)LEFER o
NEC SECUREMASTER/
. . o Ver]0
EnterpriseDirectoryServer (LDAPH—/\—)
2. SP:SECUREMASTER/EAM
*7RA 4 :sp.sm.nec.com
YILDIT 4 N—30
RedHat Enterprise Linux (OS) ES 6.2
SECUREMASTER/EnterpriseAccessManager Ver7.0
SECUREMASTER/EnterpriseldentityManager Ver5.0
SECUREMASTER/ZxTL—Y3av Ver10
Apache Tomcat Ver6.0.24
7R A4 1acpi.smnec.com
VYIbIIT 4 N—o3y
RedHat Enterprise Linux (OS) ES 58
SECUREMASTER/AccessControlPlugln Ver7.0
Apache HTTP Server Ver2.223
B
i ! S50 EC.COM
MNEC
u\ f SECUREMA HF Ice'Wall
STER/EIM ’ 550 certd

>

NEC NEC &
SECUREMASTERS SECUREMA SAM Lz-u-':.m HP kceWall
?I;Ef =iy STER/EAM Eﬂﬂm Federation

!

it 24 - acpi.sm.nec.com

4.1.2 HP IceWall Federation M % E

HP IceWall FederationZ {4 > Ar— Lk, L FTDHREEZTVET,
3¢/ opt/icewall-federation/ LA FIZA 2 RAb—)JLLTLVET,
¥ SECUREMASTEREM EHE(ZDULNTILHP IceWall Federation AgentiE¥ED 12— LEZFIALE T,



1. SAMLLARURFUTL—hDIRE
LUTDI7A/IVERELET,

/opt/icewall-federation/config/iwidp/SamlIResponseTemplate.xml

1347H : <NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emai|Address”

NameQual i fier="{ISSUER} “> {NAME_ID} </NameID>

¥SECUREMASTER/EAMTIENameQualiferBHRAMHENT= . T T L—rEHEELET,

2. f#-SIBAED AR
UTDavT U REETLET,

# cd /opt/icewal|-federation/config/iwidp

# keytool -genkey -keystore keystore. jks —storepass password —alias myrsa ¥

-keypass password —keyalg rsa -keysize 1024 —validity 3650 —-dname “CN=idp. iwfed. hp. com”
# keytool —exportcert -rfc —keystore keystore. jks —storepass password ¥

-alias myrsa —file public. pem

¥-storepass. —alias. —keypassIZDWTIZEEZENDLDIZEELET,

B IPEREI7AILDER
UTDI7MIVERELET
/opt/icewall-federation/config/iwidp/iwidp.conf

18478 : KEY_ALIAS=myrsa #(2) ®-aliasD{&

1947H : KEY_PASSWORD=password 1 (2) ®-keypass® &

2047 B : KEY_STORE_PASSWORD=password #(2) ®-storepassDiE

40478 : ISSUER=http://idp. iwfed. hp. com

46178 : ACS_URL=http://sp. sm. nec. com:8080/Sam|SPLite/AssertionReceiver
47478 : SP_ENTITY_ID=http://sp. sm. nec. com

4. 1dPART7A L DIRE
UTDI774IVERELET
<ds:X509Certificate>|ZDVTIL(3) TYERL L fzpublicpem T 7/ LD X FFZEIE—LFET,
/opt/icewall-federation/config/iwidp/idp—meta.xml

247H : <md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2. 0:metadata”
entityID="http://idp. iwfed. hp. com” cacheDuration="PT1800S">

7716478 : <ds:X509Certificate>
[(3) TYERL LT=public. pemDXF5I% 3 E—]
</ds:Xb09Certificate>
2047H : <md:SingleSignOnService Binding=
“urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect”
Location="http://idp. iwfed. hp. com/fw/dfw/tc/iwidp/sso” />

¥ SECUREMASTER/EAMTldcacheDurationBEHR=MNLED =6, A 2T 7 ILEHLELET

5. SECUREMASTER/EAMADIPA 2T 7 A JLEEE
(4) TH#RE LT=idp-metaxmlZSECUREMASTE/ 7T L—av DU T DT ALIRNJICERELE T,
/usr/share/tomcat6/webapps/Sam|SPLite/WEB-INF/metadata/smidp—metadata.conf

4.1.3 SECUREMASTER/EAM®D & F



SECUREMASTER/EAM, SECUREMASTER/Zx T L—avEA VA M—ILi& U TOREEITLET,
¥SECUREMASTER/ 7 x5 L—3_ald/usr/share/tomcat6/webapps/SamISPLite L FIZF A4/ LTULVE
ERR

1. AuthnRequestT> T L—FDIRE
UTOI71IIVERELET,
/usr/share/tomcat6/webapps/Sam|SPLite/WEB-INF /authnreq/default.authnreq

2978 : <samlp:AuthnRequest
AssertionConsumerServiceURL="
http://sp. sm. nec. com:8080/Sam|SPLite/AssertionReceiver”
91T7H : <saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2. 0:assertion”>
http://sp. sm. nec. com
{/saml : Issuer>

2. SPERET 7ML DIRE
UTDOI7MIVERELET,
/usr/share/tomcat6/webapps/Sam|SPLite/WEB-INF/sm_sp_conf.xml

26~3517H :
<item id="VERIFYRESPONSE” valueType="2">
<simpleltem>
<name>SAMLL R 7R > R BZIREE 7 5 F'</name>
<{I—
true | ERRIER
false | BEBIARFv T
-—>
<valueBool>false</valueBool>
{/simpleltem>
</item>

¥HP IceWall SSOMSAMLL ARV RIEREL D1=8"false” (BLRIIEZRAFT V) ELFET,

3. IdPYRMI 71 L DIRE
LUTOI77/4IERELET,
/usr/share/tomcat6/webapps/Sam|SPLite/WEB-INF/sm_idp_list.xml

15~16478 :
<name>IdP@®AuthnRequestiE{EFURL Y X F</name>
<valueStrohttp://idp. iwfed. hp. com/fw/dfw/tc/iwidp/sso</valueStr>

21~26%78 :
<name>AuthnRequestE#HEHz = 1) X F</name>
{I—
1: RFC1950%£#0
2: RFC1951#E#0
-—>

<valuelnt min="1" max="2">2</valuelnt>

¥ HP IceWall SSOIZRFC1951ZEHUM2 IR E) DA IELET

4. SECUREMASTERY—E RRE 77 L DIRE
LUTDOI77/4IEwRELET,
/usr/share/tomcat6/webapps/Sam|SPLite/WEB-INF/sm_service_conf.xml

1~817H :
<name>EREEH—/S\—URL</name>
<valueStr maxlen="1024">
http://sp. sm. nec. com:8080/AuthServer/ExternalAuthRequest</valueStr>
13~14178 :




<name>T 7 A )L kA1) F L) o TR LURLS/name>

<valueStr maxlen="1024">http://acpi. sm. nec. com/index. html</valueStr>
40~4147H

<name>IdP® Issuer ') X k</name>

<valueStr>http://idp. iwfed. hp. com</valueStr>

5. SEDVER
LTFDaAvTU RERITLET

# mkdir /usr/share/tomcat6/webapps/Saml1dP/WEB-INF/keys
# cd /usr/share/tomcat6/webapps/Sam| IdP/WEB-INF/keys
# keytool -—genkeypair —alias myrsa —keyalg RSA -validity 3650 —storetype JCEKS ¥

-keypass password —storepass password —keystore mykeystore

Y -storepass. —keypass[ZE—MDHLD &L, —storepass. —keypass., —keystorelFIEEDELDIZEH
Li@_o

6. SAML2EXE 771 )L D&
UTOI7MIIVERELET,
/usr/share/tomcat6/webapps/SamISPLite/WEB-INF/classes/samlv2.xml

284TH : <File path="/usr/share/tomcat6/webapps/Sam|SPLite/WEB-INF/keys/mykeystore”
password="password”/> <!-—(5)(MD—keystore, ~keypass D{E-——>

409T7H : <Metadata skipsVerification="true” >

5547 B : <ServiceProvider entityID="http://sp.sm.nec.com” />

PEHP IceWall SSODIAPASR T 7 A JLIFERERZ DT . skipsVerification=true (BZIRFIEAF V)
ELFET,

1. SPAFT—RERKTUTL—DiRE
LUTOI77M4IEwRELET,
/usr/share/tomcat6/webapps/Sam|SPLite/WEB-INF/metadata/sp.conf.sample

11478 : EntityDescriptor/@entityID = http://sp. sm. nec. com

45478 : SPSSODescr iptor_1/AssertionConsumerService_1/@Location
http://sp. sm. nec. com:8080/Sam|SPLite/AssertionReceiver

5647 H : SPSSODescriptor_1/AssertionConsumerService_2/@Location
http://sp. sm. nec. com:8080/Sam|SPLite/AssertionReceiver

8. SPAZT —RMERK
UTDavTURERITLET,

cd /usr/share/tomcat6/webapps/Sam|SPLite/WEB-INF/metadata
. /makeMetadata. sh sp. conf.sample ../key/mykeystore password myrsa sp-metadata. xml

Ll E TIdP: HP IceWall SSO+HP IceWall Federation, SP: SECUREMASTER®D SR 5 &R EILE T T,

5. F&H

AEMLAR—FTIL, HP IceWall SSO+HP IceWall Federation&SECUREMASTER/EAM®D SEHEIZDLNT ., 48
B, REEER . EEAKITOLTRELEL .
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XM ADEHZEZTRFADES L. HAOER. EERNFCBALTHABOETEHVELEREET &
SERVHLETS,

BEVEHE
BABRBERA S Av—bRybT—OFXER

e—mail: info@security.jp.nec.com
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