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Deployment Server iLO 2
Deployment Server Deployment Server
LOM
DNS P
Proliant Essentials Rapid Deployment Pack Proliant Essentials Rapid Deployment Pack CD

HP Web http://www.hp.com/jp/servers/rdp/

IPMI 2.0

[PMI iLO 2 IPMI 2.0
[PMI IPMI
. /
IPMI BMC SMS BMC SMS
iLO 2 BMC SMS
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1 /0O /0O SMS
0xCA2
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[PMI BMC iLO 2 [PMI 2.0
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SMS BMC IPMI
Get Device ID
KCS [PMI
KCS
[PMI
IPMI Set Watchdog Timer
Set BMC Global Enabled IPMI
Get Device ID Get Sensor Reading
WS-Management
iLO 2 WS-Management DTMF  Web Services for Management 1.0.0a
- ilO2 SSL
wsman:secprofile/https/basic
WS-Management
e Microsoft® Windows Vista™ gpedit.msc [
] [ I ]
[Windows 1 [Windows WIinRM ] [WIinRM 1
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e ilO 2 WS-Management Windows Vista™ WinRM Microsoft® Operations Manager 3
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HP  DMTF Distributed Management Task Force, Inc
DMTF
Architecture for Server

Line Protocol Specification, 1.00 Draft
CLI

iLO 2

o 3 SSH SSH

o Telnet 3

4
Cl <ESC>+<(>
Telnet ClLl

iL©2 Cl

VSP
hpiLO->

CLI
hpiLO-> {CLI=~> R}
status=0
status_tag=COMMAND COMPLETED
. output returned..

hpiLO->

status
hpiLO-> boguscommand
status=2
status_tag=COMMAND PROCESSING FAILED
error_tag=COMMAND NOT RECOGNIZED

Systems Management
iLO 2 Server Management Command
CLp

P DNS

iLO 2 Cl SSH

Clul

status_tag
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hpiLO-> show /bad

status=2

status_tag=COMMAND PROCESSING FAILED
error_tag=COMMAND ERROR-UNSPECIFIED
Invalid property.

hpiLO->

CLP SSH Telnet

(A% - FBIEEAR
%]

CLP
<BhE> <¥—4 v b> <A T ar> <TuRTF o>

cd
create
delete
help
load
reset
set
show
start
stop

exit

0O 0O 0O 0O O 0O O o o o o o

version

o -help/-h

o -all/a

o status
o status_tag

o status_msg

Boolean yes no true false y n t T

CLP
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e Windows® 2000 Telnet F1 F12 Insert Home

End iLO 2
- lO2 CIP Backspace 0x8
Novell Linux Desktop Red Hat Enterprise Linux 4 Desktop Backspace
Ox7f Windows® Telnet Delete
Backspace Ox7f Linux
Home End Backspace Ox7f iLO 2
CLP
Windows® PuTTY [ 11 ] [Control-H] Backspace
0x8
e <ESC>+<(> Cll SSH Telnet
CL
. <ESC>+<Q> Cll SSH Telnet

o <ESC>+<R> <ESC>+<r> <ESC>+<R>
o <ESC>+</>

° <ESC>+<ESC>

. help

help <a~v v R4 help/?>
. exit CLP
. cd

||/|| CLP
iLO 2 show /mapl/firmware version
cd /mapl/firmware show version

. show

hpiLO-> show

status=0

status_tag=COMMAND COMPLETED
/

Targets
systeml
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mapl
Properties
Verbs

cd version exit show

show

Properties

show

/
Targets
Verbs

/mapl/firmware

/mapl

version date 2

create MAP
delete MAP
load

reset

set 1

start

stop

version CLP

hpiLO-> version

status=0

status_tag=COMMAND COMPLETED
SM-CLP Version 1.0

oemhp_ping iLO 2
oemhp_ping 192.168.1.1
192.168.1.1
14
HP SIM SSO 15
16

iLO 2 19
iLO 2 20

URI

P

iLO 2

show firmware /mapl/firmware

/mapl/firmware
show /mapl/firmware date

MAP

iLO 2

CLp
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e SNMP 22

o 23

o 23

. 25

. 27

o 29

o 29

o 30

° 31

o LED 32

° 32
° 35
accounts 1

Administrator
3

. Administrator

. admin

L test

username / iLO 2
password /

name /

username

iLO 2

admin

test

/mapl/
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group /

e admin

- config

e oemhp_power
e oemhp_rc

e oemhp_vm

group

/mapl/accountsl
. create username=Inamel password=password
username

e set Inamel username=lname2 password=passwordl name=name2
group=admin,configure,oemhp_power ,oemhp_vm,oemhp_rc

Inamel
HP SIM SSO /mapl/oemhp_ssocfgl
iLO 2 SSO HP SIM
SSO HP Integrated Lights-Out
oemhp_ssotrust /
disabled all name
certificate
oemhp_ssouser /
login
oemhp_rc  oemhp_power
oemhp_vm config admin




oemhp_ssooperator /

login  cemhp_rc
oemhp_power oemhp_vm
config admin

oemhp_ssoadministrator /
login
oemhp_rc  oemhp_power
oemhp_vm config admin
oemhp_ssoserver 0 HP SIM Trusted Server
i SSO

set oemhp_ssocfg/ oemhp_ssotrust = certificate

set oemhp_ssocfg/ oemhp_ssouser = login

set oemhp_ssocfg/ oemhp_ssooperator = login,oemhp_rc,oemhp_power,oemhp_vm

. HP SIM
cd mapl/oemhp_ssocfg
</mapl/oemhp_ssocfg>hpilLO-> create = hpsiml.corp.net

. hpsim?2.corp.net
</mapl/oemhp_ssocfg>hpilLO-> load = hpsim2.corp.net

. 5 oemhp_ssoserver
</mapl/oemhp_ssocfg>hpilLO-> delete = 5

. iLO 2 SSO

cd mapl/oemhp_ssocfg
</mapl/oemhp_ssocfg>hpiLO->show

. /mapl/enetportl
. /mapl/dhcpendptl

16



/mapl/dnsendptl
/mapl/gatewayl
/mapl/dnsserverl
/mapl/dnsserver2
/mapl/dnsserver3
/mapl/dhcpserverl
/mapl/settingsl
/mapl/vianl

dhcpendptl

o EnabledState
o OtherTypeDescription

dnsendptl

o EnabledState

o HostName

o DomainName

o OtherTypeDescription
gatewayl

o Accesslnfo
o AccessContext
dnsserverl

o
— Accesslnfo

— AccessContext

—

— version
— exit
— show
— set

dnsserver?2

o Accesslnfo

o AccessContext



° dnsserver3

o Accesslnfo

o AccessContext

. dhcpserveril

o Accesslnfo

o AccessContext

e settingsl

(¢]

DNSSettingsl

DNSServerAddress
RegisterThisConnection
DomainName

DHCPOptionToUse

WINSSettingDatal

WINSServerAddress
RegisterThisConnection

DHCPOptionToUse

cd
version
exit

show

e StaticlPSettingsl

o oemhp_SRoute1Address

o oemhp_Gateway1Address
o oemhp_SRoute2Address

o

O O O

oemhp_Gateway2Address
oemhp_SRoute3Address
oemhp_Gateway3Address
DHCPOptionToUse

set /map1/enetport] speed=100

set /map1/enetport1/lanendpt1 ipv4address=192.168.0.13 subnetmask=255.255.252

18



iLO 2

iLO 2 /map1/configl

iLO 2

oemhp_enable iLO 2

Boolean
oemhp_timeout

15 30

60 120

oemhp_passthrough
Boolean
oemhp_rbsuenable POST RBSU
Boolean

oemhp_rbsulogin RBSU

Boolean
oemhp_rbsushowip POST iLoO 2 IP

Boolean
oemhp_rcconfig

enabled disabled
automatic

oemhp_telnetenable Telnet
oemhp_httpport HTTP
oemhp_sslport SSL
oemhp_rcport
oemhp_vmport
oemhp_tsport
oemhp_sshport SSH
oemhp_sshstatus SSH

Boolean
oemhp_serialclistatus CLP

Boolean

19



iLO 2

oemhp_serialcliauth / CLP
Boolean
oemhp_serialclispeed / CLP
9600 19200 38400
57600 115200
oemhp_minpwdlen /
oemhp_authfailurelogging /
oemhp_hotkey_t / Ctrl+T
oemhp_hotkey u / Ctrl+U
oemhp_hotkey_v / Cirl+V
oemhp_hotkey w / CrleW
oemhp_hotkey_ x / Cirl+X
oemhp_hotkey_y / Cirl+Y
oemhp_rc_aquire /
iLO 2 v1.00
oemhp_high_perf_mouse /
oemhp_computer_lock /
oemhp_enforce_aes / AES/3DES

set /mapl/configl oemhp_enable=yes oemhp_timeout=30

1

oemhp_computer_lock
set /mapl/configl
set /mapl/configl
set /mapl/configl

oemhp_computer_lock

set /mapl/configl
set /mapl/configl

iLO 2

oemhp_computer_lock = windows
oemhp_computer_lock = custom,l_qgui,l
oemhp_computer_lock = disabled

HP Integrated Lights-Out 2

oemhp_computer_lock
oemhp_computer_lock

custom,SYS_RQ
custom,SYS_RQ

20



iLO 2 CLpP /systeml/fan* /systeml/sensor*

L P avavd
e RV
e NU— ¥F54

/systeml/powersupply*

DevicelD

ElementName

Operationalstatus

VariableSpeed

Desired Speed

HealthState

RateUnits

CurrentReading

SensorType

Oemhp_CautionValue

Oemhp_CriticalValue

show systeml/fanl - 1
/systeml/fanl

Targets

Properties
DevicelD=Fan 1
ElementName=1/0 Board
OperationalStatus=0k
VariableSpeed=Yes
DesiredSpeed=40
HealthState=0k.

VRM
VRM 1
/systeml/sensorl
Targets
Properties

DevicelD=VRM 1

show systeml/sensorl -

21



SNMP

ElementName=CPU 1
OperationalStatus=0k
RateUnits=Volts
CurrentReading=0
SensorType=Voltage
HealthState=0k
oemhp_CautionValue=0
oemhp_CriticalVvalue=0

/systeml/sensor3

Targets
Properties

DevicelD=Temp 1
ElementName=1/0 Board Zone
OperationalStatus=0k
RateUnits=Celsius
CurrentReading=32
SensorType=Temperature
HealthState=0k
oemhp_CautionValue=68
oemhp_CriticalValue=73

show systeml/sensor3 -

SNMP SNMP
snmpl
accessinfol / SNMP
accessinfo2 / 2 SNMP
accessinfo3 / 3 SNMP
oemhp_iloalert / iLO 2 SNMP
Boolean
oemhp_agentalert / SNMP
Boolean
oemhp_snmppassthru / iLO 2 SNMP
Boolean
oemhp_imagenturl / Insight URL

SNMP

/mapl/

22



oemhp_imdatalevel /

LOM

XML

set /mapl/snmpl accessinfol=192.168.0.50 oemhp_imdatalevel=Enabled

1

iLO 2
/mapl/

cd

show

set

e set /mapl license=1234500000678910000000001

. show /mapl license

/mapl/oemhp_dircfgl

23



oemhp_dirauth

extended_schema - HP

default_schema -

e disabled -

oemhp_localacct
Boolean

oemhp_dirsrvaddr P

DNS

DNS

oemhp_ldapport
oemhp_dirdn LOM
oemhp_dirpassword LOM
oemhp_usercntxtl, 2 ...
up to 15
oemhp_group{n}_name
wheren=1..6 LOM
oemhp_group{n}_priv
wheren=1..6

e

e 2

e 3

e 4

e 5 ilO2

LOM

. set /mapl/oemhp_dircfgl

24



. set /mapl/oemhp_dircfgl oemhp_dirauth=default_schema
oemhp_dirsrvaddr=adserv.demo.com

/mapl/

set
1
iLO 2 CLpP
oemhp_vml
/mapl/oemhp_vml/floppydrl
/mapl/oemhp_vml/cddrl CD-ROM
oemhp_image /
80 URL

oemhp_connect CLP
oemhp_boot /

e Never - No_Boot

e Once - 1 Once

e Always -

Always
e Connect -
oemhp_connect Yes oemhp_boot Always
e Disconnect -
oemhp_boot No_Boot
oemhp_wp / Boolean
oemhp_applet_connected Java™
URL

oemhp image URL URL 80 HTTP

URL

25



protocol ://username:password@hostname:port/filename

(¢]

[e]

[e]

[e]

(e]

CLp

protocol HTTP HTTPS
username:password

hostname

port

filename

<URL> URL

e set oemhp_image=http://imgserver.company.comn/image/dosboot.bin

. set oemhp_image=http://john:abcl23@imgserver.company.com/VMimage/installlDisk.iso

iLO 1.60 CLI
Cl vm
. vm <T A A4> insert </SA4> -
. vm <7 /NA 24> eject -
e vm <FT /A 24> get-
e vm <TNRARAE> set <V —h AT Tars <TIEAR A Tvars-
o < > Ffloppy cdrom
USB
o < > URL
o < > boot_once boot_always no_boot connect disconnect
o < > write_protect write_allow
RIBCL 70 INSERT_VIRTUAL_MEDIA
EJECT_VIRTUAL_MEDIA GET_VM_STATUS SET_VM_STATUS
. /USB USB
cd /mapl/oemhp_vml/Floppydrl
show

set oemhp_image=http://my. imageserver._.com/floppyimg.bin
set oemhp_boot=connect
show

26



/USB USB
cd /mapl/oemhp_vml/Ffloppydrl
set oemhp_boot=disconnect

[e]

o disconnect oemhp_image

CD-ROM CD-ROM
cd /mapl/oemhp_vml/cddrl
show
set oemhp_image=http://my.imageserver.com/1S0/install_diskl.iso
set oemhp_boot=connect
show

o CD-ROM

CD-ROM CD-ROM
cd /mapl/oemhp_vml/cddrl
set oemhp_boot=disconnect

o CD-ROM
o disconnect oemhp_image
CD-ROM 1

cd /mapl/oemhp_vml/cddril

set oemhp_image=http://my.imageserver.com/1S0/install_diskl.iso
set oemhp_boot=connect

set oemhp_boot=once

show

o CD-ROM

o Once

CD-ROM CD-ROM
set /mapl/oemhp_vml/cddrl oemhp_boot=disconnect

iLO 2 iLO

27



start

stop

reset hard

reset soft

/systeml
start
stop
reset hard
reset soft

/mapl
reset

reset soft

iLO 1.60 CLI

power

power

o power -
o power on-
o power off-
o power reset-

o power warm-

o start /systeml -
o stop /systeml -
o reset /systeml -
o reset /systeml hard -

o reset /systeml soft-

o show /systeml enabledstate -

vsp

vsp
cll ESC+(

start /systeml/oemhp vspl

remcons

CLpP

CLpP

enabled

disabled
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remcons
Telnet
Cll
ESC+(
CLP

start /systeml/consolel

iLO 2
/map1/firmware1

version

date

load -source <URL> [<#—4 v h>]

<URL>  Web URL
URL 50

URL
protocol://username:password@hostname:port/filename

o protocol HTTP HTTPS
o username:password

o hostname

o port

o filename

CLP <URL> URL

load -source http://imgserver.company.com/firmware/iloFWimage.bin
load -source http://john:abcl23@imgserver.company.com/firmware/ilo.bin

[< >] /mapl/firmware

iLO 2

e /systeml/logl (VAT L A2k vY)
e /mapl/logl (iLO 214> K 1Y)

iLO 1.70
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record:1 n n

number

severity

informational
unknown

noncritical

critical

date

time

description

. show /systeml/logl -
. show /map1/logl -ilO 2

e show /systeml/logl/recordn -

e show /mapl/logl/recordn -ilO 2
. delete /systeml/logl -
. delete /mapl/logl -ilO 2

p Class
/systeml/mapl/bladel

/map1/blade1/diagport

/map1/blade1/rack

/map1/blade1/rack1/

enclosure1

bay_name

bay_number

facility_power

48v

auto_power
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log_alerts /

autoselect /

speed /

fullduplex /

ipaddress / P

mask /

rack_name /

rack_sn

encl_name /

ser

encl_type

e set /mapl/bladel/bay_name=BayOne - BayOne

. show /mapl/bladel/diagportl/ipaddress - IP

. show /mapl/bladel/rackl/enclosurel(N)/encl_type - N
/system1/

bootconfig1

bootsourcel n n

° BootFmCd :bootsourcel
e BootFmFloppy :bootsource2
° BootFmDrive :bootsource3

° BootFmNetwork : bootsource4

° BootFmCd :bootsourcel

. BootFmFloppy :bootsource2

31



LED

° BootFmDrive :bootsource3
d BootFmUSBKey ::bootsource4

° BootFmNetwork : bootsource5

bootorder /

. set /systeml/bootconfigl/bootsource(n) bootorder=(num)

. show /system/bootconfigl -

e show /systeml/bootconfigl/bootsourcel - bootsourcel JEHIIEF

LED UID LED LED
start LED

stop LED

show LED

e show /systeml/ledl - LED

. start /systeml/ledl - LED

. stop /systeml/ledl - LED

iLO 1.60 CLI

iLO 1.60 uIlD CL
e uid- UID LED

e uid on-UID LED

e uid off-UIDLED

. show /systeml/ledl - LED
e start /systeml/ledl - LED
e stop /systeml/ledl - LED

CLp

/system1/led1
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oemhp_PresentPower

oemhp_AveragePower

24

oemhp_MaxPower

oemhp_MinPower

warning_type

warning_threshold

warning_duration

/systeml

name

number

oemhp_server_name

50
iLO 2

enabledstate

oemhp_powerreg

dynamic min max
os

processor_number

pstate_number

p-state

oemhp_pwrcap

Onboard Administrator
Insight Power Manager

oemhp_power_micro_ver
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. show /systeml

. show /systeml name

. set /systeml oemhp_powergov=auto

cpu

/systeml

/systeml/cpu<n>

speed

cachememory 1

cachememory?2

logical_processor<n>

CPU power state - CPU

show cpul/logical_processorl
/systeml/cpul/logical_processorl

Targets
Properties

Memory -

logical_processor<n>

current_pstate=1
pstate0_avg=0.0

pstatel_avg=100.0

pstate2_avg=0.0
pstate3_avg=0.0
pstate4_avg=0.0
pstate5_avg=0.0
pstate6_avg=0.0
pstate7_avg=0.0

/systeml/memory<n>

CPU

p-state

size

speed

location

Slot -

/systeml/slot<n>

type

cpu
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width

Firmware - ROM

/systeml/firmware

version ROM

date ROM

. show /systeml/cpul CPU 1
. show /systeml/memoryl 1
. show /systeml/slotl 1

. show /systeml/firmwarel ROM
/systeml/firmwarel

Targets

Properties
version=P56
date=01/05/2006

systeml/cpu systeml/memory systeml/slot

iLO 1.81

. start /systeml/oemhp vspl -
Cll

o nmi server - NMI

<ESC>+<(>
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Telnet

Telnet

iLO 2 iLO 2 Telnet iLO 2
Telnet Cu

Telnet
Telnet [ 1] - 1-1 ] [telnet ] [
/Telnet ]
1. [telnet ]
2. | /Telnet ]

Telnet

Telnet iLO 2
1. Telnet
2. IP DNS

Telnet

Telnet
1. Ctri+] Enter
2. Enter Ctri+] set crlf off

iLO 2 VT100+ 37

Telnet

Telnet
Telnet

<Ctrl>+<P>+<1> <Ctrl>+<P> Power
<1> ON

Telnet 36



<Ctrl>+<P>+<0> <Cirl>+<P> Power
<0> OFF
ACPI <Ctrl>+<P>+<6> <Cirl>+<P> Power
<b6> ACPI
ACPI
6
<Ctrl>+<P>+<!> <Ctrl>+<P> Power
<!>
uiD <Ctrl>+<U>+<1> <Ctrl>+<U> ulD
<1> ON
uiD <Ctrl>+<U>+<0> <Cirl>+<U> uib
<0> OFF
Telnet
Telnet
. Telnet SSH SSH / Telnet
Cl Telnet SSH
iLO 2 VT100+
iLO 2 VT100+
VT100+
° ENTER CR-LF
Sequence "¥r¥n'' = "¥r-"
. ASCI1 127 DEL Delete
DEL "¥e[3~"
o HOME END

sequence '"¥e[H" = HOME_KEY
sequence ""¥e[F" = END_KEY

. ALT+O ALT+[
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¥e0 ¥eD ¥?
¥010 ¥177 ALT+& ¥e&
¥e[A ALT+' ¥e'
¥e[B ALT+ ¥e(
¥e[C ALT+ ¥e)
¥e[D ALT+* ¥e*
ALT+A ¥eA ALT++ ¥e+
ALT+B ¥eB ALT+, ¥e,
ALT+C ¥eC ALT+- ¥e-
ALT+D ¥eD ALT+. ¥e.
ALT+E ¥eE ALT+/ ¥Ye/
ALT+F ¥eF ALT+: ¥e:
ALT+G ¥eG ALT+; ¥e;
ALT+H ¥eH ALT+< ¥e<
ALT+I ¥el ALT+= ¥e=
ALT+] ¥el ALT+> ¥e>
ALT+K ¥eK ALT+? ¥e?
ALT+L ¥el ALT+@ e@
ALT+M ¥eM ALTH{ Yel[¥?
ALT+N ¥eN ALT+¥ ¥e¥¥
ALT+O ¥eO¥? ALT+} ¥e)
ALT+P ¥eP ALT+N ¥e"
ALT+Q ¥eQ ALT+_ Ye_
ALT+R ¥eR ALT+ ¥e'
ALT+T ¥eT ALT+| Ye|
ALT+U ¥eU ALT+} ¥el
ALT+V ¥eV ALT+~ ¥e~
ALT+W ¥eW ALT+TAB ¥e¥t
ALT+X ¥eX ALT+BS ¥e¥010
ALT+Y ¥eY ALT+CR ¥e¥r
ALT+Z ¥eZ ALT+ESC ¥eYe¥?
ALT+a ¥ea ALT+F1 ¥e¥eOP
ALT+b ¥eb ALT+F2 ¥e¥eOQ
ALT+c ¥ec ALT+F3 ¥e¥eOR

Telnet
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ALT+d ¥ed ALT+F4 ¥e¥eOS
ALT+e ¥Yee ALT+F5 ¥e¥eOT
ALT+f ¥Yef ALT+F6 ¥e¥eOU
ALT+g ¥eg ALT+F7 ¥e¥eOV
ALT+h ¥eh ALT+F8 ¥e¥eOW
ALT+i ¥ei ALT+FO ¥e¥eOX
ALT+j ¥ej ALT+F10 ¥e¥eOY
ALT+k ¥ek ALT+F11 ¥e¥eOZ
ALT+I ¥el ALT+F12 ¥e¥eO[
ALT+m ¥em ALT+F5 ¥Ye¥e[15~
ALT+n ¥en ALT+F6 ¥e¥Ye[17~
ALT+0 ¥eo ALT+F7 Ye¥e[18~
ALT+p ¥ep ALT+F8 Ye¥e[19~
ALT+q ¥eq ALT+F9 ¥e¥e[20~
ALT+r Yer ALT+F10 Ye¥e[21~
ALT+s ¥es ALT+F11 Ye¥e[23~
ALT+t ¥et ALT+F12 Ye¥e[24~
ALT+u ¥eu ALT+HOME ¥e¥Ye[l~
ALT+v Yev ALT+INS Ye¥e[2~
ALT+w ew ALT+DEL ¥e¥e[3~
ALT+x ¥ex ALT+END YeYe[4~
ALT+y Yey ALT+PGUP ¥e¥Ye[5~
ALT+z Yez ALT+PGDN Ye¥e[6~
ALT+ ¥e¥040 ALT+HOME ¥eYe[H
ALT+! ¥el ALT+END ¥e¥elF
ALT+" ¥e¥" ALT+ ¥e¥elA
ALT+# Ye# ALT+ ¥eYe[B
ALT+$ ¥e$ ALT+ ¥e¥e[C
ALT+% ¥e% ALT+ ¥e¥e[D

Telnet
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F

VT100+

F1 ¥eOP

F2 ¥eOQ

F3 ¥eOR

F4 ¥eOS

F5 ¥eOT

F6 ¥eOU

F7 ¥eOV

F8 ¥eOW

F9 ¥eOX

F10 ¥eOY

F11 eOZ

F12 ¥eO|
Linux

F5 ¥e[15~

Fé Ye[17~

F7 Ye[18~

F8 ¥e[19~

Fo ¥e[20~

F10 Ye[21~

F11 Ye[23~

F12 Ye[24~

HOME Ye[1~

INSERT Ye[2~

DELETE Ye[3~

END Ye[4~

PG_UP ¥e[5~

PG_DOWN Ye[6~

Telnet
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Secure Shell

SSH

SSH

iLO 2
e SSH

e  PuTTY 0.54
PuTTY

e OpenSSH

DSA

iLO 2

iLO 2

0.54

iLO 2

SSH

SSH

SSH

Telnet
Telnet
Enter
SSH
SSH
1024 RSA DSA
iLO 2
2 SSH-2

iLO 2

SSH

ssh-dsa  ssh-rsa

3descbc aes128-cbc

hmac-shal hmac-md5

ssh-dss ssh-rsa

Diffie-hellman-group1-shal

/ Password
2
3
SSH 22

0.54

25

2

SSH
SSH
2
PuTTY
iLO 2

RSA
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Secure Shell

SSH

SSH
SSH iLO 2
1. SSH
2. IP DNS
OpenSSH
Linux OpenSSH
ssh -1 < > <|IP >/<DNS >
PuTTY
. PuTTY PuTTY PuTTY
. PuTTY
o host
putty.exe [-ssh | -telnet | -rlogin | -raw] [user@]host
o Telnet
putty.exe telnet://host[:port]/
o sessionname
putty.exe -load ''session name"
SSH HP SIM  SSH LOM HP SIM
CLP
HP SIM LOM
HP SIM
HP SIM
HP SIM SSH
HP SIM LOM SSH
iLO 2
HP SIM iLO 2 SSH
Web GUl mxagentconfig
SSH SSH SSH
SSH 41
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TDEF

HP SIM

[ Systems Insight Manager

HPSIM  SSH iLO 2

S| v M- WM. Bogv BWe Lfi-be 22809+ Adwase ALy
LATLIW > LR 7 |
MR- o
hAML Y=al » RSP AX.. =]
0t »| WP PabeetdO | TEALAHD
b oy e min w1 TR [T e gt 2 SN
% e ol T T -
[ EER | - ook . EmodfEH  UATL Uk
- WEOIRE B - B 2ZoNESIT R A7
" N
it 2 2oabRisT kA
AT LGB
me nasedn, EE TR
T AT L . TRUDAFLONT o fnby Lt b
o TATIA ] = FATOHA b ORT = Frolisntt) =) iR D TELL D7 = LD TOEWR
* DAAL AT BRI UAMEITER o DAL - LT - LERIT T - T E B RS
B327h - DIFR - WECEBELUD LS
={tz‘f s * ZMOLATLERRI VAL PADRTER o SOOI ADTIVADES TICES T AR IhIE
i 32 3  [BTEDLAT LTED - T IENIIT S0, EISBOUR
B a1IR AT L . LATLOBEERTTHALUAMKTERA " Bnonn e Oy TN ERHTENERITLIO0. REHCBOUR
Brstmidria o ERRASAT 22 P
B=toy-ii
B 1P BladeSystem
=;tw-—*j’/;lﬂ.\ SR
TATOT9Y = HP Systems sl Manage  ODHET 3370 BISE S TS TR
B4 < THLO-Tr nEerEd. S e | HP Storage Essentials
B4 <Toisir7at = HP OperiviewBlGEEHP Systems bright Mansger(DRHRETIHIS ST
B¥~tmFat s 7 1T TR TR T, L LUITRARSIF N
e e ]  Prolisnt Exsertisls /3 e P00 TR S EEE T, s ] |
B < TOFRIO Y = ntepiy Essertintsl =24 TRLARIDI SN TEE T RuS
0 -2 Tdhvirual Connect | o Prolint SETE regrty Essenials SRR IS0 FINTRE S, aamTo
@ AT 4R AT La » BESEORES LD 1 FEDCO O THRUGIDS LN TEET, T
gd'ﬂ/‘-?-r)ﬂ' DAFLE * HP Systems inaignt Manager o4 VTN R, AR, 2
" ZLeaBa SO & _'l_l DR S e R G PO T o |
Mxagentconfig ~ HP SIM SSH
Mxagentconfig iLO 2 SSH
iLO 2 SSH

PulTY

PuTTY

SSH

-——— BEGIN SSH2 PUBLIC KEY ---—-
Comment:"Administrator"

iLo 2

AAAAB3NzaClyc2EAAAABJIQAAAIBOXOwWVO9i tQB1llo+tHNY3VvmsGgwghCyLOVzJl
3A9F5yzK j+RXJIVPX0GUsAhmIwF8PBQOWVS5EORUmMM6gNOaPyvAMJICG/ 10PW7Fhacl
VLt8i5F3Lossw+/LWa+6H0dal3TF2vq3ZoYFUT4esC6YbAACM7KLUGWXF5XMNR2E

Foup3w==
--—— END SSH2 PUBLIC KEY ----
iLO 2 1 PuTTY Key Generator puttygen.exe
iLO 2 SSH
PuTTY  SSH iLO 2

1. [PuTTY Key Generator]

2. [SSH-2 RSA] [Generate]

CLP

PuTTY

Secure Shell
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Z PulTY Key Generator
File Key Conversions Help

Key
Bublic key for pasting into OpenSSH authorzed_keys file:

sshran
MMEM:&CW:EEMMWNEHanﬂEQS?ﬁhbSaIEEIOBEnerMSSTJ

L7inVirpiz S /AcFXIbchdg o SM5U Loy b B0 Y DPma0 Y 4 X 40zpGJ T 7hqsb TINU /b L4
UVsghD+5PsLidRXhheh TmONaB Sy 28vaoaF BReAdeviLvOephe DG P S0P Z+ 2948=
rea-dey-20050511 .
Key fingemnrt |sshrsa 1024 1b:e2.80ef £5:88.5d 24 56:25.75da . 7d:58:0823 |
Key comment: == key-20050511 |
Keypassphrase: | |
Confirm passphrase: | : |
Actions
e et e
[C i S i e
Save the generated key | Savepubickey || Savepivatekey |
Parameters
Type of keyto generste:
) S5H-1 (RSA) {#)SSH-2 RSA () SSH-2 DSA
Mumber of bits in a generated key:
3. iLO 2

o

PuTTY Key Generator
[Save private key] c:¥bchan.ppk

o

[ 11 1
c:¥bchan.pub

[ Untitled - Notepad

File Edit Format ‘iew Help

ssh-rsa
AAAAB3NzaclyEZEAAAABJQAAAIEAnchDDSqS?fsNpsalzszf3c969a
aLrdaessTIL7invirp _Tzsfothrquxkzmsu U+ CcyNjeQ/ YkfDPmd
ﬂvdxdxszJT?EqSJbT NU/sbuduv+gbD+ SPsUdRXhhdxTmONa&Sy2 8v
zoaFBRcAdcviLTvacpheOxjPBOPZ+Z91j8= Barnett

9. ilo2

10. [SSH ] [ ]

Mm. [ ] SSH
12. PUTTY

Secure Shell



13. [SSH] [Auth]

14. [Browse]
15. iLO 2

IP

[Open]

&% PuTTY Configuration

iLO 2

ssh-keygen

Calegory: _
= Session | Options controling SSH authentication |
: Logging e e
=} Temninal
e ebosd | | LJAtemst TIS or CoptoCard auth (5SH1)
el [¥] Attempt "keyboardinteractive” auth (SSH2)
£ Features Authentication paremeters
= Window (] Allow ;
;iﬁ::iw [] Alow attempted changes of ysemame in SSH2
 Translation Private key file for authentication:
: SE‘-IE-CU-CH'I |CZ"MH'|.F';H |1 Bm_“rse___
“— Colours
(=~ Connection
Prosy
: Telnet
- Rlogin
=-5SH
Auth
“ Bugs
About | [ Cancel ]
16. iLO 2
iLO 2
iLO 2
ssh-keygen SSH key.pub
1. key.pub
2. [

XXX_some text_xxx ASmith

SSH

PuTTY
ssh-dss ssh-rsa
iLO 2
iLO 2
Secure Shell
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iLO 2

Lights-Out Contiguration Utility

Lights-Out CPQLOCFG.EXE
iLO 2 Microsoft® Windows® RIBCL CPQLOCFG
iLO 2
ID CPQLOCFG HP SIM
HP  Web http://h50222.www5.hp.com/support/DUMILO2/drivers/?lang=ja&cc=jp
iLO 1.93 iLO 2 1.00 CPQLOCFG.EXE 2.27
HP SIM  ilO 2 Lights-Out RIBCL
iLO 2 iLO 2 iLO 2
RIBCL
Lights-Out iLo 2 RIBCL HP SIM
Lights-Out
2
. C:¥PROGRAM
FILES¥INSIGHT MANAGER¥HP¥SYSTEMS
. XML
Lights-Out

Syntax error:expected X but found Y
Syntax error: expected USER_LOGIN=userlogin butfound USER_NAME=username.

RIBCL 70

XML

iLO 2 XML iLO 2
MOD_SNMP_IM_SETTINGS
CIM_SECURITY_MASK

iLO 2 Web
https://<iloaddress>/xmldata?item=all

<?xml version="1.0"?>
<RIMP>

<HSI>
<SBSN>0004PBM158</SBSN>

iLO 2 46


http://h50222.www5.hp.com/support/DUMILO2/drivers/?lang=ja&cc=jp

<SPN>ProLiant DL380 G5</SPN>
<UUID>1226570004PBM158</UUID>
<SP>1</SP>

</HSI>

<MP>
<ST>1</ST>
<PN>Integrated Lights-Out 2 (iLO 2)</PN>
<FWRI>1.10</FWRI>
<HWRI>ASIC:5</HWRI>
<SN>1L0O0004PBM158</SN>
<UUID>1L01226570004PBM158</UUID>

</MP>
</RIMP>
iLO 2 HP SIM

1. HPSIM
2. [ ]
3. 1 1 [ 1
4, [ ]

7 5
5. [ 1 "RIB Cards"

[ ]
[ ] [ ]
[ ] [ /]
"Mgmt Processors"

9. [ 11 1 "HP Integrated

Lights-Out 2"
10. [ ] [ ]
1. [ 1 [OK]
12 [ 1] [ ]
13.
14. [ 1

HP SIM

RIBCL Lights-Out iLO 2

iLO 2 47



3. 1 1 [ 1

[ /]
4, Lights-Out CPQLOCFG.EXE

C:¥ C:¥cpgloctg.exe

5. HP SIM Lights-Out

-F - RIBCL

-V - verbose

RIBCL C¥

-F C:¥MANAGEUSERS.xml -V

-L DNS P
CPQLOCFG

6 [Next]

"Mgmt Processors"

[ 1] [ ]
10. [OK]
[ 1
M. [ ]

12, [ ]
Lights-Out

Lights-Out RIBCL

iLO 2

REM Updating the HP Integrated Lights-Out 2 board

REM Repeat line for each board to be updated

REM

CPQLOCFG -S RIB1 -F C:¥.._SCRIPT.XML -L RIB1LOG.TXT -V
CPQLOCFG -S RIB2 -F C:¥.._SCRIPT.XML -L RIB2LOG.TXT -V
CPQLOCFG -S RIB3 -F C:¥.._SCRIPT.XML -L RIB3LOG.TXT -V

iLO 2 48



RIBNLOG -S RIBN -F C:¥_._SCRIPT_XML -L LOGFILE.TXT -V

Lights-Out
Lights-Out
e -S iLO 2 DNS
IP
HP SIM HP SIM CPQLOCFG.EXE
iLO 2
. -F RIBCL
iLO 2
- U -p
Lights-Out PATH
Lights-Out
-L -V IT
) -L DNS
IP CPQLOCFG
HP SIM
RIBCL
-L DNS IP
CPQLOCFG
. -V verbose
Insight Insight
GET
e -t namevaluepairs namevaluepairs % %
namevaluepairs ,
<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="%user%" PASSWORD=""%password%'>
<USER_INFO MODE="‘read'>
<GET_ALL_USERS />
</USER_INFO>
</LOGIN>
</RIBCL>
Cpglocfg -f filename -s serverip -t user=Admin,password=pass
iLO 2 49



XML

nn XML
25 48
Web
<RIBCL VERSION="2.0"">

<LOGIN USER_LOGIN="adminname' PASSWORD="'password''>
<RIB_INFO MODE="write'>

<MOD_SNMP_IM_SETTINGS>
<WEB_AGENT_IP_ADDRESS value=%WebAgent%/>

</MOD_SNMP_IM_SETTINGS>
</RIB_INFO>
</LOGIN>
</RIBCL>

cpqlocfg -s <ilLO-ip-name> -f mod_snmp_im_settings.xml -t
WebAgent=""Your_Value_Here""

RIBCL 70
HP Web http://www.hp.com/servers/lights-out [Best Practices]

iLO 2

XML
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Perl

XML Perl

cpglocfg.exe

Windows® Perl XML
Lights-Out Perl cpqlocfg.exe
Perl Lights-Out XML
Perl ID Lights-Out
XML Perl HP Web http://www.hp.com/servers/lights-out

[Best Practices)

XML

iLO XML iLO 2
XML

<INFORM>Scripting utility should be updated to the latest
version.</INFORM>

cpglocig
cpglocfg.exe 2.26
cpqlocfg.exe Perl iLo 2
XML <LOCFG version="2.21"> ilO 2
Perl XML
Perl <?xml version="1.0"7?>

XML XML

<RIBCL version="2.0"> HP Perl

XML

e Perl

# Open the SSL connection and the input file
my $client = new 10::Socket::SSL->new(PeerAddr => $host);
open(F, "<$Ffile™) || die "Can"t open $file¥n";

# Send the XML header and begin processing the file

print $client "<?xml version="1.0"?>"_ "¥r¥n";
#Send tag to iLO Ffirmware to insure properly formatted XML is returned.

print $client '<LOCFG version="2.21">' ."¥r¥n";

e XML

Perl 51
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SSL

Perl

<V—u KFOTEEMLUTELL EXFHESNIEXMUE AR END K ICRETEET, -—>
<LOCFG version="2.21"/>
<RIBCL version="2.0">

<LOGIN USER_LOGIN=""Adminname' PASSWORD = "‘password'>

<I--

XMLAZ U7 R& 2 ZIZHEA

-——>
</LOGIN>
</RIBCL>
</LOCFG>
HTTPS 443 SSL
use Socket;
use Net::SSlLeay qw(die_now die_if_ssl_error);
Net::SSLeay::load_error_strings(Q);
Net::SSLeay::SSLeay add_ssl_algorithms();
Net::SSLeay: :randomize();
#

# opens an ssl connection to port 443 of the passed host

#

sub openSSLconnection($)

{

my $host = shift;
my ($ctx, $ssl, $sin, $ip, $nip);

if (not $ip = inet_aton($host))

{

print "$host is a DNS Name, performing lookup¥n" if $debug;

$ip = gethostbyname($host) or die "ERROR:Host $hostname not
found.¥n";

}

$nip = inet_ntoa($ip);
print STDERR "Connecting to $nip:443¥n";

$sin

sockaddr_in(443, $ip);

socket (S, &AF_INET, &SOCK_STREAM, 0) or die "ERROR: socket: $!";
connect (S, $sin) or die "connect: $!";

$ctx

Net::SSLeay: :CTX_new() or die_now("'ERROR:Failed to create

SSL_CTX $! "™);
Net::SSLeay::CTX_set options($ctx, &Net::SSLeay::O0P_ALL);
die_if_ssl_error(""ERROR:ssl ctx set options™);

$ssl
$1');

Net: :SSLeay: :new($ctx) or die_now("ERROR:Failed to create SSL

Perl
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Net::SSLeay: :set_Td($ssl, Fileno(S));

Net: :SSLeay: :connect($ssl) and die_if_ssl_error(""ERROR:ssl connect™);
print STDERR "SSL Connected ~;

print "Using Cipher: " .. . " _ Net::SSLeay::get_cipher($ssl) if $debug;
print STDERR "'¥n¥n";

return $ssl;

XML

XML
HTTPS Web XML

# usage:sendscript(host, script)
# sends the xmlscript script to host, returns reply
sub sendscript($$)

{
my $host = shift;
my $script = shift;
my ($ssl, $reply, $lastreply, $res, $n);

$ssl = openSSLconnection($host);

# write header
$n = Net::SSLeay::ssl_write_all($ssl, "<?xml version="1.0"7?>"_"¥r¥n");
rint "Wrote $n¥n" if $debug;

# write script

$n = Net::SSLeay::ssl _write_all($ssl, $script);
print "Wrote $n¥n$script¥n” if $debug;

$reply = "
$Slastreply

READLOOP:

while(l)

{
$n++;
$reply .= $lastreply;
$lastreply = Net::SSLeay::read($ssl);
die_if_ssl_error("ERROR:ssl read™);
if($lastreply eq ")
{

sleep(2); # wait 2 sec for more text.

Perl



Perl

XML

$lastreply = Net::SSLeay::read($ssl);

last READLOOP if($lastreply eq "");

Perl
Perl

}

}

sleep(2); # wait 2 sec for more text.
$lastreply = Net::SSLeay::read($ssl);

last READLOOP if($lastreply eq "™");

}

print "READ:$lastreply¥n” if $debug;
if($lastreply =— m/STATUS="(OX[0-9A-F]+)" [¥s]+MESSAGE=
"R ST/ ST (([¥s] ] - ) *?)<¥/RIBCL>Y)
{

if($1 eq "0x0000")

{

print STDERR "'$3¥n" if $3;

¥

else

{
print STDERR "ERROR: STATUS: $1, MESSAGE: $2¥n";
}
}

$reply .= $lastreply;
closeSSLconnection($ssl);

return $reply;

XML XML

Perl

Perl

XML

1 XML 1 RIBCL
XML

Perl

XML
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*11S

Web

Web
Web Range HTTP 1.1
Web DAV
DAV Content-Range Web DAV
CGl Web HTTP
SSL
Web SSL
Microsoff® IIS 5.0 *
Apache
Apache/Win32
DAV Content-Range CGl
Web
UsB CD/DVD-ROM
iLO 2
ilO 2  CPQLOCFG XML HPONCFG XML
SmartStart Scripting Toolkit VFLOP HPLOVM
XML
iLO 2 Web
iLO 2 Web
USB
HPLOVM.EXE
HPLOVM  SmartStart Scripting Toolkit
VFLOP.exe
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SSH

HPLOVM [-device <floppy | cdrom>] [-insert <url>] [-eject] [-wp <y | n>]
[-boot <once | always | never>] [-mgmt <ilo | riloe>] [-ver] [-?]

[-device <floppy | cdrom>]

[-insert <url>]

[-eject]

vm
vm floppy insert http://<7 RURA>/<A A—T %4>

A I boot_once boot_always no_boot
USB

vm Floppy set connect

vm Floppy get

VM Applet = Disconnected
Boot Option = BOOT_ONCE
Write Protect = Yes

Image Inserted = Connected

/USB CD-ROM iLO 2

[-wp <y | n>] /USB
CD-ROM
[-boot <once | always |
never>]
[-mgmt <ilo | riloe>] LOVM
RILOE
VFLOP.EXE
iLO 2

[-ver] HPLOVM
[-7]

Linux

SSH iLO 2 Linux SSH Windows®

Proliant USB

Disconnected

PuTTY

vm Floppy set <#
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/USB vm Floppy set disconnect vm Floppy eject

CD-ROM floppy
/USB CD-ROM URL
CD-ROM .iso
rawrite iLO 2
Linux
1. Ismod
o usbcore

(e]

usb-storage

o usb-ohci
o sd_mod
modprobe <& = —/L>
2.
o mount /dev/sda /mnt/floppy -t vfat-
o mount /dev/sdal /mnt/keydrive - USB
o mount /dev/cdroml /mnt/cdrom - CD-ROM Red Hat
ROM /dev/cdrom
o mount /dev/scd0 /mnt/cdrom - CD-ROM  SuSE
iLO 2 UNIX® dd DOS
rawrite CPQIMAGE
CD-ROM ISO-9660
CD-ROM
ISO-9660 CD-ROM ISO-9660
Perl Web
iLO 2
. file URL
°  range 16
. data 16
file
||“/,||
URL

cdrom

CD-

CDROM

CGl
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#1/usr/bin/perl

use CGI;
use Fcntl;

#

# STV T 4y I AR LUTEET L7 MDD
#AA—Y 774’/&@%%/\@@]1/&’9‘

my ($prefix) =

my ($start, $end $Ien $decode);

# COlT— X HHUGLET,

my $g = new CGI1();

# BEREND T 7 ANVERELET,
my $Ffile = $g->param("file™);

# A MEZPFFLET,
$range = $g->param("range”);

# T HAERELET,

my $data = $qg->param(“data®);
#

# 7 ANLEHEDRLOICEELET,
#

$file = $prefix . "/ . $file;

#

# A MEETa—RLET,

#

if ($range =~ m/([0-9A-Fa-f]+)-([0-9A-Fa-f]+)/) {
$start = hex($1);

$end hex($2);

$len = $end - $start + 1;

T—H T a—RLET (KXFO16HEH) ,

HTH B W

$decode = pack('H*'", $data);

#

# X—7 v b T4V EROT—XE AT LET,
#

sysopen(F, $Ffile, O_RDWR);

binmode(F);

sysseek(F, $start, SEEK_SET);
syswrite(F, $decode, $len);

close(F);
1N 1N Internet
Information Services IS Manager Web
1. ISO-9660 CD-ROM IS
a. Web
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b. IS MIME
.img MIME IS manager
Web [ ] [HTTP ]
[MIME 1 MIME

.img - application/octet-stream

.iso - application/octet-stream

2. IS /
Perl
Web
c [ 1]
[IS manager
d [ 10 ]
e. Perl
[ ] Perl pl c: ¥perl¥bin¥perl.exe

""%s" %s GET,HEAD,POST

f.  Web Service Extensions Perl
[Web Service Extensions] [Perl CGI Extension] [Allowed]

XML insert

<INSERT_VIRTUAL_MEDIA DEVICE="device"
IMAGE_URL=""http://servername/path/to/file"/>

e device FLOPPY CDROM
. IMAGE_URL CD_ROM http https URL
URL protocol ://user:password@servername:port/path,helper-script
. protocol http https
e user:password http
e servername Web IP
e port Web
. <NRL>
e  helper-script IS Web
Perl CGl
#1/usr/bin/perl
use CGI;
use Fcntl;
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#

# TV T 4w AEBALTEET L7 MU DD

# BEEXHLTCWAEA A=Y T A NVOEF~BEILET,
#

my ($prefix) = "c:/inetpub/wwwroot";

my ($start, $end, $len, $decode);

my $g = new CGI1Q); # Get CGI data

my $Ffile = $g->param(“file"); # File to be written
my $range = $g->param(“range”); # Byte range to be written
my $data = $g->param(“data®); # Data to be written

#

# 77 ANALEELL~—YLET,

#

$file = $prefix . "/ . $file;

#

# A MEETa—RLET,

#

if ($range =~ m/([0-9A-Fa-f]+)-([0-9A-Fa-f]+)/) {

$start = hex($1);

$end = hex($2);
$len = $end - $start + 1;
}
#
# 7T—HETa—RRLET (RIXFOLI61EH)
#
$decode = pack('H*", $data);
#
# A=y N TrANMIEROT =2 ATILET,
#
sysopen(F, $file, O_RDWR);
binmode(F);

sysseek(F, $start, SEEK_SET);
syswrite(F, $decode, $len);
close(F);

print "Content-Length:0¥r¥n";
print "¥r¥n";
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HPONCFG Online Contiguration

HPONCFG

HPONCFG Windows®

HPON

HPON

iLO ilO 2 RILOE Il
Administrator root

HPONCFG
Windows

CFG

Windows

o Windows Server® 2003

o  Windows Server® 2008
RedHat Linux

o Red Hat Linux Enterprise Linux 3
o Red Hat Linux Enterprise Linux 4
o Red Hat Linux Enterprise Linux 5
SUSE Linux

o SUSE Linux Enterprise Server 9
o SUSE Linux Enterprise Server 10
o SUSE Linux Enterprise Server 11

CFG

Windows - iLO
SmartStart
HPONCFG
HP
Web http://h20000.www?2.hp.com/bizsupport/TechSupport/Softwarelndex.jsp?lang=en&cc=us&
prodNameld=1135772&prodTypeld=18964&prodSeriesld=1146658&swlang=8&taskld=135&swEnvOID=1005#
113213

Linux

- iLo hpilo
hp-health rom SmartStart

HP Web

hitp://h20000.www?2.hp.com/bizsupport/TechSupport/DriverDownload.jsp?prodNameld=11357728&lang=en&
cc=us&taskld=135&prodTypeld=18964&prodSeriesld=1146658
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http://h20000.www2.hp.com/bizsupport/TechSupport/SoftwareIndex.jsp?lang=en&cc=us&prodNameId=1135772&prodTypeId=18964&prodSeriesId=1146658&swLang=8&taskId=135&swEnvOID=1005#113213
http://h20000.www2.hp.com/bizsupport/TechSupport/SoftwareIndex.jsp?lang=en&cc=us&prodNameId=1135772&prodTypeId=18964&prodSeriesId=1146658&swLang=8&taskId=135&swEnvOID=1005#113213
http://h20000.www2.hp.com/bizsupport/TechSupport/SoftwareIndex.jsp?lang=en&cc=us&prodNameId=1135772&prodTypeId=18964&prodSeriesId=1146658&swLang=8&taskId=135&swEnvOID=1005#113213
http://h20000.www2.hp.com/bizsupport/TechSupport/DriverDownload.jsp?prodNameId=1135772&lang=en&cc=us&taskId=135&prodTypeId=18964&prodSeriesId=1146658
http://h20000.www2.hp.com/bizsupport/TechSupport/DriverDownload.jsp?prodNameId=1135772&lang=en&cc=us&taskId=135&prodTypeId=18964&prodSeriesId=1146658

HPONCFG

HPONCFG Windows® Linux
Windows® Smart

Linux RPM HPONCFG
Proliant Support Pack

Windows
HPONCFG  Proliant Support Pack HPONCFG
HPONCFG %Program filesh¥
HP¥hponctfg
Linux
HPONCFG  Proliant Support Pack Linux

HPONCFG rom  HP Web hitp://h20000.www?2.hp.com/bizsupport/TechSupport/DriverDownload.
isp?prodNameld=11357728&lang=en&cc=us&taskld=135&prodClassld=-1&prodTypeld=18964&prodSeriesld=1146658

rpm
Red Hat Enterprise Linux ~ hponcfg rpm

rpm -ivh hponcfg-1.9.0-3.1inux.rpm
hponcfg RPM

HPONCFG
rpm —e hponcfg
hponcfg rom iLO RILOE Il HP-ilo hprsm  rpm
hp-health rpm
/sbin HPONCFG
HPONCFG 61
HPONCFG RIBCL XML

HPONCFG
HP Web http://h20000.www?2.
hp.com/bizsupport/TechSupport/Softwarelndex.jsp?lang=en&cc=us&prodNameld=1135772&prodTypeld=18964&pr
odSeriesld=11466588&swlang=8&taskld=135&swEnvOID=1005#113213

iLO ilO 2 RILOE I XML USER_LOGIN PASSWORD
LOGIN

HPONCFG Administrator
Windows® root Linux
HPONCFG
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http://h20000.www2.hp.com/bizsupport/TechSupport/DriverDownload.jsp?prodNameId=1135772&lang=en&cc=us&taskId=135&prodClassId=-1&prodTypeId=18964&prodSeriesId=1146658
http://h20000.www2.hp.com/bizsupport/TechSupport/DriverDownload.jsp?prodNameId=1135772&lang=en&cc=us&taskId=135&prodClassId=-1&prodTypeId=18964&prodSeriesId=1146658
http://h20000.www2.hp.com/bizsupport/TechSupport/SoftwareIndex.jsp?lang=en&cc=us&prodNameId=1135772&prodTypeId=18964&prodSeriesId=1146658&swLang=8&taskId=135&swEnvOID=1005#113213
http://h20000.www2.hp.com/bizsupport/TechSupport/SoftwareIndex.jsp?lang=en&cc=us&prodNameId=1135772&prodTypeId=18964&prodSeriesId=1146658&swLang=8&taskId=135&swEnvOID=1005#113213
http://h20000.www2.hp.com/bizsupport/TechSupport/SoftwareIndex.jsp?lang=en&cc=us&prodNameId=1135772&prodTypeId=18964&prodSeriesId=1146658&swLang=8&taskId=135&swEnvOID=1005#113213

HPONCFG

HPONCFG
. /help ?-
e /reset - RILOE Il iLO iLO 2
. /b <filename> - RILOE Il ilO iLO 2 “filename" XML
. /i <filename> - RILOE Il iLO iLO 2 XML
. /w <filename> - RILOE II ilO iLO 2 “filename" XML
. /| <filename> - "filename"
e /s <namevaluepairs> /substitute <namevaluepairs> - <namevaluepairs>
. /get_hostinfo -
o /m - RIBCL
HPONCFG HPONCFG
. /mouse -
dualcursor mouse
allusers
Windows®
e /display - Windows®
Windows® / Linux
HPONCFG
HPONCFG /f add_user.xml /1 log.txt > output.txt
Windows HPONCFG
HPONCFG Windows® [ ]
[ ] "cmd" cmd.exe
HPONCFG HPONCFG
XML XML RIBCL
70 HPONCFG HPONCFG

HPONCFG [ /help | /?] /m firmwarelevel | /reset [/m firmwarelevel]

| /f Filename [/1 filename] [/s namevaluepairs]
[/xmlverbose or /v] [/m firmwarelevel]
| /i [/1 filename] [/s namevaluepairs]
[/xmlverbose or /v] [/m Firmwarelevel]
| /7w filename [/m Firmwarelevel]
| Z7get_hostinfo [/m Ffirmwarelevel]
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Linux

| /mouse [/dualcursor][/allusers] ]

HPONCFG

HPONCFG
HPONCFG
HPONCFG
hponcfg -?
hponcfg -h

iLO 2

hponcfg -m minFw

hponcfg -r [-m minFw ]

hponcfg -w filename [-m minFw]
hponcfg -g [-m minFw]

63

hponcfg -f Filename [-1 filename][-s namevaluepairs][-v]l [-m minFw]
hponcfg -i [-1 filename] [-s namevaluepairs] [-v] [-m minFw]

HPONCFG

HPONCFG

HPONCFG /w config.xml

<l-- HPONCFG VERSION = "1.2" -->
<l-- Generated 07/06/05 09:06:51 -->
<RIBCL VERSION="2.1">

63

RILOE I

<LOGIN USER_LOGIN=""Administrator' PASSWORD="password'>

<DIR_INFO MODE="write">

<MOD_DIR_CONFIG>
<DIR_AUTHENTICATION_ENABLED VALUE = "N"/>
<DIR_LOCAL_USER_ACCT VALUE = "Y"/>

<DIR_SERVER_ADDRESS VALUE = **'/>
<DIR_SERVER_PORT VALUE = "636"/>
<DIR_OBJECT DN VALUE = " "'/>

<DIR_OBJECT_PASSWORD VALUE = ""/>
<DIR_USER_CONTEXT_1 VALUE = ""'/>
<DIR_USER_CONTEXT_2 VALUE = ""'/>
<DIR_USER_CONTEXT_3 VALUE = ""'/>

</MOD_DIR_CONFIG>
</DIR_INFO>

<RIB_INFO MODE="write">
<MOD_NETWORK_SETTINGS>
<SPEED_AUTOSELECT VALUE = *Y"/>
<NIC_SPEED VALUE = "100"/>
<FULL_DUPLEX VALUE = "Y"/>
<DHCP_ENABLE VALUE = "Y"/>
<DHCP_GATEWAY VALUE = "'Y"/>
<DHCP_DNS_SERVER VALUE = "Y'/>
<DHCP_STATIC_ROUTE VALUE = "Y"/>

HPONCEFG Online Configuration
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XML

<DHCP_WINS_SERVER VALUE = "Y' />
<REG_WINS_SERVER VALUE = "N"/>

<IP_ADDRESS VALUE = "16.100.241.229"/>
<SUBNET_MASK VALUE = "255.255.252.0"/>
<GATEWAY_IP_ADDRESS VALUE = "16.100.240.1"/>
<DNS_NAME VALUE = "1L0D234KJ44D002"/>
<DOMAIN_NAME VALUE = "americas.cpqcorp.net"/>
<PRIM_DNS_SERVER value = "16.81.3.242"/>
<SEC_DNS_SERVER value = "0.0.0.0"/>
<TER_DNS_SERVER value = "0.0.0.0"/>
<PRIM_WINS_SERVER value = "16.81.3.247"/>

<SEC_WINS_SERVER value = "0.0.0.0"/>

<STATIC_ROUTE_1 DEST = "0.0.0.0" GATEWAY = "0.0.0.0"/>
<STATIC_ROUTE_2 DEST = "0.0.0.0" GATEWAY = "0.0.0.0"/>
<STATIC_ROUTE_3 DEST = "0.0.0.0" GATEWAY = "0.0.0.0"/>

</MOD_NETWORK_SETTINGS>
<USER_INFO MODE="write">
<ADD_USER

USER_NAME = "‘Usernamel™
USER_LOGIN = "User1l"

PASSWORD = "‘%user_password%'>
<ADMIN_PRIV value = "N"/>
<REMOTE_CONS_PRIV value = "Y"/>
<RESET_SERVER_PRIV value = "N"/>
<VIRTUAL_MEDIA_PRIV value = "N"/>
<CONFIG_ILO_PRIV value = "N"/>
</ADD_USER>
</USER_INFO>
</LOGIN>
</RIBCL>

XML

get_global _xml
<I-- Sample file for Get Global command -->
<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN="x" PASSWORD="x"">

<RIB_INFO MODE="read">
<GET_GLOBAL_SETTINGS />

</RIB_INFO>
</LOGIN>
</RIBCL>

get_global .xml
HPONCFG /f get_global.xml /1 log.txt > output.txt

log.txt
<GET_GLOBAL_SETTINGS>
<SESSION_TIMEOUT VALUE="15"/>
<ILO_FUNCT_ENABLED VALUE="Y"/>
<F8_PROMPT_ENABLED VALUE="Y"/>

HPONCEFG Online Configuration
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<F8_LOGIN_REQUIRED VALUE="N"/>

<TELNET_ENABLE VALUE="N"/>

<PASSTHROUGH_CONFIG VALUE="1"/>

<HTTPS_PORT VALUE="443"/>

<HTTP_PORT VALUE="80"/>

<REMOTE_CONSOLE_PORT VALUE="23"/>

<TERMINAL_SERVICES_PORT VALUE="3389"/>

<VIRTUAL_MEDIA_PORT VALUE="17988"/>

<SSH_PORT VALUE="22"/>

<SSH_STATUS VALUE="Y"/>

<SERIAL_CLI_STATUS VALUE="Enabled-Authentication Required"/>
<SERIAL_CLI_SPEED VALUE="9600"/>

<MIN_PASSWORD VALUE="8"/>

<AUTHENTICATION_FAILURE_LOGGING VALUE="Enabled-every 3rd failure'/>
<REMOTE_KEYBOARD_MODEL VALUE="US"/>

<RBSU_POST_IP VALUE="Y"/>

<HIGH_PERFORMANCE_MOUSE VALUE="'Automatic'>
<REMOTE_CONSOLE_ACQUIRE VALUE="N"/>

</GET_GLOBAL_SETTINGS>

HPONCFG /f add_user.xml /1 log.txt

<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN="x" PASSWORD="'x"">
<USER_INFO MODE="'write'>

<ADD_USER
USER_NAME=""Landy9"
USER_LOGIN=""mandy8"
PASSWORD=""floppyshoes"'>
<ADMIN_PRIV value ="No"/>
<REMOTE_CONS_PRIV value ="Yes"/>
<RESET_SERVER_PRIV value ="No'/>
<VIRTUAL_MEDIA_PRIV value ="No"/>
<CONFIG_ILO_PRIV value="Yes"/>

</ADD_USER>

</USER_INFO>
</LOGIN>
</RIBCL>

HPONCEFG Online Configuration
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HPONCFG 1.2 XML RIBCL HPONCFG

XML
2 %
%username%  %loginname% %password%
<I-- Add user with minimal privileges to test default setting of
assigned privileges to "N* -->
<RIBCL version="1.2">
<LOGIN USER_LOGIN="x" PASSWORD="'x"">

<USER_INFO MODE="write'>

<ADD_USER USER_NAME="%username%' USER_LOGIN=""%loginname%""
PASSWORD=""%password%"">

<RESET_SERVER_PRIV value="Y" />
<ADMIN_PRIV value="Y" />
</ADD_USER>

</USER_INFO>
</LOGIN>
</RIBCL>

substitute

’

HPONCFG /f add_user.xml /s username=""test
user”,login="testlogin”,password=testpasswd

2 %host_power%
<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>
<SERVER_INFO MODE="write'">
<I-- Modify the HOST_POWER attribute to toggle power on the host server
-——>
<I-- HOST_POWER="No" (Turns host server power off) -->
<I-- A graceful shutdown will be attempted for ACPl-aware -->
<I-- operating systems configured to support graceful shutdown. -->
<I-- HOST_POWER="Yes" (Turns host server power on) -->
<SET_HOST_POWER HOST_POWER="'%host_power%"/>
</SERVER_ INFO>
</LOGIN>
</RIBCL>
. HPONCFG /f Set_Host_Power.xml /s host_power=YES
° HPONCFG /T Set_Host Power.xml /s host_power=NO
HPONCFG XML
HPONCFG
1.2 HP RIBCL

HPONCFG /w config.xml

HPONCEFG Online Configuration
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<!-- HPONCFG VERSION = "1.2" -->

<I-- Generated 07/06/05 09:06:51 -->

<RIBCL VERSION="2.1">

<LOGIN USER_LOGIN=""Administrator"™ PASSWORD="password">
<DIR_INFO MODE="write">

<MOD_DIR_CONFIG>
<DIR_AUTHENTICATION_ENABLED VALUE = "N"/>
<DIR_LOCAL_USER_ACCT VALUE = "Y"/>

<DIR_SERVER_ADDRESS VALUE = ""'/>
<DIR_SERVER_PORT VALUE = "636"/>
<DIR_OBJECT_DN VALUE = " "/>

<DIR_OBJECT_PASSWORD VALUE = **'/>
<DIR_USER_CONTEXT_1 VALUE = ""'/>
<DIR_USER_CONTEXT_2 VALUE = ""'/>

<DIR_USER_CONTEXT_3 VALUE

</MOD_DIR_CONFIG>
</DIR_INFO>
<RIB_INFO MODE="write">

<MOD_NETWORK_SETTINGS>
<SPEED_AUTOSELECT VALUE = "Y"/>
<NIC_SPEED VALUE = "100"/>
<FULL_DUPLEX VALUE = "Y"/>
<DHCP_ENABLE VALUE = "'Y'/>
<DHCP_GATEWAY VALUE = "Y' />
<DHCP_DNS_SERVER VALUE = "Y"/>
<DHCP_STATIC_ROUTE VALUE = "Y'"/>
<DHCP_WINS_SERVER VALUE = "Y"/>
<REG_WINS_SERVER VALUE = "N"/>
<IP_ADDRESS VALUE = '16.100.241.229"/>
<SUBNET_MASK VALUE = "255.255.252.0"/>
<GATEWAY_IP_ADDRESS VALUE = "16.100.240.1"/>
<DNS_NAME VALUE = "1L0D234KJ44D002"/>
<DOMAIN_NAME VALUE = "americas.cpqcorp.net'/>
<PRIM_DNS_SERVER value = "16.81.3.242"/>
<SEC_DNS_SERVER value = *0.0.0.0"/>
<TER_DNS_SERVER value = "0.0.0.0"/>
<PRIM_WINS_SERVER value = "16.81.3.247"/>
<SEC_WINS_SERVER value = "0.0.0.0"/>
<STATIC_ROUTE_1 DEST "0.0.0.0" GATEWAY = "0.0.0.0"/>
<STATIC_ROUTE_2 DEST ""0.0.0.0" GATEWAY "0.0.0.0"/>
<STATIC_ROUTE_3 DEST ""0.0.0.0" GATEWAY "0.0.0.0"/>

</MOD_NETWORK_SETTINGS>
<USER_INFO MODE="‘write'>

<ADD_USER

/>

HPONCEFG Online Configuration

68



USER_NAME = "Usernamel'’
USER_LOGIN = "Userl™

PASSWORD = "%user_password%"'>
<ADMIN_PRIV value = "N"/>
<REMOTE_CONS_PRIV value = "Y"/>
<RESET_SERVER_PRIV value = "N"/>
<VIRTUAL_MEDIA_PRIV value = "N"/>
<CONFIG_ILO_PRIV value = "N"/>

</ADD_USER>
</USER_INFO>
</LOGIN>
</RIBCL>

Administrator

HPONCFG

/t 4

substitute s

HPONCFG /f config.xml /s user_password=password

HPONCEFG Online Configuration
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RIBCL

RIBCL

XML

RIBCL XML iLO 2
HP SIM SSO

HP Web http://www.hp.com/servers/lights-out/
Web XML

XML

1.10

RIBCL LOM
Proliant BL p-class XML

XML HTTP XML

<?xml version="1.0"?>

. Boolean

XML

iLO 2

iLO 2

HP

HP Integrated Lights-Out 2

XML

cpglocig

RIBCL

70


http://www.hp.com/servers/lights-out/

Boolean

Boolean Boolean

yes y no n"  true" "t "false" g

iLO 2 /

<RESPONSE
STATUS= - x0001
MSG=""There has been a severe error."

/>

° RESPONSE
iLO 2 iLO 2
/
° STATUS
0x0000

° MSG

No error

RIBCL RIBCL
1 RIBCL

RIBCL

<RIBCL VERSION="2.0"">
</RIBCL>

RIBCL

VERSION RIBCL VERSION
RIBCL
VERSION "2.0" VERSION

RIBCL

RIBCL
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LOGIN

RIBCL LOGIN
RIBCL

<LOGIN USER_LOGIN=""username"™ PASSWORD="password'>
</LOGIN>

CPQLOCFG

cpqlocfg -u <username> -p <password>

"Overriding credentials"
"Login name must not be blank"

LOGIN

USER_LOGIN

PASSWORD

LOGIN

USER_INFO

USER_INFO LOGIN
USER_INFO
USER_INFO USER_INFO
USER_INFO MODE "read" "write" MODE 10
"write" iLO 2 "read" iLO 2

<USER_INFO MODE="‘write'>

......... USER_INFO commands ...
</USER_INFO>

RIBCL

iLo 2
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ADD_USER

ADD_USER USER_NAME USER_
LOGIN

MOD_USER USER_
INFO USER_INFO MODE  "write"

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN="loginname" PASSWORD="'password"'>

<USER_INFO MODE="write'">

<ADD_USER
USER_NAME=""User"’
USER_LOGIN=""username" PASSWORD="password'>
<ADMIN_PRIV value ="No'/>
<REMOTE_CONS_PRIV value ="Yes"/>
<RESET_SERVER_PRIV value ="No"/>
<VIRTUAL_MEDIA PRIV value ="No"/>
<CONFIG_ILO_PRIV value ="No"/>

</ADD_USER>

</USER_INFO>

</LOGIN>
</RIBCL>

ADD_USER

USER_NAME
39

USER_LOGIN iLO 2
39

PASSWORD

0 39
iLO 2 8

ADMIN_PRIV Boolean

REMOTE_CONS_PRIV Boolean
Boolean "Yes"
Boolean
RESET_SERVER_PRIV Boolean
Boolean "Yes"
Boolean
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VIRTUAL_MEDIA_PRIV Boolean
Boolean "Yes"
Boolean
CONFIG_ILO_PRIV iLO Boolean
Insight SNMP
Boolean "Yes"
Boolean
iLO 2
iLO 2 1.40 iLO 2 1.7x
VIEW_LOGS_PRIV iLO 2 Boolean
Boolean "Yes"
Boolean
CLEAR_LOGS_PRIV Boolean
iLO 2 Boolean

"Yes" Boolean

EMS_PRIV Windows® Server 2003 EMS Boolean
EMS Boolean
"Yes" Boolean
Boolean
UPDATE_ILO_PRIV iLO 2 ROM
Boolean iLO 2
Boolean "Yes" Boolean
CONFIG_RACK_PRIV Boolean
Proliant BL p-Class
Boolean "Yes"
Boolean
DIAG_PRIV iLO 2 Boolean
Boolean "Yes"
Boolean
ADD_USER
ADD_USER

RIBCL
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. Boolean

. ADMIN_PRIV
DELETE_USER
DELETE_USER USER_LOGIN
USER_INFO USER_INFO MODE  "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname"*
PASSWORD=""password"">
<USER_INFO MODE="write'">
<DELETE_USER USER_LOGIN=""username'/>
</USER_INFO>

</LOGIN>
</RIBCL>

DELETE_USER
USER_LOGIN

DELETE_USER
DELETE_USER

. ADMIN_PRIV

DELETE_CURRENT_USER

DELETE_CURRENT_USER USER_LOGIN
USER_LOGIN
USER_INFO USER_INFO MODE

"write"

iLO 2

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname"*
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PASSWORD=""password"*>
<USER_INFO MODE="‘write'>
<DELETE_CURRENT_USER/>
</USER_INFO>

</LOGIN>
</RIBCL>

DELETE_CURRENT_USER

DELETE_CURRENT_USER
DELETE_CURRENT_USER

GET_USER
GET_USER USER_LOGIN
USER_INFO USERNFO MODE  "read”  "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password">
<USER_INFO MODE="read">
<GET_USER USER_LOGIN="username' />
</USER_INFO>

</LOGIN>
</RIBCL>

GET_USER
USER_LOGIN

GET_USER
GET_USER

. ADMIN_PRIV

GET_USER

GET_USER
<RESPONSE

RIBCL
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STATUS=""0x0000""

MSG="No Errors"
/>

<GET_USER
USER_NAME=""Admin User"
USER_LOGIN= "‘username"
ADMIN_PRIV="N"
REMOTE_CONS_PRIV=""Y"
RESET_SERVER_PRIV="N"
VIRTUAL_MEDIA_PRIV="N"

CONFIG_ILO_PRIV value ="No"
/>

MOD_USER

MOD_USER

USER_INFO USER_INFO MODE  "write"

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>

<USER_INFO MODE="write">

<MOD_USER USER_LOGIN=""loginname"'>
<USER_NAME value="'username'/>
<USER_LOGIN value="newloginname"/>
<PASSWORD value="password"/>
<ADMIN_PRIV value="No"/>
<REMOTE_CONS_PRIV value="Yes"/>
<RESET_SERVER_PRIV value="No"/>
<VIRTUAL_MEDIA_PRIV value="No"/>
<CONFIG_ILO_PRIV value="Yes"/>

</MOD_USER>

</USER_INFO>

</LOGIN>
</RIBCL>

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>
<USER_INFO MODE="write'>

<MOD_USER USER_LOGIN="Administrator'>
<PASSWORD value="'password'/>

</MOD_USER>
</USER_INFO>
</LOGIN>
</RIBCL>

USER_LOGIN

RIBCL
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<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>
<USER_INFO MODE="write'>

<MOD_USER USER_LOGIN="‘username''>
<PASSWORD value=""newpassword"/>

</MOD_USER>
</USER_INFO>
</LOGIN>
</RIBCL>

MOD_USER
USER_LOGIN

USER_NAME
39

USER_LOGIN iLO 2
39

PASSWORD
0 39
iLO 2 8

ADMIN_PRIV Boolean

REMOTE_CONS_PRIV Boolean
Boolean "Yes"
Boolean

RESET_SERVER_PRIV Boolean
Boolean "Yes"
Boolean

VIRTUAL_MEDIA_PRIV Boolean
Boolean "Yes"
Boolean

CONFIG_ILO_PRIV iLO Boolean
Insight SNMP
Boolean "Yes"

Boolean
iLO 2
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MOD_USER

MOD_USER
o ADMIN_PRIV
GET_ALL_USERS
GET_ALL_USERS USER_LOGIN
USER_INFO
MODE "read" "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>
<USER_INFO MODE="‘read"'>
<GET_ALL_USERS />
</USER_INFO>

</LOGIN>
</RIBCL>

GET_ALL USERS

GET_ALL USERS
GET_ALL_USERS
ADMIN_PRIV

GET_ALL_USERS
GET_ALL_USERS
<RESPONSE
STATUS=""0x0000""

MESSAGE="No Error-~
/>
<GET_ALL_USERS>

<USER_LOGIN VALUE="username"/>
<USER_LOGIN VALUE="user2'"/>
<USER_LOGIN VALUE="user3"/>

USER_INFO

RIBCL
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<USER_LOGIN VALUE="user4"/>
<USER_LOGIN VALUE="user5"/>
<USER_LOGIN VALUE="user6'/>
<USER_LOGIN VALUE="'user7'/>
<USER_LOGIN VALUE="user8"/>
<USER_LOGIN VALUE="user9"/>
<USER_LOGIN VALUE="user10"/>
<USER_LOGIN VALUE="""/>

<USER_LOGIN VALUE=""'/>
</GET_ALL_USERS>

<RESPONSE
STATUS=""0x0023""

MESSAGE="User does NOT have correct privilege for action.ADMIN_PRIV required."
/>

GET_ALL_USER_INFO

GET_ALL_USER_INFO
USER_INFO
USER_INFO MODE "read" "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="adminname' PASSWORD="‘password''>
<USER_INFO MODE="'read'>
<GET_ALL_USER_INFO/>
</USER_INFO>

</LOGIN>
</RIBCL>

GET_ALL_USER_INFO

GET_ALL_USER_INFO
GET_ALL_USER_INFO
ADMIN_PRIV

GET_ALL USER_INFO

GET_ALL_USER_INFO
<GET_ALL_USER_INFO/>

<GET_USER
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USER_NAME="Admin""
USER_LOGIN=""Admin"
ADMIN_PRIV=""Y""
CONFIG_RILO_PRIV="Y"
LOGIN_PRIV="Y""
REMOTE_CONS_PRIV="Y""
RESET_SERVER_PRIV="Y"

VIRTUAL_MEDIA_PRIV=""Y""
/> ...

FTARTCOL—FIZONTHE UIERP B KRS ET,
</GET_ALL_USER_INFO>

<RESPONSE
STATUS=""0x0023""
MESSAGE="User does NOT have correct privilege for action.ADMIN_PRIV required."

/>
RIB_INFO LOGIN
iLO 2 RIB_INFO
RIB_INFO RIB_INFO
RIB_INFO MODE "read" "write" MODE 10
"write" iLO 2 "read" iLO 2

<RIB_INFO MODE="write'>
......... RIB_INFO commands ...
</RIB_INFO>

iLO 2
<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>

<RIB_INFO MODE="write">
<CLEAR_EVENTLOG/>

</RIB_INFO>
</LOGIN>
</RIBCL>
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RESET_RIB

RESET_RIB iLo 2
RIB_INFO

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="Admin" PASSWORD="Password">
<RIB_INFO MODE = "write">
<RESET_RIB/>
</RIB_INFO>

</LOGIN>
</RIBCL>

RESET_RIB

RESET_RIB
RESET_RIB

CONFIG_ILO_PRIV

GET_EVENT_LOG

GET_EVENT_LOG iLO 2

INFO iLO 2

. iLO 2
<RIBCL version="2.21">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>

<RIB_INFO MODE="READ">
<GET_EVENT_LOG />

</RIB_INFO>
</LOGIN>
</RIBCL>

<RIBCL version="2.21">
<LOGIN USER_LOGIN="adminname' PASSWORD="'password''>

<SERVER_INFO MODE="READ" >
<GET_EVENT_LOG />

</SERVER__INFO>
</LOGIN>
</RIBCL>

iLO 2

RIB_INFO

RIB_INFO
SERVER_INFO

RIBCL

SERVER_
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GET_EVENT_LOG

GET_EVENT_LOG
GET_EVENT_LOG RIB_INFO SERVER_INFO

<RIBCL VERSION="2.21">
<RESPONSE
STATUS=""0x0001""

MESSAGE="Syntax error: Line #3: syntax error near ">" in the line:
GET_EVENT_LOG >"*
/>

</RIBCL>

GET_EVENT_LOG

e  SEVERITY iLO 2
o FAILED
o CAUTION

o REPAIRED
o INFORMATIONAL
= CLASS iLO 2

. LAST_UPDATE
. INITIAL_UPDATE
e COUNT

. DESCRIPTION
iLO 2
<EVENT_LOG DESCRIPTION="iLO Event Log'>
<EVENT
SEVERITY=""Caution"
CLASS=""iLO"
LAST_UPDATE="04/04/2004 12:34"
INITIAL_UPDATE="'04/04/2004 12:34"
COUNT=""1""
DESCRIPTION="Server reset."
/>
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</EVENT_LOG>

<EVENT_LOG DESCRIPTION="Integrated Management Log">

<EVENT

SEVERITY=""Caution"

CLASS=""POST Message""
LAST_UPDATE="04/04/2004 12:34"
INITIAL_UPDATE="04/04/2004 12:34"
COUNT=""1""

DESCRIPTION="POST Error:1775-Drive Array - ProLiant Storage System

not Responding
/>

</EVENT_LOG>

CLEAR_EVENTLOG

CLEAR_EVENTLOG iLO 2
RIB_INFO
iLO 2

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN=""adminname' PASSWORD=

<RIB_INFO MODE="write">
<CLEAR_EVENTLOG/>
</RIB_INFO>

</LOGIN>
</RIBCL>

CLEAR_EVENTLOG

CLEAR_EVENTLOG

CLEAR_EVENTLOG
= RIB

COMPUTER_LOCK_CONFIG

COMPUTER_LOCK_CONFIG

RIB_INFO MODE  "write"

RIB_LINFO MODE "write"

"password"'>

CONFIG_ILO_PRIV

RIB_INFO
iLO 2

RIBCL
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Integrated Lights-Out 2

Windows®
<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="adminname' PASSWORD="'password''>
<RIB_INFO_MODE="'write'>

<COMPUTER_LOCK_CONFIG>
<COMPUTER_LOCK value="windows'"/>

</COMPUTER_LOCK_CONFIG>
</RIB_INFO_MODE="write">
</LOGIN>
</RIBCL>

Custom
<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password'>
<RIB_INFO_MODE="'write">

<COMPUTER_LOCK_CONFIG>
<COMPUTER_LOCK value="custom'/>
<COMPUTER_LOCK key="1_gui,l1"/>

</COMPUTER_LOCK_CONFI1G>
</RIB_INFO_MODE="write'">
</LOGIN>
</RIBCL>

Disabled
<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="adminname' PASSWORD="'password'>
<RIB_INFO_MODE="write">

<COMPUTER_LOCK_CONFIG>
<COMPUTER_LOCK value="disabled"/>

</COMPUTER_LOCK_CONFIG>
</RIB_INFO_MODE="write">
</LOGIN>
</RIBCL>

COMPUTER_LOCK_CONFIG

Windows® Windows®
Linux <COMPUTER_LOCK value="custom"/>

<COMPUTER_LOCK key="1_gui,1"/>

COMPUTER_LOCK_CONFIG
COMPUTER_LOCK_CONFIG

e RIB

. 5

° CONFIG_ILO_PRIV

. COMPUTER_LOCK windows custom disabled

RIBCL

+L

HP
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e  COMPUTER_LOCK_KEY COMPUTER_LOCK custom
e  COMPUTER_LOCK custom COMPUTER_LOCK

GET_NETWORK_SETTINGS

GET_NETWORK_SETTINGS iLo 2
RIB_INFO

"write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>
<RIB_INFO MODE="read">
<GET_NETWORK_SETTINGS/>
</RI1B_INFO>

</LOGIN>
</RIBCL>

GET_NETWORK_SETTINGS

GET_NETWORK_SETTINGS

GET_NETWORK_SETTINGS
GET_NETWORK_SETTINGS

<ENABLE_NIC VALUE="Y"/>
<SHARED_NETWORK_PORT VALUE="N" />
<VLAN ENABLED="N"/>
<VLAN_ID VALUE="0"/>
<SPEED_AUTOSELECT VALUE="Y"'/>
<NIC_SPEED VALUE="10"/>
<FULL_DUPLEX VALUE="N"/>
<DHCP_ENABLE VALUE="Y"/>
<DHCP_GATEWAY VALUE="Y"/>
<DHCP_DNS_SERVER VALUE="Y"/>
<DHCP_WINS_SERVER VALUE="Y"'/>
<DHCP_STATIC_ROUTE VALUE="Y"/>
<DHCP_DOMAIN_NAME VALUE="Y"'/>
<REG_WINS_SERVER VALUE="Y"/>
<REG_DDNS_SERVER VALUE="Y"/>
<PING_GATEWAY VALUE="N"/>

RIB_INFO MODE

RIBCL

"read"
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<MAC_ADDRESS VALUE="00:12:79:ab:2
<IP_ADDRESS VALUE="170.100.8.10"/
<SUBNET_MASK VALUE="255.255.255.0
<GATEWAY_I1P_ADDRESS VALUE="170.10
<DNS_NAME VALUE=""1LO0O0OOFWDC451"/>
<DOMAIN_NAME VALUE="ferrari.com"/
<PRIM_DNS_SERVER VALUE="172.25.16
<SEC_DNS_SERVER VALUE="0.0.0.0"/>
<TER_DNS_SERVER VALUE="0.0.0.0"/>
<PRIM_WINS_SERVER VALUE="172.25.1
<SEC_WINS_SERVER VALUE="0.0.0.0"/
<STATIC_ROUTE_1 DEST="0.0.0.0"
GATEWAY="0.0.0.0"/>
<STATIC_ROUTE_2 DEST="0.0.0.0"
GATEWAY="0.0.0.0"/>
<STATIC_ROUTE_3 DEST="0.0.0.0"

GATEWAY="0.0.0.0"/>
</GET_NETWORK_SETTINGS>

<RESPONSE
STATUS = "0x0001"
MSG = "Error Message'/>

MOD_NETWORK_SETTINGS

MOD_NETWORK_SETTINGS

RIB_INFO

iLO 2

DHCP

iLO 2

5:42"/>

>

/>
0.8.254"/>

>

3.199"/>

63.199"/>
>

RIB_INFO MODE "write"

iLO 2

iLO 2

iLO 2

<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>

<RIB_INFO MODE="write">
<MOD_NETWORK_SETTINGS>
<ENABLE_NIC value="Yes"/>
<REG_DDNS_SERVER value="Yes"/>
<PING_GATEWAY value="No"/>
<DHCP_ENABLE value="Yes'/>

RIBCL
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<SPEED_AUTOSELECT value="No"/>

<NIC_SPEED value='100"/>

<FULL_DUPLEX value="Yes"/>

<DHCP_ENABLE value="No"/>

<IP_ADDRESS value="172.20.60.152"/>

<SUBNET_MASK value="255.255.255.0"/>

<GATEWAY_I1P_ADDRESS value="192.168.132.2"/>

<DNS_NAME value="'demoilo"/>

<DOMAIN_NAME value="internal .com"/>

<DHCP_GATEWAY value=""Yes"/>

<DHCP_DNS_SERVER value="No'"'/>

<DHCP_WINS_SERVER value="No"/>

<DHCP_STATIC_ROUTE value="No"/>

<REG_WINS_SERVER value="No"/>

<PRIM_DNS SERVER value='192.168.12.14"/>

<SEC_DNS_SERVER value="192.168.12.15"/>

<TER_DNS_SERVER value='"192.168.12.16"/>

<PRIM_WINS_SERVER value="192.168.145.1"/>

<SEC_WINS_SERVER value="192.168.145.2"/>

<STATIC_ROUTE_1 DEST="192.168.129.144" GATEWAY="192.168.129.1"/>
<STATIC_ROUTE_2 DEST=""" GATEWAY="""/>

<STATIC_ROUTE_3 DEST=""" GATEWAY="""/>

<I-- This tag can be used on an iLO blade server to force iLO -->
<l-- to attempt to get an IP address from the signal backplane -->
<I-- in a server enclosure.The IP address must be set prior -->
<I-- with Mod_Enc_Bay IP_Settings.xml -->

<I-- <ENCLOSURE_IP_ENABLE VALUE="Yes'/> -->

</MOD_NETWORK_SETTINGS>
</RIB_INFO>
</LOGIN>

VLAN
<RIBCL version="2.21">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password’>

<RIB_INFO MODE="WRITE">

<MOD_NETWORK_SETTINGS>
<SHARED_NETWORK_PORT VALUE="Yes"/>
<VLAN_ENABLED VALUE="Yes"/>
<VLAN_ID VALUE="1"/>

</MOD_NETWORK_SETTINGS>

</RIB_INFO>
</LOGIN>
</RIBCL>

RBSU POST IP
<RIBCL version="2.21">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'‘password">

RIBCL



<RIB_INFO MODE="write">

<MOD_GLOBAL_SETTINGS>
<RBSU_POST_IP VALUE="Y"/>

</MOD_GLOBAL_SETTINGS>

</RIB_INFO>
</LOGIN>
</RIBCL>

<RIBCL version="2.21">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>
<RIB_INFO MODE="WRITE">

<MOD_NETWORK_SETTINGS>

<I-- Desired NIC: Substitute: -->

<I-— iLO NIC <SHARED_NETWORK_PORT VALUE="N"/> -->

<I-- Host NIC <SHARED_ NETWORK_ PORT VALUE="Y"/ -->
<SHARED_ NETWORK_PORT VALUE="N" />

</MOD_NETWORK_SETTINGS>
</RIB_INFO>
</LOGIN>
</RIBCL>

MOD_NETWORK_SETTINGS

IIOII
ENABLE_NIC NIC ilO 2 "Yes" "No"
SHARED_NETWORK_PORT "Yes"
"No" iLO NIC
iLO iLO 2
ProLiant iLO
DL320 G3 1.64
DL360 G4 1.60
DL360 G4 1.64
DL380 G4 1.60
DL385 G1 1.64
DL580 G3 1.64
ML370 G4 1.60
ML570 G3 1.64
iLO 2 XML iLO 2
7 iLO 2
iLO 2
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SHARED_NETWORK_PORT_VLAN VALUE iLO 2
IIYeSII IINOII

SHARED_NETWORK_PORT_VLAN_ID VALUE VLAN ID

REG_DDNS_SERVER VALUE iLO 2 DDNS
"No"
SPEED_AUTOSELECT iLO 2
Boolean
Boolean "Yes"
"Yes" "No"

FULL_DUPLEX iLO 2
SPEED_AUTOSELECT  "No"

NIC_SPEED SPEED_AUTOSELECT "No"
II'|OII II]OOII

DHCP_ENABLE DHCP

IP_ADDRESS DHCP iL© 2 IP
SUBNET_MASK DHCP iLO 2
GATEWAY_IP_ADDRESS DHCP iLO 2

DNS_NAME iLO 2 DNS
DOMAIN_NAME iLO 2

DHCP_GATEWAY DHCP

n NOII
DHCP_DNS_SERVER DHCP DNS
DHCP_WINS_SERVER DHCP WINS

DHCP_STATIC_ROUTE DHCP

REG_WINS_SERVER iLO 2 WINS

IINOII
PRIM_DNS_SERVER DNS IP
SEC_DNS_SERVER DNS IP

VLAN ID

llYesll

1 4094

IINOII

Boolean

IIYeSII

”Yes"

IINOII

"Yes"

DHCP

||Yes||
DHCP

"YeS“

DHCP

"YeS“

DHCP

IIYeSII

DHCP

DHCP

DHCP

RIBCL

||No||

IINOII

||No||

DNS

DNS
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TER_DNS_SERVER

PRIM_WINS_SERVER
WINS

SEC_WINS_SERVER
WINS

STATIC_ROUTE_1

e  DEST

e GATEWAY

WEB_AGENT_IP_ADDRESS ~ Web

MOD_NETWORK_SETTINGS

STATIC_ROUTE_2

STATIC_ROUTE_3

MOD_NETWORK_SETTINGS

. RIB

GET_GLOBAL_SETTINGS

GET_GLOBAL_SETTINGS

"write"

<RIBCL VERSION="2_0">

2

DHCP

DHCP

<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>

<RIB_INFO MODE="read">
<GET_GLOBAL_SETTINGS />

</RIB_INFO>

</LOGIN>
</RIBCL>

GET_GLOBAL_SETTINGS

DHCP
DHCP
DHCP
CONFIG_ILO_PRIV
RIB_INFO MODE
RIBCL

DNS

"read"
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GET_GLOBAL_SETTINGS

GET_GLOBAL_SETTINGS
GET_GLOBAL_SETTINGS

<GET_GLOBAL_SETTINGS>
<SESSION_TIMEOUT=""120">
<ILO_FUNCT_ENABLED VALUE="Y"/>
<F8_PROMPT_ENABLED="Y"/>
<F8_LOGIN_REQUIRED="Y"/>
<REMOTE_CONSOLE_PORT_STATUS VALUE="'2"/>
<REMOTE_CONSOLE_ENCRYPTION VALUE="Y"/>
<REMOTE_CONSOLE_ACQUIRE VALUE="Y"/>
<PASSTHROUGH_CONFIG VALUE= - - >
<HTTPS_PORT VALUE=''443"/>
<HTTP_PORT VALUE="'80"/>
<REMOTE_CONSOLE_PORT VALUE="'23"/>
<TERMINAL_SERVICES_PORT VALUE="3389"/>
<VIRTUAL_MEDIA_PORT VALUE="17988"/>
<MIN_PASSWORD VALUE="8"/>
<AUTHENTICATION_FAILURE_LOGGING VALUE="Enabled-every 3rd failure"/>
<REMOTE_KEYBOARD_MODEL VALUE="US"/>
<SSH_PORT value="22"/>
<SSH_STATUS value="YES"/>
<SERIAL_CLI_STATUS value="3"/>
<SERIAL_CLI_SPEED value="1"/>

</GET_GLOBAL_SETTINGS>

GET_GLOBAL_SETTINGS ~ ilO 2 1.30

<GET_GLOBAL_SETTINGS>
<SESSION_TIMEOUT VALUE="0"/>
<ILO_FUNCT_ENABLED VALUE="Y"/>
<F8_PROMPT_ENABLED VALUE="Y"/>
<F8_LOGIN_REQUIRED VALUE="N"/>
<TELNET_ENABLE VALUE="Y"/>
<PASSTHROUGH_CONFIG VALUE="3"/>
<HTTPS_PORT VALUE="443"/>
<HTTP_PORT VALUE="80"/>
<REMOTE_CONSOLE_PORT VALUE="23"/>
<TERMINAL_SERVICES_PORT VALUE="3389"/>
<VIRTUAL_MEDIA_PORT VALUE="17988"/>
<SSH_PORT VALUE="22"/>
<CONSOLE_CAPTURE_PORT VALUE=''17990"/>
<SHARED_CONSOLE_PORT VALUE="9300""/>
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<SSH_STATUS VALUE="Y"/>

<SERIAL_CLI_STATUS VALUE="Enabled-Authentication Required"/>

<SERIAL_CLI_SPEED VALUE='9600"/>
<MIN_PASSWORD VALUE="'8"/>

<AUTHENTICATION_FAILURE_LOGGING VALUE="Enabled-every 3rd failure'/>

<REMOTE_KEYBOARD_MODEL VALUE="US"/>
<RBSU_POST_IP VALUE="Y"/>
<HIGH_PERFORMANCE_MOUSE VALUE="Enabled"/>
<REMOTE_CONSOLE_ACQUIRE VALUE="Y"/>
<CONSOLE_CAPTURE_ENABLE VALUE="Disabled"/>

<CONSOLE_CAPTURE_BOOT_BUFFER_ENABLE VALUE="Disabled"/>
<CONSOLE_CAPTURE_FAULT_BUFFER_ENABLE VALUE="Disabled"/>
<INTERACTIVE_CONSOLE_REPLAY_ENABLE VALUE="Disabled"/>

<CAPTURE_AUTO_EXPORT_ENABLE VALUE="Disabled"/>
<CAPTURE_AUTO_EXPORT_LOCATION

VALUE="http://192.168.1.1/folder/capture%h%t.ilo"/>

<CAPTURE_AUTO_EXPORT_USERNAME VALUE=""'/>
<CAPTURE_AUTO_EXPORT_PASSWORD VALUE="""/>
<SHARED_CONSOLE_ENABLE VALUE="Enabled"/>

<ENFORCE_AES VALUE="N"/>
</GET_GLOBAL_SETTINGS>

MOD_GLOBAL_SETTINGS

MOD_GLOBAL_SETTINGS

RIB_INFO RIB_INFO MODE
iLO 2
Lights-Out
ILO_FUNCT_ENABLED No iLO 2 iLO
iLO 2/ilO iLO

iLO 2/iLORBSU F8

1

CPQLOCFG.EXE 2.26
<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password’'>
<RIB_INFO MODE="write">
<MOD_GLOBAL_SETTINGS>
<SESSION_TIMEOUT value="60"/>
<F8_PROMPT_ENABLED value="Yes"/>
<HTTP_PORT value="80"/>
<HTTPS_PORT value="443"/>
<REMOTE_CONSOLE_PORT value="23"/>
<REMOTE_CONSOLE_PORT_STATUS value="2"/>
<I-- Firmware support information for next 6 tags:
<I-- iLO 2 - All versions. -->

<!l——- §LO - Version 1.50 and later. --—>
<l-- RILOE Il - None. -->

<REMOTE_CONSOLE_ENCRYPTION value="Yes"/>

"write"

RIBCL
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<MIN_PASSWORD value="8"/>
<ILO_FUNCT_ENABLED value="Yes"/>
<VIRTUAL_MEDIA_PORT value="17988"/>
<F8_LOGIN_REQUIRED value="No"/>
<REMOTE_KEYBOARD_MODEL value="US"/>

<I-- Firmware support information for next 2 tags: -->
<I-- j§LO 2 - AIll versions. -->
<I-- jLO - Version 1.50 and later. -->

<I-- RILOE Il - Version 1.20 and later. --> --—>
<PASSTHROUGH_CONFIG value="1"/>
<TERMINAL_SERVICES_PORT value='3389"/>

<I-- Firmware support information for next 5 tags: -->
<I-- §LO 2 - AIll versions. -->
<I-- iLO - Version 1.50 and later. -->

<I-- RILOE Il - None. --> -->
<SSH_PORT value="22"/>
<SSH_STATUS value="Yes'/>
<SERIAL_CLI_STATUS value="3"/>
<SERIAL_CLI_SPEED value="1"/>
<RBSU_POST_IP value="Y"/>

<I-- Firmware support information for next tag: -->
<I-- iLO 2 - All versions. -->
<I-- jLO - None. -->

<!I-—- RILOE Il - None. -->
<TELNET_ENABLE value="yes"/>

<I-- Firmware support information for next tag: -->
<I-- iLO 2 - All versions. -->
<I-- iLO - Version 1.50 and later. -->

<I-- RILOE Il - None. -->
<I-- It can have the following three values -->

<I-- Disabled: Value = "No" -->
<!-- the mouse uses "relative" coordinates mode, -->
<I-- compatible with most host operating systems. -->
<!-- Enabled: Value = "Yes" -->

<I-- the mouse uses "absolute" coordinates mode, -->

<I-- eliminating synchronization issues -->

<I-- on supported operating systems -->

<I-- Automatic: Value = "Automatic" -->

<I-- L0 picks the appropriate mouse mode when -->

<I-- the iLO 2 driver is loaded on the host operating system.-->

<I-- The selected mode is persistent unless a different -->

<I-- mode is indicated when the OS driver is loaded or -->

<I-- if you choose another setting. -->
<HIGH_PERFORMANCE_MOUSE value="Automatic" />

<I-- Firmware support information for next 13 tags: -->

<I-- iLO 2 - Version 1.30 and later. -->

<I-- iLO - None. -->

<I-— RILOE Il - None. -->
<ENFORCE_AES value="Y"/>
<AUTHENTICATION_FAILURE_LOGGING value="3"/>
<CONSOLE_CAPTURE_ENABLE value="Yes"™ />
<CONSOLE_CAPTURE_BOOT_BUFFER_ENABLE value="Yes" />
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<CONSOLE_CAPTURE_FAULT_BUFFER_ENABLE value="Yes" />
<INTERACTIVE_CONSOLE_REPLAY_ENABLE value="Yes" />
<CONSOLE_CAPTURE_PORT value="17990" />
<CAPTURE_AUTO_EXPORT_ENABLE value="No" />

<CAPTURE_AUTO_EXPORT_LOCATION
value="HTTP://1.1.1.1/folder/capture®h%t.ilo" />

<CAPTURE_AUTO_EXPORT_USERNAME value="username" />
<CAPTURE_AUTO_EXPORT_PASSWORD value="password" />
<SHARED_CONSOLE_ENABLE value="No" />

<SHARED_CONSOLE_PORT value="9300" />
<I-- Firmware support information for next two tags:-->
<I-- ilLO 2 - Version 1.75 and later.-->
<I-- iLO - None. -->
<I-- RILOE Il - None. -->

<KEY_UP_KEY_DOWN value="'Yes"/>
<CAPTURE_MANUAL_EXPORT value="Yes"/>

<I-- Firmware support information for next tag: -->
<I-- jLO 2 - Version 1.30 and later. -->
<I-- iLO - Version 1.50 and later. -->

<!I-- RILOE Il - None. -->
<REMOTE_CONSOLE_ACQUIRE value="Yes" />

<I-- Firmware support information for next 5 tags: -->
<I-- jLO 2 - None. -->
<I-- iLO - None. -->
<I-- RILOE 1l - All versions. -->
<l--

<HOST_KEYBOARD_ENABLED value ="YES"/>
<REMOTE_KEYBOARD_MODEL value = "US"/>
<POCKETPC_ACCESS value = "YES"/>
<CIPHER_STRENGTH value = "128"/>
<SNMP_ADDRESS_1 value = "123.124.125.126"/>
<SNMP_ADDRESS_2 value = "test"/>
<SNMP_ADDRESS_3 value = 'dest"/>
<OS_TRAPS value = "Y"/>
<RIB_TRAPS value = "N"/>
<CIM_SECURITY_MASK value = "3"/>
<EMS_STATUS value = "Y" />
<BYPASS_POWER_CABLE_REPORTING value = "N" />
<SNMP_PASSTHROUGH_STATUS value = "Y" />
J——

</MOD_GLOBAL_SETTINGS>

</RIB_INFO>

</LOGIN>
</RIBCL>

iLO 2 1.50

RIBCL
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<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN="Administrator"™ PASSWORD="password">
<RIB_INFO MODE="write'>

<MOD_GLOBAL_SETTINGS>

<VSP_SOFTWARE_FLOW_CONTROL value="Yes"/>
</MOD_GLOBAL_SETTINGS>
<RESET_RIB/>
</RIB_INFO>
</LOGIN>
</RIBCL>

MOD_GLOBAL_SETTINGS

SESSION_TIMEOUT 0 15 30 60
120 0
ILO_FUNCT_ENABLED iLO 2 Lights-Out Yes No
F8_PROMPT_ENABLED POST ROM F8
IIYeSII IINOII
F8_LOGIN_REQUIRED iLO 2 RBSU
Yes No

REMOTE_CONSOLE_PORT_STATUS

e 0-
. 1 - Telnet
e 2.
e 3- Telnet

REMOTE_CONSOLE_ENCRYPTION

es b o
REMOTE_CONSOLE_ACQUIRE
IIYeSII “ Noll

PASSTHROUGH_CONFIG Microsoft®
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HTTPS_PORT - HTTPS  SSL
HTTP_PORT - HTTP
REMOTE_CONSOLE_PORT -
TERMINAL_SERVICES_PORT -
VIRTUAL_MEDIA_PORT -

iLO 2

MIN_PASSWORD -
AUTHENTICATION_FAILURE_LOGGIN -

e O-

. 1-
2

- 3- 3 1

e 5

REMOTE_KEYBOARD_MODEL -

us Belgian British

Danish Finnish French

French Canadian German Italian

Japanese Latin American Portuguese

Spanish Swedish Swiss French

Swiss German

SSH_PORT - SSH iLO 2

SSH_STATUS - SSH "Yes"
SSH

SERIAL_CLI_STATUS - Cll
e 0-

e 1

e 9.

e 3.
SERIAL_CLI_SPEED - CLI
e 0-

e 1-9,600bps

. 2-19,200bps

||No||

iLO

RIBCL
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- 3-38,400bps
e 4-57,600bps
. 5-115,200bps

ENFORCE_AES - iLO 2 SSH XML iLO 2 AES/3DES
IIYeSII “ Noll

VSP_SOFTWARE_FLOW_CONTROL -
Yes No

MOD_GLOBAL_SETTINGS

MOD_GLOBAL_SETTINGS
. RIB
. CONFIG_ILO_PRIV

GET_SNMP_IM_SETTINGS

GET_SNMP_IM_SETTINGS iLO 2 SNMP
GET_SNMP_IM_SETTINGS RIB_INFO
RIB_INFO MODE "read" "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>

<RIB_INFO MODE="read">
<GET_SNMP_IM_SETTINGS/>

</RIB_INFO>
</LOGIN>
</RIBCL>

GET_SNMP_IM_SETTINGS

GET_SNMP_IM_SETTINGS

GET_SNMP_IM_SETTINGS
GET_SNMP_IM_SETTINGS
<GET_SNMP_IM_SETTINGS>
<SNMP_ADDRESS_1 VALUE="192.168.125.121"/>
<SNMP_ADDRESS_2 VALUE="'192_.168.125.122"/>
<SNMP_ADDRESS_3 VALUE=""192.168.125.123"/>
<0S_TRAPS VALUE="Yes"/>
<RIB_TRAPS VALUE="No"/>
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<SNMP_PASSTHROUGH_STATUS VALUE="No"/>
<WEB_AGENT_1P_ADDRESS VALUE="192.168.125.120"/>

<CIM_SECURITY_MASK VALUE="3"/>
</GET_SNMP_IM_SETTINGS>

MOD_SNMP_IM_SETTINGS

MOD_SNMP_IM_SETTINGS SNMP Insight

RIB_INFO RIB_INFO MODE

"write" iLO 2

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>

<RIB_INFO MODE="write">

<MOD_SNMP_IM_SETTINGS>
<WEB_AGENT_IP_ADDRESS value="192.168.125.120"/>
<SNMP_ADDRESS_1 value='"192.168.125.121"/>
<SNMP_ADDRESS_2 value="192.168.125.122"/>
<SNMP_ADDRESS_3 value="192.168.125.123"/>
<0S_TRAPS value="Yes"/>
<RIB_TRAPS value="No"/>
<SNMP_PASSTHROUGH_STATUS value="No"/>
<CIM_SECURITY_MASK value="3"/>

</MOD_SNMP_IM_SETTINGS>

</RIB_INFO>

</LOGIN>
</RIBCL>

MOD_SNMP_IM_SETTINGS

WEB_AGENT_IP_ADDRESS Web

IP
SNMP_ADDRESS_1 SNMP_ADDRESS_2 SNMP_ADDRESS_3
50 P
OS_TRAPS SNMP
IIYeSII IINOII IINOII
RIB_TRAPS RIB SNMP
IINOII IINOII
SNMP_PASSTHROUGH_STATUS iLO (ON SNMP

"Yes"

CIM_SECURITY_MASK 0 4

RIBCL
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e 1 - None
. 2 - low SNMP
. 3 - Medium ilO 2

e 4-High
HTTP

MOD_SNMP_IM_SETTINGS
MOD_SNMP_IM_SETTINGS

- RB
. CONFIG_ILO_PRIV
UPDATE_RIB_FIRMWARE
UPDATE_RIB_FIRMWARE iLo 2
RIB_INFO RIB_INFO MODE  "write"
iLo 2

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password’>
<RIB_INFO MODE="write">
<I-- Firmware support information for next tag: -->
<I-- iLO 2 - 1.70 and later.For servers with TPM enabled.-->
<!-- iLO - None -->
<!-- Riloe Il - None -->
<TPM_ENABLED VALUE="Yes"/>
<UPDATE_RIB_FIRMWARE IMAGE_LOCATION=""C:¥firmware.bin"/>

</RI1B_INFO>
</LOGIN>
</RIBCL>
XML iLO 2 iLO 2
iLO 2 Web
TPM_ENABLE XML
Y Yes

2
<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="Administrator' PASSWORD="password"'>

<RIB_INFO MODE="write'>
<TPM_ENABLE ="Yes'/>

ROM TPM
TPM_ENABLE
RIBCL 100



<UPDATE_RIB_FIRMWARE IMAGE_LOCATION=""C:¥x1170¥iL02_170D.bin"/>

</RI1B_INFO>
</LOGIN>
</RIBCL>

UPDATE_RIB_FIRMWARE
IMAGE_LOCATION
TPM_ENABLE ROM

TPM_ENABLE Y Yes

UPDATE_RIB_FIRMWARE

UPDATE_RIB_FIRMWARE
= RIB

IMAGE_LOCATION

. CONFIG_ILO_PRIV
GET_FW_VERSION
GET_FW_VERSION iLO 2
RIB_INFO RIB_INFO MODE "write"
iLo 2

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>
<RIB_INFO MODE="read">
<GET_FW_VERSION/>
</RI1B_INFO>

</LOGIN>
</RIBCL>

GET_FW_VERSION

GET_FW_VERSION

RIBCL
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GET_FW_VERSION

<GET_FW_VERSION

FIRMWARE_VERSION = <firmware version>
FIRMWARE_DATE = <Ffirmware date>
MANAGEMENT_PROCESSOR = <management processor type>

/>

HOTKEY_CONFIG

HOTKEY_CONFIG

<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password">
<RIB_INFO MODE="write">

<HOTKEY_CONFIG>

<CTRL_T value="CTRL,ALT,ESC"/>

<CTRL_U value="L_SHIFT,F10,F12"/>
<CTRL_V value="""
<CTRL_W value="""

<CTRL_X value="""
<CTRL_Y value="""

</HOTKEY_CONFI1G>
</RIB_INFO>

</LOGIN>
</RIBCL>

HOTKEY_CONFIG

CTRLT  CTRLT
CTRL_T="CTRL,ALT,ESC.”

CIRL_U CTRL_U
CTRL_U="CTRL,ALT,ESC."

CIRLLY  CIRLLV
CTRL_V="CTRL,ALT,ESC.”

RIB_INFO MODE

"write"

103
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CIRL_W

CIRL_W

CTRL_W="CTRL,ALT,ESC."

CTRL_X

CTRL_X

CTRL_X="CTRL,ALT,ESC."

CIRLY

CIRL_Y

CTRL_Y="CTRL,ALT,ESC."

HOTKEY_CONFIG

HOTKEY_CONFIG

= RIB
[ ]
6
5
ESC F12 o
ALT non < P
ALT ! > q
SHIFT # = r
SHIFT $ ? s
INS % @ t
DEL & [ u
HOME ~ ] v
END ( ¥ w
PG UP ) n x
PG DN * - y
ENTER + a z
TAB b {
BREAK . c }
F1 / d |
F2 0 e ;
F3 1 f '
F4 2 g CTRL
F5 3 h CTRL

CONFIG_ILO_PRIV

RIBCL
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Fé6 4 i NUM PLUS
F7 5 i NUM MINUS
F8 6 k SCRL LCK
Fo 7 | BACKSPACE
F10 8 m SYS RQ
F11 9 n
LICENSE iLO Advanced
RIB_INFO RIB_INFO MODE "write"
iLO 2
Proliant BL Advanced
<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN="adminname' PASSWORD="'password''>
<RIB_INFO MODE="write'>
<L ICENSE>
<ACTIVATE KEY=""1111122222333334444455555"" />
</LICENSE>
</RIB_INFO>
</LOGIN>
</RIBCL>
LICENSE
ACTIVATE KEY iLO 2 Advanced Pack
KEY 1
25
LICENSE
LICENSE

INSERT_VIRTUAL_MEDIA

RIB_INFO

iLO 2
RIB_LINFO "write"

CONFIG_ILO_PRIV

INSERT_VIRTUAL_MEDIA

RIBCL
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<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN = "adminname' PASSWORD = "password'>
<RIB_INFO MODE = "write">

<INSERT_VIRTUAL_MEDIA DEVICE="FLOPPY" IMAGE_URL=
"http://servername/path/to/File"/>

</RIB_INFO>

</LOGIN>
</RIBCL>

INSERT_VIRTUAL_MEDIA

DEVICE FLOPPY CDROM
DEVICE FLOPPY
IMAGE_URL URL URL
protocol ://username:password@hostname:port/filename,cgi-helper
e protocol http https
e username:password

. hostname

° port
e filename
e cgi-helper
filename
. %m iLO2 MAC
. %i iLo2 1IP 4

e %h iLO 2

http://john:abcl23@imgserver .company.com/disk/win98dos.bin,/cgi-
bin/hpvfthelp.pl
http://imgserver.company.com/disk/boot%m.bin

SET_VM_
STATUS BOOT_OPTION BOOT_OPTION BOOT_ONCE

INSERT_VIRTUAL_FLOPPY
INSERT_VIRTUAL_FLOPPY

. RIB

. IMAGE_URL

. VIRTUAL_MEDIA_PRIV
. URL
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EJECT_VIRTUAL_MEDIA

EJECT_VIRTUAL_MEDIA EJECT_VIRTUAL_
MEDIA RIB_INFO RIB_INFO "write"

<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN=""Admin' PASSWORD="‘Password'>

<RIB_INFO MODE="write">
<EJECT_VIRTUAL_MEDIA DEVICE="FLOPPY"/>

</RIB_INFO>
</LOGIN>
</RIBCL>

EJECT_VIRTUAL_MEDIA

DEVICE FLOPPY CDROM
DEVICE FLOPPY

EJECT_VIRTUAL MEDIA
EJECT _VIRTUAL_MEDIA
o RIB
o VIRTUAL_MEDIA_PRIV

GET_VM_STATUS

GET_VM_STATUS RIB_INFO

<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN = "adminname'™ PASSWORD = "password">

<RIB_INFO MODE = "read'>
<GET_VM_STATUS DEVICE="CDROM"/>

</RI1B_INFO>
</LOGIN>
</RIBCL>

GET_VM_STATUS

DEVICE FLOPPY CDROM
DEVICE FLOPPY
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GET_VM_STATUS
GET_VM_STATUS

GET_VM_STATUS

VM_APPLET
VM_APPLET = CONNECTED
XML
DEVICE
BOOT_OPTION BOOT_ALWAYS
BOOT_ONCE
NO_BOOT

WRITE_PROTECT_FLAG

IMAGE_INSERTED XML
GET_VM_STATUS

VM_APPLET = CONNECTED | DISCONNECTED
DEVICE = FLOPPY | CDROM
BOOT_OPTION = BOOT_ALWAYS | BOOT_ONCE | NO_BOOT
WRITE_PROTECT FLAG = YES | NO
IMAGE_INSERTED = YES | NO

BOOT_ONCE

BOOT_OPTION

NO_BOOT WRITE_PROTECT NO IMAGE_INSERTED NO

SET_VM_STATUS

SET_VM_STATUS
RIB_INFO RIB_LINFO "write"

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN = "adminname' PASSWORD = "password'>

<RIB_INFO MODE = "write">
<SET_VM_STATUS DEVICE = "CDROM">
<VM_BOOT_OPTION value = "BOOT_ONCE"/>
<VM_WRITE_PROTECT value = "Y"/>

</SET_VM_STATUS>
</RIB_INFO>
</LOGIN>
</RIBCL>

SET_VM_STATUS

DEVICE FLOPPY

DEVICE FLOPPY

VM_BOOT_OPTION
BOOT_ONCE NO_BOOT

SET_VM_STATUS

CDROM

BOOT_ALWAYS
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- BOOT ALWAYS  VM_BOOT OPTION BOOT ALWAYS
VM_BOOT_OPTION
VM_BOOT_OPTION

= BOOT_ONCE VM_BOOT_OPTION BOOT_ONCE

BOOT_ONCE
VM_BOOT_OPTION
VM_BOOT_OPTION
o BOOT_OPTION=NO_BOOT
o IMAGE_INSERTED = NO
< NOBOOT VM_BOOT OPTION NO_BOOT
VM_BOOT_OPTION
VM_BOOT_OPTION
o BOOT_OPTION = NO_BOOT
o IMAGE_INSERTED = NO
VM_BOOT_OPTIONS CONNECT  DISCONNECT CONNECT
DISCONNECT
CONNECT DISCONNECT
« CONNECT  VM_BOOT OPTION CONNECT
VM_BOOT_OPTION CONNECT
VM_BOOT_OPTION  CONNECT VM_GET_

STATUS VM_BOOT_OPTION BOOT_ALWAYS

=  DISCONNECT  VM_BOOT_OPTION DISCONNECT
VM_BOOT_OPTION  DISCONNECT
VM_BOOT_OPTION  DISCONNECT
EJECT_VIRTUAL_MEDIA VM_BOOT_OPTION
DISCONNECT

o BOOT_OPTION = NO_BOOT
o IMAGE_INSERTED = NO
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VM_WRITE_PROTECT
ROM IIYII IIN n

SET_VM_STATUS

SET_VM_STATUS
= RIB

CERTIFICATE_SIGNING_REQUEST

iLo 2
CERTIFICATE_SIGNING_REQUEST
2.26

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN = "adminname' PASSWORD =

<RIB_INFO MODE = "write">
<CERTIFICATE_SIGNING_REQUEST/>
</RIB_INFO>

</LOGIN>
</RIBCL>

CERTIFICATE_SIGNING_REQUEST

CERTIFICATE_SIGNING_REQUEST

IMPORT_CERTIFICATE

IMPORT_CERTIFICATE
iLO 2

iLO 2

<RIBCL VERSION="2_0">

CD-

VIRTUAL_MEDIA_PRIV

iLlo 2
CPQLOCFG

""password">

IMPORT_CERTIFICATE
CPQLOCFG 2.26

<LOGIN USER_LOGIN = "adminname'™ PASSWORD = "‘password">

<RIB_INFO MODE = "write">
<IMPORT_CERTIFICATE>

</IMPORT_CERTIFICATE>
</RIB_INFO>
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</LOGIN>
</RIBCL>

IMPORT_CERTIFICATE

IMPORT_CERTIFICATE

IMPORT_CERTIFICATE
. RIB

. iLO 2
. iLO 2

GET_TWOFACTOR_SETTINGS

GET_TWOFACTOR_SETTINGS iLO 2 Two-Factor
GET_TWOFACTOR_SETTINGS RIB_INFO
RIB_INFO MODE "read" "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="adminname' PASSWORD="'password''>
<RIB_INFO MODE="read">
<GET_TWOFACTOR_SETTINGS/>
</RIB_INFO>

</LOGIN>
</RIBCL>

GET_TWOFACTOR_SETTINGS

GET_TWOFACTOR_SETTINGS

GET_TWOFACTOR_SETTINGS

iLO 2 1.20 iLO 2 Two-Factor
GET_TWOFACTOR_SETTINGS

GET_TWOFACTOR_SETTINGS

Two-Factor
<GET_TWOFACTOR_SETTINGS>

<AUTH_TWOFACTOR_ENABLE VALUE="N"/>

RIBCL

110



<CERT_REVOCATION_CHECK VALUE="N"/>
<CERT_OWNER_SUBJECT/>
</GET_TWOFACTOR_SETTINGS>
SAN Two-Factor
<GET_TWOFACTOR_SETTINGS>
<AUTH_TWOFACTOR_ENABLE VALUE="Y"/>
<CERT_REVOCATION_CHECK VALUE="N"/>

<CERT_OWNER_SAN/>
</GET_TWOFACTOR_SETTINGS>

MOD_TWOFACTOR_SETTINGS

MOD_TWOFACTOR_SETTINGS iLO 2 Two-Factor
MOD_TWOFACTOR_SETTINGS RIB_INFO
RIB_INFO MODE "read" "write"
RILOE I AUTH_TWOFACTOR_ENABLE
iLO 2
GET_TWOFACTOR_SETTINGS MOD_TWOFACTOR_SETTINGS iLO
1.80 iLO 2 1.10
iLO 1.80 CPQLOCFG 2.24 iLO 1.10 CPQLOCFG 2.25
CA Two-Factor CA
iLO 2 AUTH_TWOFACTOR_ENABLE "Yes"
1
iLO 2

Two-Factor
° [ ] Telnet

e [Secure Shell SSH ]
S| ]

Telnet SSH Cl Two-Factor
Two-Factor Telnet SSH
Cl iLO 2 1
Two-Factor CPQLOCFG
CPQLOCFG HPONCFG

. Two-Factor
<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password’>
<RIB_INFO MODE="write'>
<MOD_TWOFACTOR_SETTINGS>
<AUTH_TWOFACTOR_ENABLE value="Yes"/>
<CERT_REVOCATION_CHECK value="No"/>
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<CERT_OWNER_SAN/>
</MOD_TWOFACTOR_SETTINGS>
</RIB_INFO>

</LOGIN>
</RIBCL>

CA
<RIBCL VERSION="2_0">
<LOGIN USER_LOGIN=""test" PASSWORD=''password'>

<RIB_INFO MODE="write">
<MOD_TWOFACTOR_SETTINGS>
<CERT_OWNER_SAN/>

<IMPORT_CA_CERTIFICATE>
----- BEGIN CERTIFICATE-——--

M1 1EtzCCA5+gAw I BAg 1QBGg9IC0d7B5pF/ 14bVA44hjANBgkghk i GOWOBAQUFADBM
MRMWEQYKCZ Imi ZPyLGQBGRYDTEFCMRUWEWYKCZ Imi ZPyLGQBGRYFSkpSSU I xHjAc

9gVCPSOQUGMMZUeNYOBKTEOe+MrPGL+TqQEy 1akF3r jA2PbL1uSY6d4d1Cx7izk0
buEpHTPDgs99gZ3U5ht9b jJES93UHNDENLopkZ2JgGwH8Y50eBnjg4xml9psbYZn5Y
YWpONEZ 1 j 1 jJyww=

————— END CERTIFICATE-----

</IMPORT_CA_CERTIFICATE>

<IMPORT_USER_CERTIFICATE USER_LOGIN="apollo'>
————— BEGIN CERTIFICATE-—---
CZImiZPyLGQBGRYDTEFCMRUWEWYKCZ ImiZPyLGQBGRYFSkpSSU I xHjACcBgNVBAMT
ODUSNDRaMFYxEzARBgoJkiaJk

SjbbpNGpxGsK9GZi5j6Ue0YklePyauOTJI3KIm2RPIR2C6XAGZz2PTWgsxGIUP9INH
bfz0+TD0JsschjgK23/vr2GxQ9C/835zRxdu5Dn8JGm3/dFHR2VxgCet IxyROTQC
ZKTFv1a8NIKvMLZdcISj94jUyMZfYYmCWULW8WYySMV70nclvrsi2hi3nwMtt2Zvj
WnbeZujBX9LGz3HdmghgUw4GTwY 13Z2G88snuTy X1 iLPFXVYXVNAhGeWgXtrh7A90
3NprjG7DMluw

————— END CERTIFICATE-----

</IMPORT_USER_CERTIFICATE>
</MOD_TWOFACTOR_SETTINGS>

</RI1B_INFO>
</LOGIN>
</RIBCL>

MOD_TWOFACTOR_SETTINGS

AUTH_TWOFACTOR_ENABLE Two-Factor "Yes"
CERT_REVOCATION_CHECK iLo 2 CRL
IIYeSII IINOII
CRL

CERT_OWNER_SAN iLO 2

username@domain.extension

||N0||

“YeS“

RIBCL
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CERT_OWNER_SUBJECT iLO 2 subject name

"DC=com/DC=domain/OU=organization/CN=user" iLO 2
CERT_OWNER_SAN CERT_OWNER_SUBJECT
IMPORT_CA_CERTIFICATE iLO 2 iLO 2 CA
CA Two-Factor

iLO 2
IMPORT_USER_CERTIFICATE iLO 2

SHA1 Modify User ~ Web iLO
2
IMPORT_CA_CERTIFICATE IMPORT_USER_CERTIFICATE base64

MOD_TWOFACTOR_SETTINGS
MOD_TWOFACTOR_SETTINGS

o RIB

iLO 2 Two-factor
. CA

CA Two-factor
° CONFIG_ILO_PRIV
DIR_INFO LOGIN

DIR_INFO
DIR_INFO DIR_INFO

DIR_INFO MODE "read" "write" MODE 10
"write" iLO 2 "read" iLO 2

<DIR_INFO MODE="read">

......... DIR_INFO commands ...
</DIR_INFO>
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GET_DIR_CONFIG

GET_DIR_CONFIG iLO 2
GET_DIR_CONFIG DIR_INFO DIR_INFO MODE

"read" "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password''>
<DIR_INFO MODE="‘read">
<GET_DIR_CONFIG/>
</DIR_INFO>

</LOGIN>
</RIBCL>

GET_DIR_CONFIG

GET_DIR_CONFIG

GET_DIR_CONFIG

iLO 2 1.80 HP Lights-Out
GET_DIR_CONFIG

GET_DIR_CONFIG

<GET_DIR_CONFIG>
<DIR_AUTHENTICATION_ENABLED VALUE="Y"/>
<DIR_LOCAL_USER_ACCT VALUE="Y"/>
<DIR_SERVER_ADDRESS VALUE="adserv.demo.com"/>
<DIR_SERVER_PORT VALUE="636"/>
<DIR_OBJECT_DN VALUE="CN=SERVER1_RIB,0OU=RIB,DC=HPRIB, DC=LABS"/>
<DIR_USER_CONTEXT1 VALUE="CN=Users0,DC=HPRIBO, DC=LABS'/>
<DIR_USER_CONTEXT2 VALUE="CN=Usersl1,DC=HPRIB1, DC=LABS'"/>
<DIR_USER_CONTEXT3 VALUE="""/>

<DIR_ENABLE_GRP_ACCT VALUE="N"/>
</GET_DIR_CONFIG>

<GET_DIR_CONFIG>
<DIR_AUTHENTICATION_ENABLED VALUE="Y"/>
<DIR_LOCAL_USER_ACCT VALUE="Y"/>
<DIR_SERVER_ADDRESS VALUE="adserv.demo.com"/>
<DIR_SERVER_PORT VALUE="636"/>
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<DIR_OBJECT_DN VALUE="""/>

<DIR_USER_CONTEXT1 VALUE="CN=Users,DC=demo,DC=com"/>
<DIR_USER_CONTEXT2 VALUE="""/>

<DIR_USER_CONTEXT3 VALUE="""/>

<DIR_ENABLE_GRP_ACCT VALUE="Y"/>

<DIR_GRPACCT1_NAME VALUE="CN=iLOAdmins,CN=Users,DC=demo,DC=com'/>
<DIR_GRPACCT1_PRIV VALUE="1,2,3,4,5"/>
<DIR_GRPACCT2_NAME VALUE=""" />

<DIR_GRPACCT2_PRIV VALUE=""" />

<DIR_GRPACCT3_NAME VALUE=""" />

<DIR_GRPACCT3_PRIV VALUE=""" />

<DIR_GRPACCT4_NAME VALUE=""" />

<DIR_GRPACCT4_PRIV VALUE=""" />

<DIR_GRPACCT5_NAME VALUE=""" />

<DIR_GRPACCTS5_PRIV VALUE="" />

<DIR_GRPACCT6_NAME VALUE=""" />

<DIR_GRPACCT6_PRIV VALUE="" />
</GET_DIR_CONFIG><GET DIR_CONFIG>

IMPORT_SSH_KEY

IMPORT_SSH_KEY SSH_KEY iLO 2 iLO 2
CPQLOCFG 2.27
ssh-keygen SSH key .pub
1. keypsb e BEGIN SSH KEY---- =~ ————- END SSH KEY-----
ssh-dss ssh-rsa
2. [ ] iLO 2

XXX_some text_xxx ASmith.

SSH iLO 2

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="adminname' PASSWORD="'password''>

<RIB_INFO MODE="write">
<IMPORT_SSH_KEY>

ssh-dss
ContentOfYourSSHKeyBALFtNNE12JR8T8XQqyzqcltt6FLFRXLRM5PIpOf/ 1G4hN45+x+Jbagk
hH+aKqFj 1 FOINjszHrFN26H1AhWO j Y2bEw]j 2wl JzBMAhXwnPQe 1QsCnJDT+zCzbDn+5Va86+qWx
mO I SDEChvZPM6wpj kXvHwu I njxTz0GQTg++vmY 101/AAAAFQCIMFaZ jE995QhX9H1DaDzpsVTXv
wAAATAG6ec/hAkas2N762j tIHvSuvZaQRzu49DOtj XV IpNdIAhTC802505PzkGLF5qhrbDnusclC
vOH7DuxyH jeOUVXbC5wFQBcGF4VnpYZ8nGQGtITQO 1 UV+NRwWN4CR5ES0i163zTJIVKIYZDT21SeX
hF2iU6txjZzdeEm7vQz3s1aY3dgAAAIAQ46i16FBzIAYXZziF/gmWMt4y6S1y 10QDASXPKK7 rpxeg
v8RITeon/aelL70jb9GQ2xnEN5gobaNZxKz2d4/ jwg3+qgTDT6V1G+b7+nEI/XHIC717/709gi0Ov
4VE3WxN+HE9JWsv2 jwUpAzRGqJO000 JRG/CCruOK+jgTOF/dilo0sw== ASmith
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</IMPORT_SSH_KEY>

</RI1B_INFO>
</LOGIN>
</RIBCL>

IMPORT_SSH_KEY

IMPORT_SSH_KEY
IMPORT_SSH_KEY

- RB
- SSH SSH
. iLO iLO 2
. SSH
MOD_DIR_CONFIG
MOD_DIR_CONFIG iLO 2
DIR_MODE DIR_INFO_MODE  "write”
iLO 2

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>
<DIR_INFO MODE="write'">

<MOD_DIR_CONFIG>

<DIR_AUTHENTICATION_ENABLED value="Yes"/>

<DIR_LOCAL_USER_ACCT value="Yes"/>
<I-- For schemaless Directory configuration, ensure that the following
settings are modified as required so that user can logon with Email
format and Netbios formats successfully:-->
<I-- 1. DIR_SERVER_ADDRESS value need to be set to directory server DNS
Name or FQDN(Full qualified Domain Name)-->
<I-- Please check and update the following iLO Network Settings. -->
<I-- 1.The domain name of iLO should match the domain of the directory
server. -->
<I-—- 2_.0ne of the primary, secondary or teritiary DNS server must have
the same IP address as the Directory server. -->

<DIR_SERVER_ADDRESS value="dlilol.mycompu.com"/>

<DIR_SERVER_PORT value="636"/>

<DIR_OBJECT_DN value="CN=serverl_rib,0U=RIB, DC=mycompu,DC=com'/>
<DIR_OBJECT_PASSWORD value="password"/>

<DIR_USER_CONTEXT_1 value="CN=Users,DC=mycompu, DC=com'/>
<DIR_USER_CONTEXT_2 value="CN=Users2,DC=mycompu, DC=com"/>

<DIR_USER_CONTEXT_3 value="CN=Users3,DC=mycompu, DC=com'"/>
<I-- Firmware support information for next 12 tags -->

RIBCL
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<l-- §L02 1.75 and later -->
<!-—— iLO - None -->
<l-- Riloe Il - None -->

<DIR_USER_CONTEXT_4 value="CN=Users4,DC=mycompu, DC=com'/>
<DIR_USER_CONTEXT_5 value="CN=Users5,DC=mycompu, DC=com'/>
<DIR_USER_CONTEXT_6 value="CN=Users6,DC=mycompu, DC=com'/>
<DIR_USER_CONTEXT_7 value="CN=Users7,DC=mycompu, DC=com"/>
<DIR_USER_CONTEXT_8 value=""CN=Users8,DC=mycompu, DC=com"/>
<DIR_USER_CONTEXT_9 value="CN=Users9,DC=mycompu, DC=com'/>
<DIR_USER_CONTEXT_10 value="CN=Users10,DC=mycompu, DC=com"/>
<DIR_USER_CONTEXT_11 value="CN=Usersl11l,DC=mycompu, DC=com"/>
<DIR_USER_CONTEXT_12 value="CN=Usersl12,DC=mycompu, DC=com"/>
<DIR_USER_CONTEXT_13 value="CN=Users13,DC=mycompu, DC=com"/>
<DIR_USER_CONTEXT_14 value="CN=Users14,DC=mycompu, DC=com"/>

<DIR_USER_CONTEXT_15 value="CN=Usersl15,DC=mycompu, DC=com"/>
<I-- Set the value to "NO" to enable the HP Extended Schema -->

<I-- and Value "YES"™ to enable Default Directory Login. -->
<I-- To set Group Accounts and privileges for Default Schema -->
<I-- run Mod_Schemaless_Directory.xml. -->

<DIR_ENABLE_GRP_ACCT value = "yes'/>
</MOD_DIR_CONFI1G>

</DIR_INFO>

</LOGIN>

</RIBCL>

- DIR_ENABLE_GRP_ACCT
e DIR_GRPACCT1_NAME
e DIR_GRPACCTT_PRIV

- DIR_OBJECT_DN
DIR_OBJECT_PASSWORD

MOD_DIR_CONFIG

DIR_AUTHENTICATION_ENABLED "Yes” “ No”
DIR_ENABLE_GRP_ACCT ~ ilO 2 "Yes" “ No”
iLo 2
ilo 2
iLo 2
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. DIR_GRPACCT1_NAME Administrators  Users Power Users

= DIR_GRPACCT1_PRIV iLO 2
1,2,3,
4,5

v kDD

iLO 2

- DIR_ENABLE_GRP_ACCT
- DIR_GRPACCT1_NAME
- DIR_GRPACCT1_PRIV

- DIR_OBJECT_DN
» DIR_OBJECT_PASSWORD

DIR_LOCAL_USER_ACCT "Yes” “ No”

DIR_SERVER_ADDRESS 1P
DNS

DIR_SERVER_PORT
LDAP 636

DIR_OBJECT DN Lo 2
256

DIR_OBJECT_PASSWORD iLO 2
39

DIR_USER_CONTEXT_1 DIR_USER_CONTEXT_2 DIR_USER_CONTEXT_3
2 3

128

MOD_DIR_CONFIG
MOD_DIR_CONFIG

° CONFIG_ILO_PRIV
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RACK_INFO

RACK_INFO LOGIN

RACK_INFO

Proliant BL

"read" "write"

iLO 2

"write"

RACK_INFO

<RACK_INFO MODE=" read” >
RACK_INFO commands
</RACK_INFO>

GET_RACK_SETTINGS

GET_RACK_SETTINGS iLO 2
GET_RACK_SETTINGS
"read"

"write"

INFO MODE

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN=""adminname""

<RACK_INFO MODE="read">
<GET_RACK_SETTINGS/>
</RACK_INFO>

</LOGIN>
</RIBCL>

GET_RACK_SETTINGS

GET_RACK_SETTINGS

GET_RACK_SETTINGS

GET_RACK_SETTINGS
<GET_RACK_SETTINGS>

<RACK_NAME VALUE="HPspace'/>

MODE 10

RACK_INFO

PASSWORD=""password"">

RACK_INFO
RACK_INFO
RACK_INFO MODE
"read" iLO 2
RACK_
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<ENCLOSURE_NAME VALUE="Home"/>
<ENCLOSURE_SN VALUE="44XP0606XP33"/>
<BAY_NAME VALUE="Library"/>

<BAY VALUE="2"/>
<FACILITY_PWR_SOURCE VALUE="N"/>
<RACK_AUTO_PWR VALUE="Y"/>
<SNMP_RACK_ALERTS VALUE="Y"/>

<LOG_RACK_ALERTS VALUE="N"/>
</GET_RACK_SETTINGS >

GET_DIAGPORT_SETTINGS

GET_DIAGPORT_SETTINGS iLO
GET_DIAGPORT_SETTINGS RACK_INFO
RACK_INFO MODE "read" "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="adminname' PASSWORD="‘password''>
<RACK_INFO MODE="'read'>
<GET_DIAGPORT_SETTINGS/>
</RACK_INFO>

</LOGIN>
</RIBCL>

GET_DIAGPORT_SETTINGS

GET_DIAGPORT_SETTINGS

GET_DIAGPORT_SETTINGS
GET_DIAGPORT_SETTINGS
<GET_DIAGPORT_SETTINGS>
<DP_SPEED_AUTOSELECT value="No"/>
<DP_NIC_SPEED value="100"/>
<DP_FULL_DUPLEX value="Yes'/>
<DP_IP_ADDRESS value="'192.168.142_.56"/>

<DP_SUBNET_MASK value="255.255.0.0"/>
</GET_DIAGPORT_SETTINGS >

MOD_DIAGPORT_SETTINGS

MOD_DIAGPORT_SETTINGS iLO 2
MOD_DIAGPORT_SETTINGS RACK_INFO
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iLO 2

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN="username" PASSWORD="password'>

<RACK_INFO MODE="‘write'>

<MOD_DIAGPORT_SETTINGS>
<DP_SPEED_AUTOSELECT value="No"/>
<DP_NIC_SPEED value="100"/>
<DP_FULL_DUPLEX value="Yes'/>
<DP_1P_ADDRESS value="192.168.142_56"/>
<DP_SUBNET_MASK value="255.255.0.0"/>

</MOD_DIAGPORT_SETTINGS>

</RACK_INFO>

</LOGIN>
</RIBCL>

MOD_DIAGPORT_SETTINGS

DP_SPEED_AUTOSELECT

DP_NIC_SPEED DP_SPEED_AUTOSELECT "No"
II'|OII II'|OOII

DP_FULL_DUPLEX iLO 2
DP_SPEED_AUTOSELECT "No"

"Yes" “No"
DP_IP_ADDRESS ~ ilO 2 IP
XXX XXX XXX XXX.
DP_SUBNET_MASK ilO 2 Lo
XXX XXX XXX XXX.
iLO 2
MOD_DIAGPORT_SETTINGS
MOD_DIAGPORT_SETTINGS
- o2
. CONFIG_ILO_PRIV

||Yes||

RIBCL

||No||
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GET_ENCLOSURE_IP_SETTINGS

GET_ENCLOSURE_IP_SETTINGS iLO 2 IP RACK_INFO
RACK_INFO "read" "write"

<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN="Admin" PASSWORD="password'>

<RACK_INFO MODE="write'>
<GET_ENCLOSURE_IP_SETTINGS/>

</RACK_INFO>
</LOGIN>
</RIBCL>

GET_ENCLOSURE_IP_SETTINGS

GET_ENCLOSURE_IP_SETTINGS

GET_ENCLOSURE_IP_SETTINGS
<?xml version="1.0"?>
<RIBCL VERSION="'2.22"">
<RESPONSE

STATUS=""0x0000""
MESSAGE="No error-*

/>
<GET_ENCLOSURE_IP_SETTINGS>

<BAY_ENABLE MASK="0x0002"/>
<IP_ADDRESS VALUE="170.100.12.101"/>
<SUBNET_MASK VALUE="255.255.255.0"/>
<GATEWAY_1P_ADDRESS VALUE="170.100.12.254"/>
<DOMAIN_NAME VALUE=""'/>
<PRIM_DNS_SERVER VALUE="0.0.0.0"/>
<SEC_DNS_SERVER VALUE="0.0.0.0"/>
<TER_DNS_SERVER VALUE="0.0.0.0"/>
<PRIM_WINS_SERVER VALUE="0.0.0.0"/>
<SEC_WINS_SERVER VALUE="0.0.0.0"/>
<STATIC_ROUTE_1 DESTINATION="0.0.0.0"
GATEWAY="0.0.0.0"/>
<STATIC_ROUTE_2 DESTINATION="0.0.0.0"
GATEWAY="0.0.0.0"/>
<STATIC_ROUTE_3 DESTINATION="0.0.0.0"

GATEWAY="0.0.0.0"/>
</GET_ENCLOSURE_IP_SETTINGS>
</RIBCL>
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MOD_ENCLOSURE_IP_SETTINGS

MOD_ENCLOSURE_IP_SETTINGS IP
iLO 2
INFO RACK_INFO

<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN=""Admin" PASSWORD="password'>
<RACK_INFO MODE="'write'>

<MOD_ENCLOSURE_IP_SETTINGS>
<BAY_ENABLE MASK=""Ox3FE"/>
<IP_ADDRESS VALUE="16.100.222.111"/>
<SUBNET_MASK VALUE="255.255.252.0"/>
<GATEWAY_IP_ADDRESS VALUE="16.100.222.1"/>
<DOMAIN_NAME VALUE="'sum.won.here.now"/>
<PRIM_DNS_SERVER VALUE="16.11.1.111"/>
<SEC_DNS_SERVER VALUE="""/>
<TER_DNS_SERVER VALUE="""/>
<PRIM_WINS_SERVER VALUE="16.22.2.222"/>
<SEC_WINS_SERVER VALUE="""/>
<STATIC_ROUTE_1 DEST="16.33.3.33"
GATEWAY="16.100.11.11"/>
<STATIC_ROUTE_2 DEST=""" GATEWAY="""/>
<STATIC_ROUTE_3 DEST=""" GATEWAY="""'/>

</MOD_ENCLOSURE_IP_SETTINGS>
</RACK_INFO>
</LOGIN>
</RIBCL>

IP
<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""Admin' PASSWORD="password'>

<RIB_INFO MODE="write">

<MOD_NETWORK_SETTINGS>
<ENCLOSURE_IP_ENABLE VALUE="Yes'"/>

</MOD_NETWORK_SETTINGS>

</RIB_INFO>
</LOGIN>
</RIBCL>

MOD_ENCLOSURE_IP_SETTINGS
BAY_ENABLEMASK - P
IP LSB

"0x0001" 1 IP
MOD_ENCLOSURE_IP_SETTINGS

MASK

RACK_INFO

"write"

16

16

RIBCL
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MASK=
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ENCLOSURE_IP_ENABLE P MOD_NETWORK_
SETTINGS "y “N"

GET_TWOFACTOR_SETTINGS
MOD_NETWORK_SETTINGS

. CONFIG_ILO_PRIV
GET_TOPOLOGY
GET_TOPOLOGY iLo 2
GET_TOPOLOGY RACK_INFO
RACKINFO MODE  "read” "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>
<RACK_INFO MODE="read"'>
<GET_TOPOLOGY/>
</RACK_INFO>

</LOGIN>
</RIBCL>

GET_TOPOLOGY

GET_TOPOLOGY

<RK_TPLGY CNT="3"">

<RUID>xxxxxx</RUID>

<ICMB ADDR="'OxAA55'" MFG="232" PROD_ID="NNN" SER="'123" NAME="'Power_1'"'>
<LEFT/>

<RIGHT ADDR="0xAB66' SER="123" NAME='Server_1"/>

</1CMB>

<ICMB ADDR="'0xAB66'" MFG="232" PROD_ID="NNN" SER="456" NAME="Server_1'">
<LEFT ADDR="0xAA55" SER=""123"" NAME="'Power_1"/>

<RIGHT ADDR="0OxAC77'" SER="123" NAME="Power_2'/>

</1CMB>

<ICMB ADDR="'OxXAC77'" MFG="232" PROD_ID="NNN" SER="789" NAME="Power_2'>
<RIGHT/>

</ I1CMB>

</RK_TPLGY>

MOD_BLADE_RACK

MOD_BLADE_RACK
MOD_BLADE_RACK RACK_INFO
RACK_INFO MODE  "write"
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iLO 2

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>

<RACK_INFO MODE="write">

<MOD_BLADE_RACK>
<RACK_NAME value="CPQ_Rack_1"/>
<ENCLOSURE_NAME value="CPQ_Enclosure_1"/>
<BAY_NAME value="CPQ_Bay 5'/>
<FACILITY_PWR_SOURCE value="Yes"/>
<RACK_AUTO_PWR value="Yes"/>
<SNMP_RACK_ALERTS value="Yes"/>
<LOG_RACK_ALERTS value="Yes"/>

</MOD_BLADE_RACK>

</RACK_INFO>

</LOGIN>
</RIBCL>

MOD_BLADE_RACK

RACK_NAME 1
31

ENCLOSURE_NAME 1 Proliant BL

31

BAY_NAME Proliant BL
31

FACILITY_PWR_SOURCE "Yes" "No"

RACK_AUTO_PWR

IIYesII
n NOII
SNMP_RACK_ALERTS SNMP
IIYeSII IINOII
LOG_RACK_ALERTS
"Yes" IML "No"

RIBCL
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MOD_BLADE_RACK
MOD_BLADE_RACK

° CONFIG_ILO_PRIV

SERVER_INFO LOGIN SERVER_INFO
SERVER_INFO

SERVER_INFO MODE "read" "write" MODE 10

"write" iLO 2 "read" iLO 2

<SERVER_INFO MODE="read">
........ SERVER_INFO commands ...
</SERVER__INFO>

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password''>

<SERVER_INFO MODE="'write'>
<RESET_SERVER/>

</SERVER_INFO>
</LOGIN>
</RIBCL>

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>

<SERVER_INFO MODE="'write'>

<I-- Modify the HOST_POWER attribute to toggle power on the host
server -->

<l-- HOST_POWER="No" (Turns host server power off) -—>
<I-- A graceful shutdown will be attempted for ACPl-aware -—>
<I-- operating systems configured to support graceful shutdown. -->

<I-- HOST_POWER="Yes"™ (Turns host server power on) -->
<SET_HOST_POWER HOST_POWER="No''/>

</SERVER_INFO>
</LOGIN>
</RIBCL>
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GET_SERVER_NAME

GET_SERVER_NAME iLO 2
SERVER_NAME RBSU ilO 2
HP Proliant

iLO 2 1.30 iLO RILOE I

<RIBCL version="2.21">
<LOGIN USER_LOGIN=""Administrator™ PASSWORD='"‘password">

<SERVER_INFO MODE="READ" >
<GET_SERVER_NAME />
</SERVER_INFO>

</LOGIN>
</RIBCL>
iLO 2 RBSU 1 14 2
28
HP Proliant iLO 2
GET_SERVER_NAME
GET_SERVER_NAME ASCII

<SERVER_NAME VALUE="Linux Development Host' />

GET_SERVER_NAME

SERVER_NAME

SERVER_NAME RBSU

iLO 2
SERVER_INFO "WRITE"

<RIBCL version="2.21">
<LOGIN USER_LOGIN=""Administrator™ PASSWORD="password">
<SERVER_INFO MODE="‘write'>

<SERVER_NAME VALUE = "Exchange05' />
</SERVER_INFO>
</LOGIN

SERVER_NAME
VALUE ASCII 50
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SERVER_NAME

SERVER_NAME
- ilo
= SERVERLINFO "write"

GET_EMBEDDED_HEALTH

GET_EMBEDDED_HEALTH
GET_EMBEDDED_HEALTH SERVER_INFO
SERVER_INFO MODE "read" "write"

<RIBCL VERSION="2.21"'"">
<LOGIN USER_LOGIN="adminname' PASSWORD="'password''>

<SERVER_INFO MODE="‘read">
<GET_EMBEDDED_HEALTH />

</SERVER__INFO>
</LOGIN>
</RIBCL>

GET_EMBEDDED_HEALTH

GET_EMBEDDED_HEALTH

GET_EMBEDDED_HEALTH_DATA
IP Address is: 16.100.000.192
cpqlocfg.exe:Receiving (116):
<?xml version="1.0"?>
<RIBCL VERSION="2.22">
<RESPONSE

STATUS=""0x0000""
MESSAGE="No error-*

/>
</RIBCL>
cpqlocfg.exe:Receiving (116):
<?xml version="1.0"?>
<RIBCL VERSION="2_22"">
<RESPONSE

STATUS=""0x0000""

MESSAGE="No error-~
/>
<GET_EMBEDDED_HEALTH_DATA>
<FANS>

<FAN>
<LABEL VALUE = "Fan Block 1"/>
<ZONE VALUE = "Power Supply"/>
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<STATUS VALUE = "0k"/>
<SPEED VALUE = "'25" UNIT="Percentage'/>
</FAN>
<FAN>
<LABEL VALUE = "Fan Block 2"'/>
<ZONE VALUE = "'CPU 2" />
<STATUS VALUE = "OK"/>
<SPEED VALUE = "'37" UNIT="Percentage'/>
</FAN>
</FANS>
<TEMPERATURE>
<TEMP>
<LABEL VALUE = "'Temp 1''/>
<LOCATION VALUE = "1/0 Board"/>
<STATUS VALUE = "Ok"/>
<CURRENTREADING VALUE = "29" UNIT="Celsius"/>
<CAUTION VALUE = "65" UNIT="Celsius"/>
<CRITICAL VALUE = "70" UNIT="Celsius'"/>
</TEMP>
<TEMP>
<LABEL VALUE = "Temp 2'/>
<LOCATION VALUE = "Ambient''/>
<STATUS VALUE = "Failed'/>
<CURRENTREADING VALUE = "66" UNIT="Celsius"/>
<CAUTION VALUE = "40" UNIT="Celsius"/>
<CRITICAL VALUE = "45" UNIT="Celsius"/>
</TEMP>
<TEMP>
<LABEL VALUE = "Temp 3'/>
<LOCATION VALUE = "CPU 1"/>
<STATUS VALUE = "0Ok"/>
<CURRENTREADING VALUE = "36'" UNIT="Celsius'/>
<CAUTION VALUE = "90" UNIT="Celsius'/>
<CRITICAL VALUE = "95" UNIT="Celsius'"/>
</TEMP>
<TEMP>
<LABEL VALUE = "Temp 4'/>
<LOCATION VALUE = "CPU 1"/>
<STATUS VALUE = "OK"/>
<CURRENTREADING VALUE = "32'" UNIT="Celsius'/>
<CAUTION VALUE = "90" UNIT="Celsius'/>
<CRITICAL VALUE = '"95" UNIT="Celsius'"/>
</TEMP>
<TEMP>

RIBCL
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<LABEL VALUE = "Temp 5"/>

<LOCATION VALUE = "Power Supply'/>

<STATUS VALUE = "Ok"/>

<CURRENTREADING VALUE = "'32" UNIT="Celsius"/>
<CAUTION VALUE = "51'" UNIT="Celsius"/>
<CRITICAL VALUE = "56" UNIT="Celsius'"/>

</TEMP>
</TEMPERATURE>
<VRM>
</VRM>
<POWER_SUPPLIES>
</POWER_SUPPLIES>
<HEALTH_AT_A_GLANCE>

<FANS STATUS= "Ok"/>

<FANS REDUNDANCY= "'Fully Redundant'/>
<TEMPERATURE STATUS= "FAILED"/>

<VRM STATUS= "Ok' />

<POWER_SUPPLIES STATUS= "Ok"/>

<POWER_SUPPLIES REDUNDANCY= "‘unknown"/>
</HEALTH_AT_A_ GLANCE>
</GET_EMBEDDED_HEALTH_DATA>
</RIBCL>
cpglocfg.exe:Script succeeded on "16.100.000.192:000"

GET_POWER_READINGS

GET_POWER_READINGS

GET_POWER_READINGS

GET_POWER_READINGS
GET_POWER_READINGS Advanced 2

Advanced
<?xml version="1.0"?>
<RIBCL VERSION="2.22"">
<RESPONSE

STATUS=""0x0000""
MESSAGE="No error-*

/>
<GET_POWER_READINGS>
<PRESENT_POWER_READING VALUE="275" UNIT="Watts'/>
<l--
Additional information is available with iLO 2 Advanced and iLO 2 Select
licenses.
J——
</GET_POWER_READINGS>
</RIBCL>
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cpglocfg.exe:Script succeeded on '"16.100.100.100:100"

Advanced
<?xml version="1.0"?>
<RIBCL VERSION="'2_.22"">
<RESPONSE

STATUS=""0x0000""
MESSAGE="No error-*

/>
<GET_POWER_READ INGS>
<PRESENT_POWER_READING VALUE="275" UNIT="Watts'/>
<AVERAGE_POWER_READING VALUE="278" UNIT="Watts'/>
<MAXIMUM_POWER_READING VALUE="283" UNIT="Watts'/>
<MINIMUM_POWER_READING VALUE="270" UNIT="Watts'/>
</GET_POWER_READINGS>
</RIBCL>

GET_POWER_CAP

GET_POWER_CAP
GET_POWER_CAP SERVER_INFO SERVER_INFO
MODE "read" "write"

<RIBCL VERSION="2_21"">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"">

<SERVER_INFO MODE="read">
<GET_POWER_CAP />

</SERVER_INFO>
</LOGIN>
</RIBCL>

GET_POWER_CAP

GET_POWER_CAP
0

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>

<SERVER_INFO MODE="read"">
<GET_POWER_CAP />

</SERVER_INFO>
</LOGIN>
</RIBCL>

SET_POWER_CAP

SET_POWER_CAP
SET_POWER_CAP SERVER_INFO SERVER_INFO
MODE  "write" iLO 2
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Onboard Administrator Insight Power Manager

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password’'>
<SERVER_INFO MODE="write'>
<SET_POWER_CAP POWER_CAP=""300"/>
</SERVER_INFO>
</LOGIN>

</RI1BCL>
SET_POWER_CAP
SET_POWER_CAP POWER_CAP

SET_POWER_CAP
SET_POWER_CAP

GET_HOST_POWER_SAVER_STATUS

GET_HOST_POWER_SAVER_STATUS
GET_HOST_POWER_SAVER_STATUS
SERVER_INFO MODE "read" “write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>
<SERVER_INFO MODE="'write'>
<GET_HOST_POWER_SAVER_STATUS/>
</SERVER_ INFO>

</LOGIN>
</RIBCL>

GET_HOST_POWER_SAVER_STATUS

GET_HOST_POWER_SAVER_STATUS
GET_HOST_POWER_SAVER_STATUS

SERVER_INFO

RIBCL
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GET_HOST_POWER_SAVER_STATUS

e <GET_HOST_POWER_SAVER
HOST POWER_SAVER="'OFF"
/>

d <GET_HOST_POWER_SAVER
HOST POWER_SAVER="MIN"
/>

e <GET_HOST_POWER_SAVER
HOST POWER_SAVER="AUTO"
/>

SET_HOST_POWER_SAVER

SET_HOST_POWER_SAVER
SET_HOST_POWER_SAVER SERVER_INFO
SERVER_INFO MODE  "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>
<SERVER_INFO MODE="‘write'>
<SET_HOST_POWER_SAVER HOST_ POWER_SAVER=""1"/>
</SERVER_ INFO>

</LOGIN>
</RIBCL>

SET_HOST_POWER_SAVER
HOST_POWER_SAVER

- 1-08
- 2-HP
- 3-HP
o 4-HP

SET_HOST_POWER_SAVER
SET_HOST_POWER
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. RESET_SERVER_PRIV

GET_HOST_POWER_REG_INFO

GET_HOST_POWER_REG_INFO iLO 2
GET_HOST_POWER_REG_INFO SERVER_INFO SERVER_
INFO_MODE '"read"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>
<SERVER_INFO MODE="read'>
<GET_HOST_POWER_REG_ INFO/>
</SERVER_ INFO>

</LOGIN>
</RIBCL>

GET_HOST_POWER_REG_INFO

GET_HOST POWER_REG._INFO
GET_HOST_POWER_REG_INFO iLO 2 Advanced license

<RIBCL VERSION="2.22"">
<RESPONSE
STATUS=""0x0043""
MESSAGE="This feature requires an advanced license"

/>
</RIBCL>

GET_HOST_POWER_REG_INFO

GET_HOST_POWER_REG_INFO iLo 2
5

GET_HOST_POWER_REG_INFO iLo 2 5

<GET_HOST_POWER_REG_INFO>
<NumberProcessors>0</NumberProcessors>
<NumberPstates>0</NumberPstates>
</GET_HOST_POWER_REG_ INFO>

GET_HOST _POWER_REG_INFO
<GET_HOST_POWER_REG_ INFO>
<NumberProcessors>2</NumberProcessors>
<NumberPstates>3</NumberPstates>
<Processor0>
<CurrentPstate>2</CurrentPstate>
<Pstate0>
<TotalAverage>34.3</TotalAverage>
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</Pstate0>

<Pstatel>
<TotalAverage>0</TotalAverage>
</Pstatel>

<Pstate2>
<TotalAverage>65.7</TotalAverage>
</Pstate2>

<Pstate3>
<TotalAverage>0</TotalAverage>
</Pstate3>

<Pstate7>
<TotalAverage>0</TotalAverage>
</Pstate7>

</Processor0>

<Processorl>
<CurrentPstate>2</CurrentPstate>
<Pstate0>
<TotalAverage>34._.3</TotalAverage>
</Pstate0>

<Pstatel>
<TotalAverage>0</TotalAverage>
</Pstatel>

<Pstate2>
<TotalAverage>65.7</TotalAverage>
</Pstate2>

<Pstate3>

<Pstate7>
<TotalAverage>0</TotalAverage>
</Pstate7>

</Processorl>
</GET_HOST_POWER_REG_ INFO>

GET_HOST_POWER_STATUS

GET_HOST_POWER_STATUS

GET_HOST_POWER_STATUS SERVER_INFO

SERVER_INFO MODE "read" “write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password'>
<SERVER_INFO MODE="‘write'>
<GET_HOST_POWER_STATUS/>
</SERVER_INFO>

</LOGIN>
</RIBCL>

GET_HOST_POWER_STATUS

RIBCL
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GET_HOST_POWER_STATUS
GET_HOST_POWER_STATUS

GET_HOST_POWER_STATUS

<GET_HOST_POWER

HOST POWER="'OFF'*
/>

SET_HOST_POWER

SET_HOST_POWER
SET_HOST_POWER SERVER_INFO SERVER_INFO
MODE "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>
<SERVER_INFO MODE="write">
<SET_HOST_POWER HOST_POWER="'Yes'"/>
</SERVER_ INFO>

</LOGIN>
</RIBCL>

SET_HOST_POWER
HOST_POWER "Yes" "No"

SET_HOST_POWER
SET_HOST_POWER

. RESET_SERVER_PRIV

GET_HOST_PWR_MICRO_VER

GET_HOST _PWR_MICRO_VER
GET_HOST_PWR_MICRO_VER SERVER_INFO SERVER_
INFO "read"

RIBCL 136



<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN=""admin' PASSWORD="‘adminl123'>

<SERVER_INFO MODE="read">
<GET_HOST_PWR_MICRO_VER/>

</SERVER_INFO>
</LOGIN>
</RIBCL>

GET_HOST_PWR_MICRO_VER

GET_HOST_PWR_MICRO_VER
GET_HOST_PWR_MICRO_VER

° _j:?»——
. EIRA 7
. WH7ZeL

GET_HOST _PWR_MICRO_VER
) <GET_HOST_PWR_MICRO_VER>

<PWR_MICRO VERSION="2.3"/>
</GET_HOST_PWR_MICRO_VER>

<GET_HOST_PWR_MICRO_VER>

<PWR_MICRO VERSION="'OFF"'/>
</GET_HOST_PWR_MICRO_VER>

<GET_HOST_PWR_MICRO_VER>

<PWR_MICRO VERSION="'N/A"/>
</GET_HOST_PWR_MICRO_VER>

<GET_HOST_PWR_MICRO_VER>

<PWR_MICRO VERSION="Error"/>
</GET_HOST_PWR_MICRO_VER>

GET_PWREG_CAPABILITIES

GET_PWREG_CAPABILITIES
iLO 2
GET_PWREG_CAPABILITIES SERVER_INFO
SERVER_INFO "read"

<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password’'>
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<SERVER_INFO MODE="read'>
<GET_PWREG_CAPABILITIES/>
</SERVER_INFO>

</LOGIN>
</RIBCL>

GET_PWREG_CAPABILITIES

GET_PWREG_CAPABILITIES

GET_PWREG_CAPABILITIES
Error
Power
N/A

GET_PWREG_CAPABILITIES
<GET_PWREG_CAPABILITIES>

<FWVERSION>"1_77"</FWVERS ION>

<THRD 1D='

<Qs Q="0"
<Qs Q="1"
<Qs Q="2-
<Qs Q="3"
<Qs Q="4"
<Qs Q="5"
<Qs Q="6"
<Qs Q="7"
<Qs Q="8"

<THRD 1D="

<Qs Q="0"
<Qs Q="1"
<Qs Q="2
<Qs Q="3"
<QS Q="4"
<QS Q="5"
<Qs Q="6"
<Qs Q="7"
<Qs Q="g"

<THRD 1D="

<Qs Q="0"
<Qs Q="1"
<Qs Q="2
<Qs Q="3"

‘0" SOCKET="1" CORE="0" THREAD="0"/>

P="0" L="100"/>
p="1" L="75"/>

p="1m L="75"/>

p="1m L="75"/>

p="1" L="75"/>

p="1" L="75"/>

p="1" L="75"/>

p="1" L="75"/>

p="1" L="75"/>

1" SOCKET="1" CORE="1" THREAD="0"/>
P="0" L="100"/>

p="1m L="75"/>

p="1" L="75"/>

p="1" L="75"/>

p="1" L="75"/>

p="1 L="75"/>

p="1" L="75"/>

p="1" L="75"/>

p="1m L="75"/>

2" SOCKET="1" CORE="2" THREAD="0"/>
P="0" L="100"/>

p="1" L="75"/>

p="1" L="75"/>

p="1" L="75"/>
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<QS Q="4" P="1" L="75"/>
<QS Q="5" P="1" L="75"/>

<QS Q="6" P="1" L="75"/>

<QS Q="7" P="1" L="75"/>

<QS Q="8" P="1" L="75"/>

<THRD ID="3" SOCKET=""1" CORE="3"" THREAD="'0"/>

<QS Q="0" P="0" L="100"/>

<QS Q="1" p="1" L=""75"/>

<QS Q="2" p="1" L=""75"/>

<QS Q="3" P="1" L="75"/>

<QS Q="4" P="1" L="75"/>

<QS Q="5" P="1" L="75"/>

<QS Q="6" P="1" L="75"/>

<QS Q="7" p="1" L=""75"/>

<QS Q="8" P="1" L="75"/>

<EFFICIENCY_MODE INDEX="0" NAME="0SC'">"0S_Control"</EFFICIENCY_MODE>
<EFFICIENCY_MODE INDEX=""1" NAME="MIN">"Low_Power"</EFFICIENCY_MODE>
<EFFICIENCY_MODE INDEX="2" NAME="DYN">"Dynamic''</EFFICIENCY_MODE>
<EFFICIENCY_MODE INDEX=""3"" NAME="'MAX"'>""Max_Power"</EFFICIENCY_MODE>
<HISTORY SIZE="288"" INTERVAL="'300" TRACE="10"/>
<BUSYMAXPWR>203</BUSYMAXPWR>

<IDLEMAXPWR>168</ 1 DLEMAXPWR>

<ECAP/>

<TEMP/>

<CPU/>

<PWRSPLY TYPE="AC'" CAPACITY="800"/>

<PWRALERT VERSION="0"/>

<PWR MICRO VERSION="3.3"/>
</GET_PWREG_CAPABILITIES>

RESET_SERVER

RESET_SERVER
RESET_SERVER SERVER_INFO
SERVER_INFO MODE  "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>
<SERVER_INFO MODE="'write'>
<RESET_SERVER/>
</SERVER_ INFO>

</LOGIN>
</RIBCL>
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RESET_SERVER
RESET_SERVER

. RESET_SERVER_PRIV

RESET_SERVER

PRESS_PWR_BTN

PRESS_PWR_BTN
PRESS_PWR_BTN SERVER_INFO
SERVER_INFO MODE  "write"

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password"'>

<SERVER_INFO MODE="write">
<PRESS_PWR_BTN/>

</SERVER_INFO>
</LOGIN>
</RIBCL>

PRESS_PWR_BTN

PRESS_PWR_BTN

. RESET_SERVER_PRIV

HOLD_PWR_BTN

HOLD_PWR_BTN
HOLD_PWR_BTN SERVER_INFO
SERVER_INFO MODE "write"

<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN=""adminname' PASSWORD="'password'>

<SERVER_INFO MODE="'write'>
<HOLD_PWR_BTN/>

RIBCL
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</SERVER_INFO>
</LOGIN>
</RIBCL>

HOLD _PWR_BTN

HOLD _PWR_BTN

COLD_BOOT_SERVER

COLD_BOOT_SERVER

RESET_SERVER_PRIV

COLD_BOOT_SERVER SERVER_INFO

SERVER_INFO MODE  "write"

<RIBCL VERSION="2.0"">

<LOGIN USER_LOGIN=""adminname' PASSWORD="'password''>

<SERVER_INFO MODE="'write'>
<COLD_BOOT_SERVER/>

</SERVER_INFO>
</LOGIN>
</RIBCL>

COLD_BOOT_SERVER

COLD_BOOT_SERVER

WARM_BOOT_SERVER

WARM_BOOT_SERVER

SERVER_INFO MODE

<RIBCL VERSION="2.0">

RESET_SERVER_PRIV

WARM_BOOT_SERVER SERVER_INFO

"write"

RIBCL
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<LOGIN USER_LOGIN=""adminname" PASSWORD="‘password">
<SERVER_INFO MODE="‘write'>
<WARM_BOOT_SERVER/>

</SERVER__INFO>
</LOGIN>
</RIBCL>

WARM_BOOT_SERVER

WARM_BOOT_SERVER

. RESET_SERVER_PRIV

SERVER_AUTO_PWR

SERVER_AUTO_PWR
iLO 2 1.20 iLO RILOE I

<RIBCL VERSION="2.0"">
<LOGIN USER_LOGIN=""Administrator™ PASSWORD="password">

<SERVER_INFO MODE="‘write'>
<I-- Enable automatic power on with 30 seconds delay -->
<SERVER_AUTO_PWR VALUE="30" />

</SERVER__INFO>
</LOGIN>
</RIBCL>

SERVER_AUTO_PWR

* Yes

i No

e 15 15

e 30 30

e 45 45

e 60 60

= Random 60
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SERVER_AUTO_PWR

e SERVER_AUTO_PWR

GET_SERVER_AUTO_PWR

GET_SERVER_AUTO_PWR

<RIBCL VERSION="2.0"">

RESET_SERVER_PRIV

<LOGIN USER_LOGIN=""Administrator™ PASSWORD="password">

<SERVER_INFO MODE="read">
<GET_SERVER_AUTO_PWR />

</SERVER_INFO>
</LOGIN>
</RIBCL>

GET_SERVER_AUTO_PWR

GET_SERVER_AUTO_PWR

GET_SERVER_AUTO_PWR
<?xml version="1.0"?>
<RIBCL VERSION="'2.22"">
<RESPONSE

STATUS=""0x0000""
MESSAGE="No error-*

/>
<GET_SERVER_AUTO_PWR>
<l--

Automatically Power On Server is enabled
with 30 seconds power on delay.

—-—>
<SERVER_AUTO_PWR VALUE="30" />
</GET_SERVER_AUTO_PWR>

</RIBCL>
GET_UID_STATUS
GET_UID_STATUS uiD
GET_UID_STATUS SERVER_INFO
"read" "write"

<RIBCL VERSION="2.0"">

SERVER_INFO MODE

<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password''>

RIBCL
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<SERVER_INFO MODE="write'>
<GET UID_STATUS />
</SERVER_INFO>

</LOGIN>
</RIBCL>

GET_UID_STATUS

GET_UID_STATUS

<GET_UID_STATUS

UID=""0FF""
/>
UID_CONTROL
UID_CONTROL uiD
UID_CONTROL SERVER_INFO

<RIBCL VERSION="2.0"">

<LOGIN USER_LOGIN=""adminname""

<SERVER_INFO MODE="‘write'>
<UID_CONTROL UID="Yes"/>
</SERVER_INFO>

</LOGIN>
</RIBCL>

UID_CONTROL
up  UD

UID_CONTROL
UID_CONTROL

- UD

- UD

llYesll

SERVER_INFO MODE

PASSWORD=""password">

ulD LED “No"

GET_VPB_CABLE_STATUS RILOE I

GET_VPB_CABLE_STATUS RILOE I

SERVER_INFO MODE

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN=""adminname"*

GET_VPB_CABLE_STATUS

"read" "write"

PASSWORD=""password"">

"write"

SERVER_INFO

RIBCL
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<SERVER_INFO MODE="read">
<GET_VPB_CABLE_STATUS/>

</SERVER__INFO>
</LOGIN>
</RIBCL>

GET_VPB_CABLE_STATUS

GET_VPB_CABLE_STATUS

GET_VPB_CABLE_STATUS
GET_VPB_CABLE_STATUS
<RIBCL VERSION="2.22"">

<RESPONSE
STATUS=""0x0000""
MESSAGE="No error*
/>

<GET_VPB_CABLE>

<VIRTUAL POWER BUTTON CABLE="ATTACHED"/>

</GET_VPB_CABLE>

</RIBCL>
SSO_INFO MODE LOGIN
SSO_INFO MODE
SSO_INFO MODE MODE "read" "write"
10
"write" iLO 2

iLO 2

<SSO_INFO MODE="write'>
......... SSO__INFOcommands ...
</SSO_INFO>

SSO HP SIM
<RIBCL VERSION="2.0"">

<LOGIN USER_LOGIN=""Administrator"™ PASSWORD="password">

<SSO_INFO MODE="write">
<DELETE_SERVER INDEX="6" />

||reod||

SSO_INFO MODE

MODE

iLO 2

RIBCL
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</SSO_INFO>
</LOGIN>
</RIBCL>

SSO_INFO ilO 2 v1.30

SSO

GET_SSO_SETTINGS

GET_SSO_SETTINGS

iLO 2
HP Integrated Lights-Out 2

iLO 2SSO

GET_SSO_SETTINGS SSO_INFO

<RIBCL VERSION=
<LOGIN USER_LOG

"2.0">
IN=""Administrator’” PASSWORD="password">

<SSO_INFO MODE="read">
<GET_SSO_SETTINGS/>

</SS0_INFO>
</LOGIN>
</RIBCL>

GET_SSO_SETTINGS

GET_SSO_SETTINGS

iLO 2 SSO

0
<GET_SSO_SETTIN
<TRUST_MODE VAL
<USER_ROLE LOGI

SSO_SERVER
GS>
UE=""CERTIFICATE" />
N_PRIV="Y" />

<USER_ROLE REMOTE_CONS_PRIV="N" />
<USER_ROLE RESET_SERVER_PRIV="N" />

<USER_ROLE VIRT
<USER_ROLE CONF
<USER_ROLE ADMI
<OPERATOR_ROLE
<OPERATOR_ROLE
<OPERATOR_ROLE
<OPERATOR_ROLE
<OPERATOR_ROLE
<OPERATOR_ROLE
<ADMINISTRATOR

UAL_MEDIA_PRIV="N" />
IG_ILO_PRIV="N" />
N_PRIV="N" />
LOGIN_PRIV=""Y" />
REMOTE_CONS_PRIV="Y" />
RESET_SERVER_PRIV=""Y" />
VIRTUAL_MEDIA_PRIV="Y" />
CONFIG_ILO_PRIV="N" />
ADMIN_PRIV="N" />

ROLE LOGIN_PRIV="Y" />

<ADMINISTRATOR_ROLE REMOTE_CONS_PRIV="Y" />
<ADMINISTRATOR_ROLE RESET_SERVER_PRIV="Y" />
<ADMINISTRATOR_ROLE VIRTUAL_MEDIA_PRIV="Y" />
<ADMINISTRATOR_ROLE CONFIG_ILO_PRIV="Y" />
<ADMINISTRATOR_ROLE ADMIN_PRIV=""Y" />

<SSO_SERVER IND
ISSUED_TO
ISSUED_BY
VALID_FRO

EX="0"
="viv.hp.com"
="viv_hp.com”
M="'061108192059Z"

RIBCL
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VALID_UNTIL="1611081920597">
————— BEGIN CERTIFICATE-—---

</SSO_SERVER>
<SSO_SERVER INDEX=""1"">
ant_hp.com
</SSO_SERVER>
</GET_SSO_SETTINGS>

MOD_SSO_SETTINGS

MOD_SSO_SETTINGS iLO 2 HP SSO
MOD_SSO_SETTINGS SSO_INFO
SSO_INFO MODE  "write" iLO 2

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="Administrator"” PASSWORD="password'>

<SSO _INFO MODE="write'">
<MOD_SSO_SETTINGS>
<I-- Specify the desired trust mode Options:DISABLED(default),
CERTIFICATE (recommended), NAME, or ALL

-
<TRUST_MODE=""CERTIFICATE" />

<I-- Specify the privileges assignhed to the user role -->
<USER_ROLE LOGIN_PRIV=""Y" />

<USER_ROLE REMOTE_CONS_PRIV="N" />

<USER_ROLE RESET_SERVER_PRIV="N" />

<USER_ROLE VIRTUAL_MEDIA_PRIV="N" />

<USER_ROLE CONFIG_ILO_PRIV="N" />

<USER_ROLE ADMIN_PRIV="N" />

<I-- Specify the privileges assigned to the operator role -->
<OPERATOR_ROLE LOGIN_PRIV="Y" />

<OPERATOR_ROLE REMOTE_CONS_PRIV="Y" />

<OPERATOR_ROLE RESET_SERVER_PRIV="Y" />

<OPERATOR_ROLE VIRTUAL_MEDIA_PRIV="Y" />

<OPERATOR_ROLE CONFIG_ILO_PRIV="N" />

<OPERATOR_ROLE ADMIN_PRIV="N" />

<I-- Specify the privileges assigned to the administrator role -->
<ADMINISTRATOR_ROLE LOGIN_PRIV="Y" />

RIBCL 147



<ADMINISTRATOR_ROLE REMOTE_CONS_PRIV="Y" />
<ADMINISTRATOR_ROLE RESET_SERVER_PRIV="Y" />
<ADMINISTRATOR_ROLE VIRTUAL_MEDIA_PRIV="Y" />
<ADMINISTRATOR_ROLE CONFIG_ILO_PRIV="Y" />
<ADMINISTRATOR_ROLE ADMIN_PRIV=""Y" />

</MOD_SSO_SETTINGS>

</SSO_INFO>
</LOGIN>
</RIBCL>

MOD_SSO_SETTINGS

TRUST_MODE
. HP SIM SSO
. SSO
. HP SIM SSO
. SSO

iLO

||Y||
3
. USER_ROLE -
o OPERATOR_ROILE -
e ADMINISTRATOR_ROLE -
Boolean "y

LOGIN_PRIV -
REMOTE_CONS_PRIV -
RESET_SERVER_PRIV -
VIRTUAL_MEDIA_PRIV -
CONFIG_ILO_PRIV -
ADMIN_PRIV -

MOD_SSO_SETTINGS

SSO ilO2v1.30
CONFIG_ILO_PRIV
SSO_INFO  "write"

RIBCL

IINII

IINII
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SSO_SERVER

SSO_SERVER HP SIM Trusted SSO Server
SSO_INFO SSO_INFO MODE  "write"
iLO 2 MOD_
SSO_SETTINGS
SSO
Lights-Out
HP SIM 3
. SSO
e ilO2 LOM HTTP HP
SIM
iLO 2 HP SIM
. iLO 2 x.509
HP SIM iLO 2 iLO 2
HP SIM HP SIM
HP Integrated Lights-Out 2 HP SIM

<RIBCL VERSION="2.0">

<LOGIN USER_LOGIN="Administrator"™ PASSWORD="password">
<SSO_INFO MODE="write">

<I-- Add an SSO server record using the network name
(works for TRUST_MODE NAME or ALL) -->

<SSO_SERVER NAME="hpsiml.hp.net" />

<I-- Add an SSO server record using indirect iLO import
from the network name -->
<SSO_SERVER IMPORT_FROM="hpsim2_hp.net" />

<I-- Add an SSO server certificate record using direct
import of certificate data --—>

<IMPORT_CERTIFICATE>

————— BEGIN CERTIFICATE-----

</IMPORT_CERTIFICATE>
</SS0O_INFO>

</LOGIN>

</RIBCL>
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SSO_SERVER

NAME
SSO

HP SIM
<SSO_SERVER NAME="hpsimi.hp.net" />

IMPORT_FROM iLO 2 HP SIM HP SIM

HTTP
http://<sim network address>:280/GetCertificate

iLO 2 HP SIM

iLO 2
<SSO_SERVER IMPORT_FROM="hpsim2.hp.net" />

IMPORT_CERTIFICATE ilO 2 .PEM x.509

HP SIM

<SSO_SERVER>
----- BEGIN CERTIFICATE-----

HP SIM

M1 1C3TCCAKYCBESzwFUWDQYJKoZ IhveNAQEFBQAWgbUXCzAJBgNVBAYTAIVTMRMWE . . . . . ..

kXzhuVzPfWzQ+a2E9tGAE/YgNGTFSOVKKVLUFE6QoP/RQpYpkI5BXxrsN3gM/PeT3zrxyTleE=

----- END CERTIFICATE-—---
</SSO_SERVER>

iLO 2

iLO 2

SSO_SERVER

IMPORT_FROM HP SIM
HP SIM

DELETE_SERVER

DELETE_SERVER HP SIM SSO
SSO_INFO
iLO 2

SSO

SSO_INFO MODE

RIBCL

iLO 2

"write"
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<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="Administrator"™ PASSWORD="password">

<SSO_INFO MODE="write'>
<DELETE_SERVER INDEX="6" />

</SSO_INFO>
</LOGIN>
</RIBCL>

DELETE_SERVER

INDEX GET_SSO_SETTINGS
0 0 2 1

DELETE_SERVER
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HPQLOMGC

HPQLOMGC

HPQLOMGC XML
RIBCL
HPQLOMGC iLO 2

XML
<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN=""user" PASSWORD="password"'>
<DIR_INFO MODE="write'>
<ILO_CONFIG>

<UPDATE_RIB_FIRMWARE IMAGE_LOCATION=""C:¥fw¥ilol140.brk"™ />
</I1LO_CONFIG>
<RILOE_CONFIG>

<UPDATE_RIB_FIRMWARE IMAGE_LOCATION="C:¥fw¥riloe.brk" />
</RILOE_CONFIG>
<RILOE2_CONFIG>

<UPDATE_RIB_FIRMWARE IMAGE_LOCATION=""C:¥fw¥riloeii.brk" />
</RILOE2_CONFIG>
<MOD_DIR_CONFIG>

<DIR_AUTHENTICATION_ENABLED value="YES" />
<DIR_LOCAL_USER_ACCT value="YES" />

<DIR_SERVER_ADDRESS value="administration.wins.hp.com" />
<DIR_SERVER_PORT value="636"/>

<DIR_OBJECT_DN value="CN=RILOP5,CN=Users,DC=RILOEGRP2,DC=HP"" />
<DIR_OBJECT_PASSWORD value="aurora" />

<DIR_USER_CONTEXT_1 value=""CN=Users,DC=RILOEGRP2,DC=HP" />
<DIR_USER_CONTEXT_2 value=""" />

<DIR_USER_CONTEXT_3 value=""" />

<DIR_ROLE value="CN=RILOEROLE,CN=Users,DC=RILOEGRP2,DC=HP"" />
<DIR_LOGIN_NAME value="RILOEGRP2¥Adminl" />

<DIR_LOGIN_PASSWORD value="aurora" />
</MOD_DIR_CONFI1G>
</DIR_INFO>
</LOGIN>
</RIBCL>

ILO_CONFIG

RIBCL XML 1 HPQLOMGC
XML
DIR_INFO DIR_INFO  "write"
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UPDATE_RIB_FIRMWARE IMAGE_LOCATION 101 UPDATE_RIB_FIRMWARE
MOD_DIR_CONFIG
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iLO 2

iLO 2

XML

XML

iLo 2

SHARED_NETWORK_PORT RIBCL 70

iLO 2

<RIBCL version="2.21">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>

<RIB_INFO MODE="WRITE">

<MOD_NETWORK_SETTINGS>
<SHARED_NETWORK_PORT VALUE="Y" />

</MOD_NETWORK_SETTINGS>

</RIB_INFO>
</LOGIN>
</RIBCL>

NIC

iLO 2 NIC RBSU CLP
iLO NIC iLO 2 RBSU XML
SHARED_NETWORK_PORT RIBCL
RBSU
1. NIC LAN
2.
3. POST F8 iLO RBSU
4. [Network] [NIC and TCP/IP] Enter
5. [Network Configuration] [Network Interface Adapter]
6. F10
7. [File] [Exit] Enter
iLO NIC
iLO 2

XML

70

[ON]
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XML iLO RIBCL
iLO iLO

<RIBCL version="2.21">
<LOGIN USER_LOGIN=""adminname' PASSWORD="‘password"'>

<RIB_INFO MODE="WRITE">

<MOD_NETWORK_SETTINGS>
<SHARED_NETWORK_PORT VALUE="N" />

</MOD_NETWORK_SETTINGS>

</RIB_INFO>
</LOGIN>
</RIBCL>
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iLO 2

Server name

Insight
iLO 2
uuiD uuliD
POST RBSU
Server Serial Number /
Product ID POST RBSU
ID
ID POST
RBSU
Virtual UUID HP
Virtual Serial Number HP
System Health
VRM
[
System ROM ROM
ROM
Internal Health LED LED

TPM Status

Trusted Platform Module

Server Power

iLO 2
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UID Light ID LED

uiD uiD uiD

uiD

ON OFF
uiD
uiD
uiD uiD
FLASHING uiD
Last Used Remote Console
[
Latest IML Entry
iLO 2 Name Integrated Lights-Out 2
ilo +
License Type
iLO 2
iLO 2 Firmware Version iLO 2
Active Sessions iLO 2
Latest iLO 2 Event Log Entry iLO 2
iLO 2 Date/Time Integrated Lights-Out 2
MM/DD/YYYY

iLO 2 POST Insight

User name Administrator
39

Login name Administrator iLO 2
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Password iLO 2
[
0 39
8
Administer user accounts Yes
1
Remote console access Yes
Virtual power and reset Yes
Virtual media Yes
Configure iLO 2 seftings Yes
iLO 2
iLO 2
iLO 2 RBSU iLO 2
iLo 2 [ ]
Idle Connection 30
Timeout (minutes) Web

15 30 60 120

iLO 2
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Lights-Out Functionality iLO 2 iLO 2
Lights-Out iLO 2 10/100
HP Proliant BL p-Class iLO 2
iLO 2 iLO 2
iLO 2
iLO 2 RBSU
[LightsOut ] [ 1]
iLO 2 ROM-Based Setup iLO 2 ROM
Utility iLO2 ROM F8
RBSU
iLO 2 iLO 2 RBSU
RBSU
Require Login for iLO 2 RBSU
RBSU POST F8
iLO 2 RBSU
Show iLO 2 during POST iLO 2
POST IP
Serial Command Line Cll
Interface Status
Serial Command Line 9600 Cll
Interface Speed / 9600 19200 38400
57600 115200
8
1 N/8/1
ROM RBSU
Minimum Password 8
Length 0 39
Server Name —
HP Proliant

"host unnamed"

F5

iLO 2
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Authentication Failure Enabled-Every
Logging 3rd Failure

e Enabled-Every Failure -

e Enabled-Every 2nd Failure - 2

e EnabledEvery 3rd Failure - 3

e Enabled-Every 5th Failure - 5

e Disabled -

iLo 2 [ ]
Secure Shell (SSH) iLO 2 SSH
Access
Secure shell (SSH) 22 iLO 2 SSH SSH
Port
Telnet Access Telnet /Telnet
iLO 2 CIP
e Enabled - ilO 2 Telnet
/Telnet
iLO 2
iLO 2 CIP Telnet
e Disabled - ilO 2 Telnet
/Telnet
iLO 2
iLO 2
Telnet

iLO 2
Remote 23 iLO 2
Console/Telnet Port
Web Server Non-SSL 80 iLO 2 Web
Port
Web Server SSL Port 443 iLO 2 Web
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Terminal Services

Microsoft®

Passthrough iLO 2
e Automatic -
e Enabled - iLO 2
iLO 2
e Disabled -
Terminal Services Port 3389 iLO 2
Virtual Media Port 17988 iLO 2
Shared Remote Console 9300
Port
Console Replay Port 17990
Raw Serial Data Port 3002 Raw
Raw WilODbg.exe
iLO 2 [
Current cipher — Web
Web iLO 2 iLO
2
Web
Enforce AES/3DES - AES/3DES
Encryption . AES/3DES
. iLO 2
AES 3DES
iLO 2
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NIC Yes NIC ilO 2 NIC
Yes DHCP
IP iLO 2 iLO2 IP
IP
DHCP Yes IP DHCP iLO 2
IP
DHCP iLo2 IP
DHCP DHCP
< DHCP
« DHCP DNS
« DHCP WINS
e DHCP
e DHCP
IP address iLO 2 IP
DHCP IP DHCP
Subnet mask
DHCP
DHCP
Gateway IP IP
address DHCP iLO 2
DHCP
iLO 2 subsystem iLO iLO 2 DNS/WINS DNS/WINS
name 2XXXXXXXXXXXX | "iLO 2"
12 X iLO 2
Domain name iLO 2
DHCP DHCP
Link [ ] /

iLO 2
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DHCP/DNS

DHCP IP DHCP iLO 2
IP
DHCP iLo2 Ip
DHCP DHCP
 DHCP
e DHCP DNS
e DHCP WINS
 DHCP
- DHCP
IP Address iLO 2 IP
DHCP P DHCP
Domain Name iLO 2
DHCP DHCP
Use DHCP iLO 2 DHCP DNS
supplied gateway [ IP ]
Use DHCP iLO 2 DHCP DNS
supplied DNS [ / /
servers DNS 1 DNS
Use DHCP iLO 2 DHCP WINS
supplied WINS [ / WINS
servers ] WINS
Use DHCP iLO 2 DHCP
supplied static [ #1, #2, #3]
routes
Use DHCP iLO 2 DHCP
supplied domain [ ]
name
WINS Server iLO 2 WINS WINS
Registration DHCP
DDNS Server iLO 2 DNS DNS
Registration DHCP
Ping gateway on iLO 2 4 ICMP
startup iLO 2
ARP iLO 2
Domain name iLO 2
DHCP DHCP
DHCP server DHCP
DHCP
Primary, DNS IP
secondary, and DHCP
tertiary DNS server DNS DHCP

iLO 2
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Primary and
secondary WINS
server

DHCP

DHCP

WINS IP
WINS

Static routes #1,

#2, #3

DHCP

DHCP

Diagnostic port
configuration
parameters

Transceiver speed
autoselect

Yes

/

Autoselect  Yes Speed Duplex

Speed

iLO 2

Autoselect Yes

Duplex

Yes

Autoselect
/ iLO 2

IP address

192.168.1.1

IP
IP

DHCP
DHCP

Subnet mask

255.255.255.0

DHCP
DHCP

SNMP/Insight

SNMP alert
destination(s)

No

iLO 2
PC IP
SNMP

SNMP

Enable iLO 2
SNMP alerts

No

iLO 2

Insight

iLO 2

iLO 2

SNMP

iLO 2
HP SIM

iLO 2
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Forward Insight No Yes
Manager Agent Insight
SNMP alerts
HP SIM iLO 2
IP
Enable SNMP pass- Yes SNMP
thru Insight SNMP
No
SNMP iLO 2
Insight Manager [Insight Manager Web Agent URL] Insight
Web Agent URL Web
IP DNS
iLO 2 iLO 2 Web
Web
Level of data Medium [Level of Data Returned] HP SIM iLO
returned 2
[None] HP SIM
[Medium]
[High] HP SIM
[None]
iLO HP SIM
Disable directory No
authentication
iLO 2
Schema-free Yes
directory
Use HP extended No
schema
Enable local user Yes
accounts
Enabled
Directory server 0.0.0.0 DNS
address P DNS
DNS IP

iLO 2
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Directory server

636

LDAP port SSL
LDAP 636
LOM object DIR_OBJECT_DN iLO 2
distinguished name LOM
256
LOM object iLO 2
password LOM
39
LOM
LOM object LOM Obsject
password confirm Password
Directory user
context 1, directory
user context 2, 15
directory user
confext 15 128
iLO 2
"ou=lights out devices,o=corp"
"cn=manager,ou=lights out devices,o=corp" "manager”
iLo 2 Active Directory
"@hostname"

"@directory.corp”

BL p-Class

Rack name

Enclosure name

iLO 2
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Bay name

Bay

Proliant BL p-Class 1

Rack serial
number

Enclosure serial
number

Blade serial
number

Power source

AC 48VDC

[48v

48vDC

Enable
automatic
power on

ON

iLO 2
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Enable rack
alert logging
(IML)

ON

IML

] IML

o2 |
IML

IML

iLO Advanced Pack License Key

[iLO Advanced Pack License Key]
CD-ROM

25

iLO 2 Advanced

iLO 2
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ASCII

American Standard Code for Information Interchange

ASM

Advanced Server Management

ASR

Automatic Server Recovery

BMC

baseboard management controller

CA

certificate authority

CGl

Common Gateway Interface

Cl

Command Line Interface

CLP

command line protocol

CR

Certificate Request

DAV
Distributed Authoring and Versioning

DDNS
Dynamic Domain Name System DNS

DHCP

Dynamic Host Configuration Protocol B
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DLL
dynamic link library

DNS

domain name system

DSA
Digital Signature Algorithm

EMS

Emergency Management Services

EULA

end user license agreement

FEH

fatal exception handler

FSMO
Flexible Single-Master Operation

GUl

graphical user inferface

HB

heartbeat

HPONCFG
HP Lights-Out Online Configuration utility HP Lights-Out Online Configuration

HPQLOMGC
HP Lights-Out Migration Command Line  HP Lights-Out

ICMP

Internet Control Message Protocol

1N

Internet Information Services

iLO
Integrated Lights-Out
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IML

Integrated Management Log

IP

Internet Protocol

IPMI

Intelligent Platform Management Interface

ISIP

Enclosure Bay Static IP IP

JVM

Java Virtual Machine Java

KCS
Keyboard Controller Style

LAN

Local-Area Network

LDAP
Lightweight Directory Access Protocol LDAP

LED
light-emitting diode

LOM
Lights-Out Management  Lights-Out

LSB

least significant bit

MAC

Medium Access Control

MLA

Master License Agreement

MMC

Microsoft® Management Console  Microsoff®
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MP

Multilink Pointto-Point Protocol

MTU

maximum fransmission unit

NIC

network interface controller

NMI

non-maskable interrupt

NVRAM

non-volatile memory

PERL

Practical Extraction and Report Language

PKCS
Public-Key Cryptography Standards

POST

Power-On Self Test

PSP
Proliant Support Pack

RAS

remote access service

RBSU
ROM-Based Setup Utility ROM

RDP

Remote Desktop Protocol

RIB
Remote Insight Board Insight

RIBCL

Remote Insight Board Command Language

Insight
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RILOE

Remote Insight Lights-Out Edition Insight Lights-Out Edition
RILOE Il

Remote Insight Lights-Out Edition I Insight Lights-Out Edition I
RSA

Rivest, Shamir, and Adelman public encryption key

RSM

Remote Server Management

SLES
SUSE Linux Enterprise Server

SMASH

System Management Architecture for Server Hardware

SMS

Systems Management Server

SNMP

Simple Network Management Protocol

SSH

Secure Shell

SSL

Secure Sockets Layer

TCP

Transmission Control Protocol

UART

universal asynchronous receiver-transmitter

uib

unit identification

usB

universal serial bus
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VM
Virtual Machine

VPN

virtual private networking

WINS

Windows Internet Naming Service

WS

web services

XML
eXtensible Markup Language
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ADD_USER 64 73 74

BL p-Class 166

CERTIFICATE_SIGNING_REQUEST 109
Cal 57
CLEAR_EVENTLOG 84

Cl 10

CLP 12

CLP 25

CLP 12

CLP 10

CLp 27
CLp 29
CLp 10

CLp 10
COLD_BOOT_SERVER 141
COMPUTER_LOCK_CONFIG 84 85
HPONCFG 63
CPQLOCFG.EXE 46

CPQLOCFG.EXE 46
CPQLOCFG.EXE 48
CPQLOCFG.EXE 49
CPQLOCFG.EXE 46

DELETE_CURRENT_USER 75 76
DELETE_SERVER 150 151
DELETE_USER 75

DHCP 64

DIR_INFO 113

DIL 61

DNS 64

Domain Name System DNS 49 52 86 87
117

Dynamic Host Configuration Protocol DHCP 86 87

EJECT_VIRTUAL_MEDIA 106

GET_ALL_USER_INFO 80
GET_ALL_USERS 79

GET_DIAGPORT SETTINGS 120

GET DIR. CONFIG 114
GET_EMBEDDED_HEALTH 128
GET_ENCLOSURE_IP_SETTINGS 122
GET EVENT_LOG 82 83
GET_FIRMWARE_VERSION 101 102
GET_GLOBAL_SETTINGS 91 92
GET_HOST POWER REG_INFO 134
GET_HOST_POWER_SAVER_STATUS 132 133
GET_HOST POWER_STATUS 132 135 136
GET_HOST PWR_MICRO_VER 136 137
GET_NETWORK_SETTINGS 86
GET_POWER_CAP 131

GET_POWER _READINGS 130
GET_PWREG_CAPABILITES 137 138
GET_RACK_SETTINGS 119
GET_SERVER_AUTO PWR 143
GET_SERVER_ NAME 127
GET_SNMP_IM_SETTINGS 98
GET_SSO_SETTINGS 146
GET_TOPOLOGY 124
GET_TWOFACTOR_SETTINGS 110
GET_UID_STATUS 143 144
GET_USER 76

GET_VM_STATUS 106 107
GET_VPB_CABLE_STATUS 144 145

HOLD_PWR_BTN 140 141
HOTKEY_CONFIG 102 103
HP Lights-Out

HPQLOMGC 152 170

HP Lights-Out Online Configuration 61
HP Proliant Essentials Rapid Deployment Pack 8

HP SIM  LOM 47

HP SIM 47

HP SIM 42

HP SIM 164

HPONCEFG (HP Lights-Out Online Configuration
Utility) 61
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HPONCFG ilO 2 64 65 66 67
HPONCFG Linux 62 63 64

HPONCFG 62

HPONCFG 63

HPONCFG 61 62 63

HPONCFG 67

HPONCFG 61

HPQLOMGC 152

iLO 2 19

iLO 2 19 152

iLO 2 RIBCL 81

iLO 2 156
iLO 2 154

iLO 2 154
ILO_CONFIG 152
IMPORT_CERTIFICATE 109 110
IMPORT_SSH_KEY 115 116
INSERT_VIRTUAL_MEDIA 104 105
Internet Information Services Manager 58
IPMI 8

IPMI  Intelligent Platform Management Interface
IP 122 123
IS 58

KCS 8

LED 32

LICENSE 104

LICENSE RIBCL 104
Lights-Out 46
Linux F 40

Linux 62
LOGIN 72

MOD_BLADE_RACK 124 125 126
MOD_DIAGPORT_SETTINGS 120 121
MOD_DIR_CONFIG 116 117 118
MOD_ENCLOSURE_IP_SETTINGS 123 124
MOD_GLOBAL_SETTINGS 93 96 98
MOD_NETWORK_SETTINGS 64 87 89 91
MOD_SNMP_IM_SETTINGS 99 100
MOD_SSO_SETTINGS 147 148
MOD_TWOFACTOR_SETTINGS 111 112 113
MOD_USER 73 77 78 79

Mxagentoconfig 43

8

OpenSSH 42

Perl SSL 52

Perl XML 51

Perl XML 53
Perl 51

Perl 51

PuTTY SSH 43
PuTTY 42

RACK_INFO 119
RESET_RIB 82

RESET_SERVER 139 140
RIB_INFO 81

RIBCL, DIR_INFO commands 113
RIBCL LOGIN 72

RIBCL RACK_INFO 119
RIBCL RIB_INFO 81
RIBCL SERVER_INFO 126
RIBCL SSO_ 145

RIBCL USER_INFO 72
RIBCL 71

RIBCL 70 71

RIBCL 70

RIBCL 70

RIBCL 71

Secure Shell SSH 41
SERVER_AUTO_PWR 142 143
SERVER_INFO 126
SERVER_NAME 127

serverid 156
SET_HOST_POWER 133 136
SET_POWER_CAP 131
SET_VM_STATUS 107 109

SNMP 22

SNMP RBCL 98 99
SNMP 164

SSH 41

SSH 42

ssh-keygen 45

SSH 43 45
SSH PuTTY 43
SSH 42

SSH 43
SSH 41

SSH 42

SSL 9 52 53
SSL WS-Management 9
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SSL 52
SSO_INFO 145
SSO_SERVER 149 150

Telnet 36

Telnet

Telnet

Telnet 36

Telnet 37
Two-Factor 11

UID_CONTROL 144

37
36

0 1M

UPDATE_RIB_FIRMWARE 100 101
USER_INFO 72
VT100 F 40
VT100 37
WARM_BOOT_SERVER 141 142
Windows 62
XML extensible markup language 51
XML 51 70
XML 46
XML 53 70
WS-Management 9
RBCL 82 84
29 30
Linux 62
Windows 62
P 122 123
RIBCL 71
RIBCL 70
7
RBCL 70
SSH 41

70

61

7
Clp 10
HPONCFG 61
IPMI 8
55
Linux 56
RBCL 104 106 107
57
25
55
Cal
s 58
Web
55
55
46 157
31
31
RBCL 141
SSH 41
IPMI2.0 8
7
154
154
154
158
158
WS-Management 9
WS-Management 9
25
12
23
16
30
14
145
DIR_IINFO 113
LOGIN 72
RACK_INFO 119
RIB_INFO 81

SERVER_INFO 126
USER_INFO 72
HPONCFG 63
10
61

57
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156

156
37 103
61
32
RIBCL 126
32
156
109
Perl 51
51 52 53 61 62 63 70
XML 51
WS-Management 9
RBCL 70 71
64 65 66
67
66
64
65
67
51
NIC 154
35
165
165
RIBCL 113 114 116
165
23
70
RIBCL 70
Clp 27
RIBCL 82 139
140 141
70
13
RIBCL 124

20
WS-Management 9
16
16
RBCL 86 87
162 163
156
Ctp 29
RIBCL 100
30
30
RBCL 119
32
RIBCL 128
Cal 57
HPONCFG 67
154
70
157
14
14
RBCL 72
23
168
Insight RIBCL
RBCL 70

101

70

178



VT100 37
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